The Hague Centre
for Strategic Studies

Deterring or Spiralling?
Emerging Technologies, Strategic Stability, and
Prospects for Sino-European/Arms Control

Davis Ellison, Tim Sweijs and Timur Ghirotto
March 2025

7 A P
. ,' r . ’ -
; ’ J it g b N
i )
&, 2
’ : .’;
X AR “t-‘r'a
o w v
E'Y ~
& 5w
._a . ';‘
£, 5 P
A
—--"‘-'-—‘-.-
‘q' -
s B
i ‘ .




The Hague Centre
for Strategic Studies

Deterring or Spiralling?
Emerging Technologies, Strategic Stability,and
Prospects for Sino-European Arms Control

Authors:
Davis Ellison, Tim Sweijs and Timur Ghirotto

Contributors:
Ayla Elzinga, Julia Doll and Paul van Hooft

QA:
Frank Bekkers

March 2025

The research for and production of this report has been
conducted within the PROGRESS research framework
agreement. Responsibility for the contents and for the opin-
ions expressed, rests solely with the authors and does not
constitute, nor should be construed as, an endorsement by
the Netherlands Ministries of Foreign Affairs and Defense.

© The Hague Centre for Strategic Studies. All rights
reserved. No part of this report may be reproduced and/
or published in any form by print, photo print, microfilm or
any other means without prior written permission from
HCSS. Allimages are subject to the licenses of their
respective owners.



Deterring or Spiralling? | Emerging Technologies, Strategic Stability, and Prospects for Sino-European Arms Control

Table of Contents

Executive Summary

1.
11.

1.2.

1.3.
2.

21.

2.2.

3.

31.

41.

4.2.
4.3.
44.

51

5.2.

5.3.

Introduction
The Impact of EDT on strategic stability

EDT, strategic stability, and the prospects for
Sino-European engagement

A note on method
Offence, countermeasures, and arms racing logic

The logic of the offensive and risks to strategic stability

7

v

Measure and countermeasure competitionandarmsracing 9

First strike and bolts from the blue: EDTs and offence 12

Emerging technologies enabling a possible bolt from
the blue’ strike

Survey findings

Interfering with command and control through
deception, disruption, and confusion

Cyberweapons
The space domain
Artificial intelligence
Survey findings

Protecting, concealing, and delegating:
Defending the ability to conduct a second strike

Hypersonic systems, directed energy weapons,
satellite swarms and missile defence

Artificial intelligence and “Dead Hand” delegation
Survey findings

Findings, Conclusions and Recommendations

13

20

22
22
24
24

25

27

27
29
31
33



Deterring or Spiralling? | Emerging Technologies, Strategic Stability, and Prospects for Sino-European Arms Control |V

In the context of
Sino-American
competition,
Europeans will
need to engage
with China.

Executive Summary

Emerging and disruptive technologies (EDTs) are set to negatively affect strategic stability
in the coming years. From a European arms control perspective, it is critically important to
turn shared concerns about the impact of emerging and disruptive technologies (EDTs) on
strategic stability into momentum for progress on arms control initiatives, including with the
People’s Republic of China. Chinais currently both an EDT and a military powerhouse that

is adapting its nuclear posture and expanding its nuclear arsenal. In the context of Sino-
American competition, Europeans will need to engage with China. Doing so in a bilateral
format between China and European states, or the EU itself for that matter, is already quite a
challenge. The current policy direction pursued by various European states towards the Indo-
Pacific makes engagement difficult from Beijing’s perspective. However, if European states
are concerned about being associated with what is likely to be a highly aggressive stance
from Washington towards China, it would be logical to also engage with Beijing directly on
areas of mutual concern.

The discussion on EDTs in relation to nuclear weapons is often both alarmist and unspecific.
It envisages a Skynet-style future in which nuclear weapons can be launched without human
intervention, a la the third Terminator film. This alarmism can obscure more meaningful study
of the pathways through which new technologies affect strategic stability. Assigning future
risk estimates is difficult because of epistemic uncertainty associated with both the nature of
these technologies, the way in which actors will deploy these technologies, and how thisin
turnis perceived by other actors.

There are, at the same time, real risks associated with the maturation and adoption of
these new technologies. EDTs can reduce the ability of an adversary to maintain a secure
nuclear second-strike capability and thereby undermine strategic stability. First, decision
makers could surmise that a first strike would be highly effective. This can drive a process of
armament and lead them to assume a more forward leaning, aggressive strategic posture
(deterrence stability). In the context of a crisis, it may also engender use-them-or-lose-
them dynamics (crisis stability). Second, the opposite party could conclude that its adver-
sary is aggressively pursuing these technologies with the aim of preparing for a first strike
creating similar escalatory spirals. This report examines this connection in detail, beginning
with areview of past discussions on damage limitation strategies and the attendant risk to
strategic stability.

In doing so, this report considers three pathways through which EDTs affect strategic

stability in relation to EDTs, specifically by 1) enabling a first strike, 2) enabling the disruption of
command-and-control systems, and 3) enabling the defence of a secure second-strike capa-
bility. These pathways emerge from the general literature on nuclear strategy and strategic
stability, and more specifically from the logic of damage limitation that has become particularly
salient in this era of heightened instability. As for the specific EDTs, the report assesses the
impact of hypersonic missiles, cyber, directed energy, space, and artificial intelligence (Al).
These have been selected for their specific applicability to strategic stability. Additionally,
hypersonics, space, and Al are all already EDT focus areas for NATO, and therefore relevant
for European defence.
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Strategic Tasks

Offence

C3 Disruption

Defence

First Strike/Counterforce
‘Bolt from the Blue’
Targeting and Analysis
Deception Measures

Disrupting Communications

Delegation of Authorities

Concealing Assets

Protecting Assets

The ability to initiate a rapid disarming attack in response to warning of attack

The ability to initiate a no-notice offensive with the aim of quick defeat

Disrupting an adversary'’s ability to target their assets and analyse incoming attacks
Physical and non-physical measures to deceive adversary ISR

Kinetic and non-kinetic measures to disable adversary communication and early-warning
systems

Ensuring prompt second-strike by delegating launch authority lower down chains of command,
possibly to non-human systems

Physical and non-physical measures to hide assets from detection

Defence of targets through varieties of missile defence

What this report establishes, corroborated with both international expert opinion and reviews
of Western and Chinese literature, is that there is mutual concern, perhaps concern suffi-
cient to support momentum towards risk reduction measures and increased transparency
between European states and China. Rapidly pursuing and fielding EDTs that imply an attempt
to achieve adisarming, first-strike advantage can only serve to accelerate spiral dynamics
instead of bolstering deterrence. A supplement to this report explores possible arms control
pathways in greater detail, but understanding the impacts of these new technologies on
stability underpins the following arms control considerations:

- Build on shared concerns in space. Space as a global commonis at great risk in the event
of war. Targeting or interfering with space-based early-warning, nuclear command and
controlinfrastructure, or communications systems risks not only serious miscalculation
and escalation, but also creating debris fields that make space less usable for all. This
shared impact and concernis a platform from which dialogue can be pursued.

- Consider areas of unilateral restraint, particularly when it comes to Al-enablement.
Imposing limits on the integration of Al-applications into military systems, especially those
related to decision-making involving the use of force, will be an important area to signal
cooperative intent towards Beijing.

- Betransparent about the aims of hypersonic development. The development and
testing of hypersonic technology is fraught with opportunities for misunderstanding. To
some observers, it communicates an aim to pursue afirst strike strategy. For Europeans,
this would not only be quixotic due to the size of the Russian arsenal, but also destabilising
and only exacerbate arms racing tendencies. It is therefore necessary to be as transparent
as possible concerning the concepts of operations and doctrines that these weapons
underpinin order to reduce misperceptions.

- Consider closer nuclear consultation ties with France and the UK. The existing ‘iron
triangle’ of defence agreements between Paris, London, and Berlin (the treaties of
Lancaster House, Aachen, and Trinity House) provide for a strong level of consultation on
defence planning and priorities. These treaties could open the door for more frameworks
outside of NATO to propose meaningful dialogue measures with other states. France
and the UK, as Europe’s independent nuclear powers, have a vital voice in any possible
arrangements.

« Maintain European-Chinese dialogue at the Track 1.0, 1.5, and 2.0 levels. Dialogue with

China through the upcoming Trump administration is risky given the possibility of retaliation
from Washington. However, as part of establishing an independent negotiating position on
EDTs, channels with Beijing should be kept open across levels, with the objective to institu-
tionalise these interactions outside the narrative of Sino-American competition.
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Nuclear-armed
great powers run
tremendous risks
when they engage
in direct
confrontations with
each other.

1. Introduction

Is Europe running headlong into a high-tech arms race with China? Is this creating a risk of
war? The discussion on emerging and disruptive technologies (EDTs) in relation to nuclear
weapons is often both alarmist and unspecific. It envisages a Skynet-style future in which
nuclear weapons can be launched without human intervention, a la the third Terminator film.
This alarmism can obscure more meaningful study of the pathways through which new tech-
nologies affect strategic stability. Assigning future risk estimates is difficult because of epis-
temic uncertainty associated with both the nature of these technologies and how actors will
put these technologies to use, and with how this is perceived by other actors.

11. Thelmpact of EDT on
strategic stability

In this report we take a more schematic look at EDT. We focus on classic strategic stability
concepts including crisis and deterrence stability and how these may be affected through
the impact of EDT on first strike, second strike and damage limitation. There is a significant
extant literature on these topics, refined over the course of the Cold War and revisited over
the decades since as new nuclear powers emerged, technology advanced, and global
tensions ebbed and flowed. Importantly, we acknowledge and incorporate the argument that
EDT-enhanced conventional weapons could advance to the point of reaching nuclear-level
effects, something noted not only by analysts but even in state nuclear doctrines.2 Our overall
analysis and discussion is approached with caution, given how difficult it is to understand
nuclear dynamics in the absence of a larger empirical evidence base. We recall American
RAND strategist Alain Enthoven’s oft-quoted statement, “General, | have fought just as many
nuclear wars as you have,” and preface that this report by necessity strays into abstraction.

With the advent of nuclear weapons, nuclear-armed great powers run tremendous risks
when they engage in direct confrontations with each other. American political scientist
Robert Jervis,among others, argued that this so-called nuclear revolution would significantly
dampen the risks of great power war, even if ‘power politics’ undisputably have continued ‘in
the Atomic Age’.* The essential condition is that nuclear-armed states have a secure second
strike, so that they cannot disarm each other’s arsenal. In other words, a secure second strike

Lawrence Freedman and Jeffrey Michaels, The Evolution of Nuclear Strategy: New, Updated and Completely
Revised, 4th ed. 2019 edition (London: Palgrave Macmillan, 2019).

Tom Sauer, ‘The Potentially Revolutionary Impact of Emerging and Disruptive Technologies and Strategic
Conventional Weapons on the Nuclear Deterrence Debate’, Non-Proliferation and Disarmament Papers
(Brussels: EU Non-Proliferation and Disarmament Consortium, December 2024), https://www.nonprolifera-
tion.eu/wp-content/uploads/2024/12/EUNPDC-no_91.pdf; Fabian Hoffmann and William Alberque,
‘Non-Nuclear Weapons with Strategic Effect: New Tools of Warfare?’ (London: International Institute for
Strategic Studies, March 2022), https://www.iiss.org/globalassets/media-library---content--migration/files/
research-papers/2022/03/non-nuclear-weapons-with-strategic-effect-new-tools-of-warfare.pdf.

Robert Jervis, The Meaning of the Nuclear Revolution: Statecraft and the Prospect of Armageddon (Cornell
University Press, 1989).

Keir A. Lieber and Daryl G. Press, The Myth of the Nuclear Revolution: Power Politics in the Atomic Age, Cornell
Studies in Security Affairs (Cornell University Press, 2020), https://www.jstor.org/stable/10.7591/j.ctvqc6ijji.


https://www.nonproliferation.eu/wp-content/uploads/2024/12/EUNPDC-no_91.pdf
https://www.nonproliferation.eu/wp-content/uploads/2024/12/EUNPDC-no_91.pdf
https://www.iiss.org/globalassets/media-library---content--migration/files/research-papers/2022/03/non-nuclear-weapons-with-strategic-effect-new-tools-of-warfare.pdf
https://www.iiss.org/globalassets/media-library---content--migration/files/research-papers/2022/03/non-nuclear-weapons-with-strategic-effect-new-tools-of-warfare.pdf
https://www.jstor.org/stable/10.7591/j.ctvqc6jj1
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ensures that they can always retaliate against their adversary, even after a nation-destroying
attack. New technologies that put second strike capabilities at risk will therefore have a
profound impact on strategic stability.

There are five strategies to secure a second-strike capability: redundancy, concealment,
mobility, hardening, and loosening command and control through so-called delegation.
States can choose redundancy and build up an arsenal too large to destroy in one go. They
cantry to keep their delivery systems concealed and mobile, through such means as subma-
rines, aircraft, and mobile launchers. They can harden their silos, if they have them, to survive
direct attacks. Finally, they can change their posture to loosen the criteria for launch.® These
means are imperfect however, given the targeting abilities of advanced adversaries such as
Russia and China. There is no such thing as an invulnerable second-strike. Policymakers are
uncomfortable accepting these vulnerabilities, especially US leaders.® Instead, they pursue
damage limitation strategies, either through the targeting of enemy nuclear assets or through
enhanced ballistic missile defence (or both) with which they can decrease that vulnerability.
These damage limitation strategies undermine the stability of the nuclear revolution in which
political and military leaders in nuclear powers have frequently reiterated that nuclear war
cannot be won and must never be fought. The combination of the logic of damage limita-

tion with the applications of new technologies is where risk begins to emerge because of
interaction effects that undermine the foundations of strategic stability, as we will explainin
this report.

EDTs canreduce the ability of an adversary to maintain a secure second-strike and risk
stability in two ways. First, a decision maker could surmise that a first strike would be highly
effective with more advanced weapons systems and enablers. This can drive a process of
armament and lead them to assume to a more forward leaning, aggressive strategic posture
(risking deterrence stability). In the context of a crisis, it may also engender use-them-or-lose-
them dynamics (crisis stability), where nuclear use becomes desirable. Second, the opposite
party could conclude that its adversary is aggressively pursuing these technologies with the
aim of preparing for afirst strike creating similar escalatory spirals by incentivising a preven-
tive attack.” This report explores this connection in detail, beginning with a review of past
discussions on damage limitation strategies and the attendant risk to strategic stability.

On this basis, this report then looks at three aspects of strategic stability in relation to EDTs.
Eachis used to explore how new technologies canimpact stability in practice, specifically by:

1. enabling afirst strike;
2. enabling the disruption of command-and-control systems; and
3. enabling the defence of a secure second-strike capability.

Davis Ellison and Paul van Hooft, “Good Fear, Bad Fear: How European Defence Investments Could Be
Leveraged to Restart Arms Control Negotiations with Russia” (The Hague, The Netherlands: The Hague
Centre for Strategic Studies, 2023), https://hcss.nl/report/good-fear-bad-fear-how-european-defence-in-
vestments-could-be-leveraged-to-restart-arms-control-negotiations-with-russia/.

Brendan Rittenhouse Green, The Revolution That Failed: Nuclear Competition, Arms Control, and the Cold War
(Cambridge University Press, 2020); Keir A. Lieber and Daryl G. Press, The Myth of the Nuclear Revolution:
Power Politics in the Atomic Age (London: Cornell University Press, 2020), http://www.jstor.org/sta-
ble/10.7591/j.ctvqc6ijjl.

Morgan, Forrest E., Karl P. Mueller, Evan S. Medeiros, Kevin L. Pollpeter, and Roger Cliff. “Dangerous Thresh-
olds: Managing Escalation in the 21st Century.” RAND Corporation, July 8, 2008. https://www.rand.org/pubs/
monographs/MG614.html.


https://hcss.nl/report/good-fear-bad-fear-how-european-defence-investments-could-be-leveraged-to-restart-arms-control-negotiations-with-russia/
https://hcss.nl/report/good-fear-bad-fear-how-european-defence-investments-could-be-leveraged-to-restart-arms-control-negotiations-with-russia/
http://www.jstor.org/stable/10.7591/j.ctvqc6jj1
http://www.jstor.org/stable/10.7591/j.ctvqc6jj1
https://www.rand.org/pubs/monographs/MG614.html
https://www.rand.org/pubs/monographs/MG614.html
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These pathways emerge from the general literature on nuclear strategy and strategic stability,
and more specifically from the logic of damage limitation, a strategy that has become particu-
larly salient in an era of heightened geopolitical instability. As for the specific EDTs, we focus
on hypersonic missiles, cyber, directed energy, space, and artificial intelligence (Al), each of
whichis considered in reference to the three aspects above. These EDTs have been selected
for their specific applicability to nuclear operations. Additionally, hypersonics, space, and Al
are all EDT focus areas for NATO, and therefore relevant for European defence.

1.2. EDT, strategic stability, and the
prospects for Sino-European
engagement

The dynamics explored in this report are particularly important in relation to China, given that
Beijing has until now remained outside most arms control measures other than the Treaty on
the Non-Proliferation of Nuclear Weapons (NPT) and is one of the leading military technology
forcesin the world. The possibilities of building new confidence and security building meas-
ures (CSBMs) for emerging technologies are a potential pathway towards some level of trans-
parency, if not stability, with Beijing. There are, however, important differences to consider
when drawing on past historical experience.

Chinais not the Soviet Union, and we should not draw too heavily upon the Cold War as
precedent. Chinais “an increasingly wealthy and technologically advanced country capable
of engaging...in sustained, sophisticated nuclear competition.”® This new competition is not
simply about greater spending, as China cannot simply be outspent. Furthermore, for all its
modernisation, Beijing does not invest at the near-suicidal rate of Soviet military spending

of roughly 15-17% of gross national product. China’s current rate sits at just short of 2%,
according to SIPRI.® China has additionally identified a series of areas where EDTs can be
best leveraged to develop conventional systems with strategic effects that could deter
nuclear attack by the US©

Further, China's quantitative growth in nuclear weapons creates a multipolar deterrence
dilemma for Europe’s nuclear powers, the UK and France. US extended deterrence in Europe
is coming under pressure as Washington plans for contingencies with Russia, China, and
North Korea simultaneously, especially since the incoming Trump administration is quite likely
to favour the policies of damage limitation discussed earlier in this study. As the US works

to enact these strategies against multiple opponents, this puts both nuclear advocates and
opponents in Europe in a difficult spot. The US will have fewer nuclear assets to commit to
European defence just as it continues to step away from arms control as a policy preference.

8  Charles L. Glaser and Steve Fetter, ‘Should the United States Reject MAD? Damage Limitation and U.S.
Nuclear Strategy toward China, International Security 41, no.1(2016): 49-98.

‘China - SIPRI Military Expenditure Database’, Stockholm International Peace Research Institute, accessed 6
December 2024, https://milex.sipri.org/sipri.

Fiona Cunningham, Under the Nuclear Shadow: China’s Information-Age Weapons in International Security
(Princeton, N.J: Princeton University Press, 2025).

Alexander Mattelaer, ‘China’s Nuclear Shadow Reaches Europe’ (London: Royal United Services Institute, 8
October 2024), https://www.rusi.org/explore-our-research/publications/commentary/chinas-nuclear-shad-
ow-reaches-europe; Linde Desmaele, ‘US Security Assurances and Nuclear Tripolarity’, Survival 66, no. 2 (3
March 2024): 143-56, https://doi.org/10.1080/00396338.2024.2332066.


https://milex.sipri.org/sipri
https://www.rusi.org/explore-our-research/publications/commentary/chinas-nuclear-shadow-reaches-europe
https://www.rusi.org/explore-our-research/publications/commentary/chinas-nuclear-shadow-reaches-europe
https://doi.org/10.1080/00396338.2024.2332066
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The trick willbe to

turn shared
concerns about
emerging
technologies and
strategic stability it
into momentum for
arms control
measures.

Europe is increasingly on its own when it comes to matters of arms control and its relationship
to defence policy?

Why has China largely excluded itself from many global arms control arrangements, particu-
larly those that are most applicable to EDTs like the Wassenaar Arrangement or the Missile
Technology Control Regime (MTCR)? First and foremost is a perceived hostility from
Washington, a perception that is distinctly difficult for the United States to counter givenits
military posture in the region and its now entrenched strategy of containment of China.®

US pursuit of advanced systems poses precisely the risks to deterrence stability discussed
in the section above and throughout this study. The second is that China is a significant
arms exporter itself with a significant domestic defence industrial base. Though much of
China’s exports do not fit within the EDT categories included in this assessment, joining
broader agreements could negatively impact Chinese defence industry and would thus

be undesirable.

A bare minimum foundation for productive dialogue is the shared recognition between
European states interested in such discussions and Beijing that the EDTs above are increas-
ingly challenging strategic stability around the world. This is seemingly the case, with a wealth
of publications from European and Chinese authors on this topic highlighting the risks such
technologies pose. There are, however, crossed purposes when it comes to even the most
preliminary outcomes. For example, at the September 2024 Summit on Responsible Alin

the Military Domain (REAIM) conference in Seoul, Beijing did not sign the blueprint for action
that was agreed by over 60 other countries!* This is not particularly surprising, given Beijing’s
consistent stance that arms control measures in these areas are part of a U.S. attempt to
prevent its military rise, but disconcerting nonetheless.® Still, there has already been some
progress, for example in the November 2024 US-China pledge to ensure Al would not replace
human control over nuclear weapons, a statement that itself builds upon a joint US-UK-French
position submitted in the 2022 NPT Preparatory Committee.

Fundamentally, the trick will be to turn shared concerns about emerging technologies and
strategic stability it into momentum for arms control measures. This begins with transparency.
The OSCE Vienna Document provides some precedence for this in the European case with
Russia, with information exchanges on military research and development programmes
being a possible measure.® Doing so in a bilateral format between China and European
states, or the EU itself for that matter, is a challenge. The current policy direction pursued by
various European states towards the Indo-Pacific makes engagement difficult from Beijing’s
perspective. In the Dutch example alone, the deployment of the Tromp frigate in the summer
of 2024 prompted a militarised response from the PLA, with the Chinese air forces harassing

2 paul Van Hooft and Davis Ellison, ‘Good Fear, Bad Fear: How European Defence Investments Could Be

Leveraged to Restart Arms Control Negotiations with Russia’ (The Hague, Netherlands: Hague Centre for
Strategic Studies, 2023).

Tong Zhao, ‘Underlying Challenges and Near-Term Opportunities for Engaging China’, Arms Control Today
(blog), February 2024, https://www.armscontrol.org/act/2024-01/features/underlying-challeng-
es-and-near-term-opportunities-engaging-china.

Joyce Lee, ‘Sixty Countries Endorse “blueprint” for Al Use in Military; China Opts Out’, Reuters, 10 September
2024, sec. Artificial Intelligence, https://www.reuters.com/technology/artificial-intelligence/south-korea-sum-
mit-announces-blueprint-using-ai-military-2024-09-10/.

Tong Zhao, ‘The Real Motives for China’'s Nuclear Expansion’, Foreign Affairs, 3 May 2024, https://www.
foreignaffairs.com/china/real-motives-chinas-nuclear-expansion; Christopher S. Chivvis, ‘U.S.-China
Relations for the 2030s: Toward a Realistic Scenario for Coexistence’ (Washington, D.C.: Carnegie Endow-
ment for International Peace, October 2024), https://carnegieendowment.org/research/2024/10/us-chi-
na-relations-for-the-2030s-toward-a-realistic-scenario-for-coexistence?lang=en.

‘Vienna Document on Confidence- and Security-Building Measures’ (Organisation for Security and Coopera-
tionin Europe, 2011), https://www.osce.org/files/f/documents/a/4/86597.pdf.


https://www.armscontrol.org/act/2024-01/features/underlying-challenges-and-near-term-opportunities-engaging-china
https://www.armscontrol.org/act/2024-01/features/underlying-challenges-and-near-term-opportunities-engaging-china
https://www.reuters.com/technology/artificial-intelligence/south-korea-summit-announces-blueprint-using-ai-military-2024-09-10/
https://www.reuters.com/technology/artificial-intelligence/south-korea-summit-announces-blueprint-using-ai-military-2024-09-10/
https://www.foreignaffairs.com/china/real-motives-chinas-nuclear-expansion
https://www.foreignaffairs.com/china/real-motives-chinas-nuclear-expansion
https://carnegieendowment.org/research/2024/10/us-china-relations-for-the-2030s-toward-a-realistic-scenario-for-coexistence?lang=en
https://carnegieendowment.org/research/2024/10/us-china-relations-for-the-2030s-toward-a-realistic-scenario-for-coexistence?lang=en
https://www.osce.org/files/f/documents/a/4/86597.pdf
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the frigate as it transited the East China Sea.” If European states are concerned about being
associated with what is likely to be a highly aggressive stance from Washington towards
China, it would be logical to engage with Beijing on areas of mutual concern. This report seeks
to contribute to this endeavour outlining opportunities for Sino-European engagement in the
sphere of EDT and strategic stability.

1.3.A note on method

This report has primarily relied on desk research conducted over the course of 2024, with
sources including both the best, publicly available primary sources from states on military
developments as well as secondary scholarly sources on strategic stability and EDTs. To
buttress this research, HCSS conducted an international survey of experts in this field from
different regions who were asked to rank the relative impacts of different technologies on
strategic stability through various strategic missions.

The survey queried twenty five international security experts, specifically those working

on strategic stability, deterrence and disarmament, to gauge expert opinion on the relative
impact of the EDTs. Experts from Europe, North America, South Asia, East Asia, and South
Africa, ranked the five EDTs (hypersonics, cyber, directed-energy weapons, space, and Al)
from11to 5 to score their impact on stability, with 1being the lowest and 5 the greatest impact.
(see Figure 1below for anillustration) The percentages reported in the study are the rate of
respondents listing that EDT as either a4 or 5.

Figure 1 The expert survey

2.

Please assess the impact of CYBER on the effectiveness of the following sirategic tasks by assigning a score from 1 to 5, where 1 represents the least

impact and 5 represents the greatest impact.

. o ‘Bolt from . . A . . - .
Disarming/Counterforce the Blug' Targeting  Deception Disrupting Delegating Concealing Protecting

Strike Girike  2ndanalysis measures communications authorities assets assets

Cyber (The

capability to
conduct

destructive or

disruptive offensive H E
cyber attacks by

exploiting network

and system

vulnerabilities)

7" Seong Hyeon Choi, ‘China Warns against Dutch Naval “Intrusion”, Disputes East China Sea Encounter’, South

China Morning Post, 11 June 2024, https://www.scmp.com/news/china/diplomacy/article/3266181/china-
warns-against-dutch-naval-intrusion-disputes-east-china-sea-encounter.


https://www.scmp.com/news/china/diplomacy/article/3266181/china-warns-against-dutch-naval-intrusion-disputes-east-china-sea-encounter
https://www.scmp.com/news/china/diplomacy/article/3266181/china-warns-against-dutch-naval-intrusion-disputes-east-china-sea-encounter
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This report also benefited from a discussion of its main ideas, particularly related to arms
control, at the Responsible Artificial Intelligence in the Military Domain Conference in Seoul in
September 2024, at which a panel of South Korean, Indian, American, and European experts
was convened. The main ideas of the conclusions here related to confidence and security
building measures (CSBMs) were discussed at length, including the possibilities China’s will-
ingness to participate in such discussions. The arguments presented here have thus been
exposed to a breadth of expert opinion possible, both in survey and in person formats.

The report begins with a discussion of the literature on the logic of damage limitation and the
attendant measure-countermeasure competition that such a strategy propels. Following this,
each of the three pathways is explored in turn, highlighting developments across the five EDT
areas that are considered to be of most concern for strategic stability. It then concludes with
afinal assessment of the impact of EDTs on stability and implications for arms control, specifi-
cally those areas most relevant to future Sino-European engagement on these issues.
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Vulnerability is
unattractive to
policymakers.

2. Offence, counter-
measures, and
arms racing logic

This chapter sets out the logic and tenets that form the basis for this reports analysis. It
provides an overview of deterrence versus crisis instability. It reviews the logic of offensive
nuclear strategies, followed by a consideration of the measure-countermeasure competition
that the pursuit of such strategies engenders. The push and pull between offensive and defen-
sive operations (specifically, missile launches and defence against them), along with attacks
on the command, control, and communications (C3) systems enabling both, is dominated by
the pursuit of specific EDT enhancements to technologies to try to gain an edge in any of the
three tasks. Accordingly, the chapter ends by building on this logic and proposing a framework
for categorising EDTs, with an aim to identifying those that are particularly destabilising.

21. Thelogic of the offensive andrisks
to strategic stability

Deterrence and crisis stability are interrelated concepts, both aiming to prevent either the
outbreak or escalation of war through distinct logics. Deterrence is focused on discouraging
aggression by convincing potential adversaries that the costs of an attack outweigh the bene-
fits, primarily through the threat of assured retaliation. During the Cold War, the U.S. and Soviet
Union maintained nuclear arsenals capable of mutual destruction for this precise purpose.
Crisis stability, on the other hand, refers to the ability of nuclear states to avoid escalation
during a tense situation. The Cuban Missile Crisis, again with the US and Soviet Union was an
example of maintaining crisis stability despite immense pressure. Importantly, crisis stability as
aconcept also applies once a conventional war has started and parties seek to avoid this esca-
lation of the conflict to the nuclear level. While deterrence seeks to prevent conflict by main-
taining credible threats, crisis stability emphasizes the management of immediate risks to avoid
unintended escalation. At the core of both concepts is a certain level of mutual vulnerability.

This vulnerability is unattractive to policymakers for obvious reasons. If they can limit the
damage of an adversary’s nuclear attack, they would prefer to do so. If they can entirely
neutralise it, even better’® Such is the straightforward argument of a damage limitation
strategy. There are three strategies available to states that pursue damage limitation. They
can attack the adversary’s nuclear arsenal before it can launch (including through non-kinetic
‘left of launch’ approaches). They can defend against the weapons that have been launched,
through missile defence. And they can disrupt the adversary’s ability to give the command to
launch. Increasingly, more militarily advanced states pursue these three simultaneously.

8 Matthew Kroenig, The Logic of American Nuclear Strategy: Why Strategic Superiority Matters (Oxford

University Press, 2018).
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Critics of damage limitation over the decades have argued that the strategy, and the tech-
nological pursuits to achieve it, both undermines deterrence by communicating a hostile
intention and is technologically unfeasible. It is simply less credible for the United States, for
example, to position itself as defensive in its military posture when it invests in acquiring new
and modernising existing nuclear systems targeted against adversaries against which it
already has a favourable nuclear and conventional balance. Further, it does begin to stray into
“madman theory” territory when nuclear strategists begin negotiating between the deaths of
millions versus tens of millions, particularly given the after-effects of nuclear weapons.®

From the military-strategic perspective, such a strategy is mainly concerned with land- and
air-based nuclear threats. The survivability, and increased lethality, of nuclear-armed submarines
undermines adamage limiting counterforce strategy as targeting these submarines is so difficult.
Giventhat, for example, the Chinese JL-3 submarine-launched ballistic missile (SLBM) can carry
awarhead ranging from 250-1,000 kilotons, the value of alimitation argument begins to decrease
as more and more SLBMs continue to land on targets. Should such a “limited” exchange esca-
late to a countervalue, “city-trading” policy, the argument becomes even less tenable. Damage
limitation starts to make little sense once tens of millions have died. Furthermore, missile
defence becomes more difficult with SSBNs as they sneak closer to an enemy’s coast and
there is reduced time for an interceptor to launch. This has been balanced, however, with argu-
ments that should anti-submarine warfare capabilities advance to such an extent that SSBNs
can be more readily found and attacked, second-strike survivability could be reduced.?°

Still, damage limitation remains the choice of many leaders given the political difficulty of making
the argument that mutual vulnerability makes war less likely.2! Furthermore, threat assessments
can become skewed as states’ military and intelligence officials consistently argue that the
threat picture is worsening andis likely to deteriorate further in the future. This is particularly the
case for militarily powerful states. As formulated by historian Andrew Bacevich, “the services
have come to view outright supremacy as merely adequate.”?? This quixotic pursuit of unas-
sailable military advantage is found time and again in Paul Kennedy’s work The Rise and Fall of
Great Powers, where Kennedy notes that in order to sustain its advantages, such as nuclear
predominance, a large state will likely “find itself spending much more on defence than it did two
generations earlier, and yet still discover that the world is a less secure environment.”?3 Such
aparadoxical outcome is one of the primary concerns of critics of nuclear modernisation and
arms racing more generally and is precisely the outcome this report seeks pathways to avoid.

Damage limitation involves different tasks but generally involves offensive capabilities such

as missiles in combination with efforts to disrupt enemy C3 systems. These capabilities can be
targeted mainly at enemy nuclear capabilities, hence the idea of limiting damage from incoming
nuclear weapons but taken to its extreme it can become a wider ‘bolt from the blue’ attack
against a much broader target set, with the aim being to completely knock out an adversary’s
government and military in a surprise attack. These tasks, and how EDTs enhance them, is

Glaser and Fetter, ‘Should the United States Reject MAD?’; George E. Lowe, ‘Damage Limitation: A New
Strategic Panacea?’, Proceedings 91, no. 6 (June 1965): 7-48.

20 BW.Bahney and B. Soper, ‘The Delicate Balance Redux: The Role of Nuclear Forces, Damage Limitation and

Uncertainty in Future U.S.-China Crises’ (Livermore, CA: Lawrence Livermore National Laboratory, n.d.),
https://cgsr.linl.gov/sites/cgsr/files/2024-10/im-1098914-3.pdf.

Matthew Kroenig, The Logic of American Nuclear Strategy: Why Strategic Superiority Matters, Bridging the Gap
(Oxford: Oxford University Press, 2018).

Andrew J. Bacevich, The New American Militarism: How Americans Are Seduced by War (Oxford: Oxford
University Press, 2013),18.

Paul Kennedy, The Rise and Fall of the Great Powers: Economic Change and Military Conflict from 1500 to 2000
(London: William Collins, 1988), 26.
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explored in chapters three and four. Naturally, fears of such attacks feed a cycle of attempts
to build countermeasures against these first strike weapons. This is explored in the section
below, and the role of EDTs in this countermeasure competition is described in chapter five.

Investmentsina
new military 2.2. Measure and countermeasure

technology have competition and arms racing

always |ed to Investments in a new military technology have always led to investments in pursuit of a coun-

investmentsin termeasure.?* This is as true for building better shields and taller castle walls asit is for space-

pU rsu IJ[ Of a based missile defence and Al-driven offensive cyber capabilities. Itis nearly as assured as
Newton’s third law of motion, that for every action in nature there is an equal and opposite reac-

Ccou nterm easure. tion. In military affairs, such competitions are endemic. Hardened bunkers bred ‘bunker buster’
bombs. Improved radars bred stealth aircraft. ICBMs have bred a continuous attempt to build
missile defence shields. This type of competition became particularly intense during the Cold
War. Efforts to preserve nuclear deterrents while trying to eliminate an opponent’s led to the
development of nuclear triads, heavy investment in missile defence technologies, massive
civil defence construction projects, and the qualitative and quantitative improvement of indi-
vidual weapons classes. (see the Textbox below for an example of the F117 Nighthawk)

Textbox: Measures and countermeasures: the case of the F-117 Night Hawk.

The development of the first stealth bomber, the F-117 Nighthawk is a strong example of a past measure/
countermeasure competition. The F-117 concept was born after the Vietnam War, where sophisticated Soviet
surface-to-air missiles (SAMs) had downed US heavy bombers, and after the 1973 Yom Kippur war, in which
similar systems inflicted heavy losses on the Israeli Air Force. A 1974 US Defense Science Board assessment
wrote that in the case of a conflict in Central Europe, Soviet air defences would likely prevent NATO air strikes on
many targets in Eastern Europe. The Nighthawk went on to become the first truly stealth aircraft, incorporating
two-dimensional flat surfaces (to reduce the radar cross-section), a non-circular tailpipe, and remaining limited
to sub-sonic speeds to prevent a detectable sonic boom. Used heavily during the Persian Gulf War, it was part of
anew erain US military technology. Still, the aircraft was not invincible. During the NATO operations over the then
Yugoslavia, particularly Kosovo in 1999, two Nighthawks were hit by anti-aircraft fire, with one being downed. This,
alongside the maturing of the F-22 Raptor, led to the programme’s shuttering.?®

24 Stephen Biddle, Military Power: Explaining Victory and Defeat in Modern Battle (Princeton University Press,
2004), https://doi.org/10.2307/j.ctt7s19h.

25 David C. Aronstein and Albert C. Piccirillo, Have Blue and the F-117A: Evolution of the ‘Stealth Fighter’ (Reston,
VA: American Institute of Aeronautics and Astronautics, 1997).


https://doi.org/10.2307/j.ctt7s19h

Deterring or Spiralling? | Emerging Technologies, Strategic Stability, and Prospects for Sino-European Arms Control 10

The Cold War period also shows that arms control measures to slow a measure/counter-
measure spiral is possible, as in the case of the Anti-Ballistic Missile (ABM) Treaty of 1972.
Intuitively, it seems difficult to convince an adversary to not invest in a technology that is
notionally entirely defensive and meant to reduce harm to their own population. However,
given that ABM technology makes a secure second-strike more survivable (in theory), itis
a sign that a state could be building the capability to conduct an unstoppable nuclear first-
strike. Nevertheless, the US and the Soviet Union agreed to ban missile defence systems
designed to shoot down strategic missiles which included ICBMs and SLBMs. There was
an attemptin 1997 to extend this more broadly to include theatre-range missile defences,
though this faced significant opposition in the US Senate. In December 2001, the US
under the Bush administration withdrew from the treaty, arguing it needed new systems
to defend against nuclear blackmail from a ‘rogue state’ in reference to a nuclear-armed
North Korea, Iran, or Iraq. This led to the creation of the US Missile Defense Agency and a
range of projects under the national missile defence (NMD) programme. The subsequent
US ABM withdrawal then augured in the longer-term erosion of the US-Russian arms
control regime.?®

Zero sum dynamics in this sphere can easily cross the threshold into a spiralling arms race,
wherein security is undermined rather than supported by accelerating military develop-
ments. Of course, as Charles Glaser has noted, not all arms races are bad. A build up in the
face of an aggressive neighbour naturally demands a response. But areal concern here, in
direct relation to states seemingly pursuing damage limitation strategies as well as accel-
erating the inclusion of EDTs into nuclear enterprises, is that it generates spiral dynamics
that further undermines stability. This is when a state’s attempt to maintain superiority or to
placate domestic interests such as the arms industry undermines stability to the point where
amilitary build-up risks war.?” Turning now to the technology itself, we unpack the respective
impact of EDTs on states’ pursuit of various strategic missions, including first- and second-
strike, as well as missile defence and other non-kinetic tasks, while considering in each case
the impact on strategic stability.

New technologies change the calculus of both defenders and attackers, or, more precisely,
the calculus of nuclear-armed states as both defenders and attackers. They are both
concerned about their own secure second strike and seduced by the possibility of limiting
the damage to their own societies. This has led to investments around the globe into the array
of capabilities covered in this study: hypersonic weapons, cyber, space capabilities (satellite
constellations and anti-satellite weapons), directed energy weapons (on earth and in space),
and artificial intelligence. We discuss their impact on three overarching categories: offence,
C8disruption, and defence. Each of these could conceivably be, or currently are, being devel-
oped with a damage limitation logic in mind. By being able to find, strike, and destroy targets
more quickly and accurately, states could become convinced that they can hold adversaries’
nuclear arsenals at risk. Finally, given the importance of communication in the event of a crisis,
technologies that can interfere with or distort the content of information could lead to serious
miscalculations if time is short.

In the next chapters, we inventory how these EDTs affect the perceived ability to pursue
damage limitation strategies —first strike, ‘bolt from the blue’ attacks, communications
disruption, and protection —as well as second strike securing strategies —analysis,

26 Richard Dean Burns, The Evolution of Arms Control: From Antiquity to the Nuclear Age (New York: Rowman and

Littlefield Publishers, 2013), 34-35.
Charles L. Glaser, ‘When Are Arms Races Dangerous? Rational versus Suboptimal Arming’, International
Security 28, no. 4 (1 April 2004): 81-84, https://doi.org/101162/0162288041588313.

27
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deception, delegation, deception and again, protection. (Table 1 provides a summary of the

key concepts):
Table 1. Strategic tasks and their operational objectives across Offence, m
C3 Disruption and Defence.
Strategic Tasks
Offence First Strike/Counterforce The ability to initiate a rapid disarming attack in response to warning of attack
‘Bolt from the Blue’ The ability to initiate a no-notice offensive with the aim of quick defeat
C3 Disruption Targeting and Analysis Disrupting an adversary'’s ability to target their assets and analyse incoming attacks
Deception Measures Physical and non-physical measures to deceive adversary ISR
Disrupting Communications Kinetic and non-kinetic measures to disable adversary communication and early-warning
systems
Defence Delegation of Authorities Ensuring prompt second-strike by delegating launch authority lower down chains of command,
possibly to non-human systems
Concealing Assets Physical and non-physical measures to hide assets from detection

Protecting Assets Defence of targets through varieties of missile defence
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3.First strike and

bolts from the
blue: EDTs and
offence

A disarming first strike depends on countering the second-strike securing strategies of the
adversary. Put simply, you hit their nuclear sites before they can fire in return. Such an event is
commonly referred to as a “bolt from the blue” attack. It is an un-warned, sudden, and aggres-
sive approach.?® This kind of attack requires a lot to go right. Among other factors like timing
and weather, it requires technical capabilities in the following areas:?°

 Increased detection capabilities to find concealed and mobile nuclear weapon delivery
systems.

- |Improved precision weapons to destroy mobile nuclear weapon delivery systems, as well
as to destroy hardened targets.

» Increased need to avoid detection of preparation for a strike and to avoid the defence
systems of the adversary it seeks to attack.

« Deliberately sow confusion about whether an attack is actually taking place to undermine
defensive response.

- Finally, it requires a significant number of redundant systems to strike the same target more
than once if needed.

Prior to conducting such an attack, there is a requirement for up-to-date intelligence on the
target state’s nuclear posture. Where are their nuclear-capable aircraft housed? The bomb/
missile vaults? ICBM siloes, road-mobile missile launcher storage and concealment sites?
Some are of course easier to track than others, most obviously the ICBM siloes which dot the
more rural areas of the larger nuclear-armed states. SSBNs pose the greatest danger, as they
are much more difficult to find. Against a state such as the U.S., Russia, or China, early-warning
systems are near-assured to pick up an attempted bolt from the blue attack as well, making a
surprise disarming first strike even less likely.

Somewhat similar to damage limitation, a first strike strategy aims to disarm an adversary as
much as possible, with an aim to conducting such an overwhelming attack that they are not
able to or no longer want to respond.2° It essentially seeks to ‘win’ a nuclear war in a one round

28 Frank Nuno and Vaughn Standley, ‘Bolt out of the Blue: Nuclear Attack Warning in the Era of Information and

Cyber Warfare’, War on the Rocks, 14 June 2018, https://warontherocks.com/2018/06/bolt-out-of-the-blue-
nuclear-attack-warning-in-the-era-of-information-and-cyber-warfare/.

29 Van Hooft and Ellison, ‘Good Fear, Bad Fear: How European Defence Investments Could Be Leveraged to

Restart Arms Control Negotiations with Russia’.

30 Even Hellan Larsen, ‘Deliberate Nuclear First Use in an Era of Asymmetry: A Game Theoretical Approach’,

Journal of Conflict Resolution 68, no. 5 (1May 2024): 849-74, https://doi.org/101177/00220027231185154.
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Perhaps the
quintessential first
strike weapon of the
21st-century is the
hypersonic missile.

knockout attack. Practitioners have been sceptical about the risk of such a strike. Even at the
height of Cold War tensions, policymakers have cautioned that such an attack would be reck-
less in the extreme, with the possibility of retaliation from SSBNs and enemy radars detecting
incoming strikes making a first strike knockout almost impossible. Put in 1983 by former US
CIA director Admiral Stansfield Turner, ‘Since we do have an invulnerable deterrent force in
this country that can level his country, | don’t believe any Soviet leader could have the kind

of confidence to start that sort of an attack.®' Fears of such a strike remain today, however,
with the recent popular books noting that since the authority to launch a nuclear attack is in
the hands of so few, with some being dictators such as Kim Jong-un, we cannot be certain
enough that a state may someday attempt a first strike.?

3.1. Emerging technologies enabling a
possible ‘bolt from the blue’ strike

311. Hypersonic weapons

Perhaps the quintessential first strike weapon of the 21%--century is the hypersonic missile, or
more specifically the hypersonic glide vehicle (HGV) which can be fitted onto different rocket
boosters. Capable of speeds ranging from Mach 10 to over Mach 25 (the fastest reportedly
being the Russian Avangard HGV), they are more importantly more manoeuvrable than
existing ballistic missile systems, making missile defence efforts more difficult. For example,
the US Space Based Infrared System and Defense Support Program (SBIRRS) satellites
provide initial missile warning and early tracking that determines the positions, trajectories,
and signatures of the missiles.®® This, however, is dependent on the normal ballistic trajectory
of amissile. HGVs, by evading or reducing the initial detection provided by space-based early
warning systems, shorten the amount of time decision-makers have to respond to a possible
attack. Further, midcourse interception, difficult enough with ICBMs, would become even
harder. Ground- and maritime-based radars, which confirm an incoming attack after an early-
warning satellite detects a launch, may be less able to detect threats as HGVs fly lower, limiting
line-of-sight radar systems.3*

In a multipolar world, where hypersonic capabilities may proliferate to more states around the
world, the risks to both deterrence stability and crisis stability are amplified. The introduction
of such weapons into fragile deterrence relationships increases the likelihood of mispercep-
tions and misjudgements, making pre-emptive actions more tempting. As more states acquire

31 First Strike - Interview with Admiral Stansfield Turner and John Collins’, American Interests (Washington, D.C.:
WETA-TV, February 1983), Georgetown University Dean Peter Krogh Foreign Affairs Digital Archives Videos,
https://repository.library.georgetown.edu/handle/10822/552552.

32 Annie Jacobsen, Nuclear War: A Scenario (London: Transworld Publishers, 2024).

33 Douglas M. Fraser, Frank Gorenc, and John S. Shapland, ‘Hypersonic Defense Requires Getting Space Sensor

System Right’, 13 May 2020, https://www.realcleardefense.com/articles/2020/05/13/hypersonic_defense_
requires_getting_space_sensor_system_right-full.html.

34 Roza, ‘Why Hypersonic Missiles’ Greatest Strength Also Makes Them Vulnerable’, 2023. Kelley M. Say-

ler'Product Details IF11623’, accessed 28 May 2024, https://crsreports.congress.gov/product/details?prod-
code=IF11623.
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these technologies, the strategic environment becomes more unstable, increasing the proba-
bility of rapid escalation.®®

From a deterrence stability perspective, the threat of decapitation strikes weakens confi-
dence in an adversary’s second-strike capability.3® The primary function of nuclear command,
control & communications (NC3) systems are to ensure that even after a debilitating first
strike, a state retains the ability to retaliate. If hypersonic missiles can disable these systems
with little warning, the adversary’s confidence in their retaliatory capability is significantly
undermined. This creates powerful first-strike incentives, as states may believe that striking
pre-emptively is their only option to avoid total incapacitation of their nuclear forces.3” Such a
dynamic destabilises deterrence by making pre-emptive action more likely.

In crisis stability terms, hypersonic missiles targeting leadership or NC3 systems introduce
extreme pressure on decision-making timelines.® The fear of losing the ability to communi-
cate with or control nuclear forces can lead to hasty decisions and escalate tensions rapidly.
The perceived threat of a decapitation strike could trigger use-it-or-lose-it dynamics. The
compressed timeline for decision-making, combined with the complexity and speed of
hypersonic missiles, significantly increases the risk of miscalculation and miscommunication,
driving crisis instability.3°

Combined with other emerging technologies, such as an Al-enabled guidance system that
improves the strike’s precision alongside its speed and manoeuvrability, heightens the chal-
lenge. Noted by Shah, “The faster and more accurate delivery platforms like hypersonic
missiles, combined with advanced Al algorithms, will generate a greater sense of confidence in
astate’s ability to strike first.”*° It is quite arguable that the difficulty in tracking and intercepting
more precise hypersonic weapons encourages retaliation before the first strike arrives and
increases the likelihood of the adoption of a “launch-on-warning posture” or pre-emptive
strike policy, a posture reportedly maintained by the United States as of this writing.#!

31.2. Cyberweapons

Long-running debates have been had about the impact of the cyber domain on strategic
stability. For many years, this was hampered by a lack of information regarding the ‘cyber-
weapons'’ state militaries and intelligence services operate. Since approximately 2018,
however, more has become available through journalists’ efforts and freedom of information
requests regarding what operations and capabilities exist. It is clear at this stage that many
major state actors have the capacity to at least attempt cyberattacks against adversary

35 Paul van Hooft, Lotje Boswinkel, and Tim Sweijs, “Shifting Sands of Strategic Stability: Towards a New Arms
Control Agenda” (The Hague, Netherlands, 2022), https://hcss.nl/report/arms-control-shifting-sands-of-stra-
tegic-stability/.

36 Kelley Sayler M., ‘Hypersonic Weapons: Background and Issues for Congress’ (Congressional Research
Service, 14 August 2024), https://crsreports.congress.gov/product/details?prodcode=R45811.

37 Paul van Hooft, Lotje Boswinkel, and Tim Sweijs, ‘Shifting Sands of Strategic Stability: Towards a New Arms
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Boswinkel, and Sweijs, ‘Shifting Sands of Strategic Stability: Towards a New Arms Control Agenda’.

39 Alan Cummings, ‘Crisis Stability, OODA Loops, and Hypersonic Weapons’, On the Horizon (Center for

Strategic and International Studies (CSIS), 2021), https://www.jstor.org/stable/resrep29483.6.

40 Syed Sadam Hussain Shah, ‘The Perils of Al for Nuclear Deterrence’, CISS Insight Journal 7,no. 2 (2019): 6.

“ Jeffrey Hill, "Hypersonic Highly-Maneuverable Weapons and Their Effect on the Deterrence Status Quo,” in

Assessing the Influence of Hypersonic Weapons on Deterrence, by Paige P. Cone, The Counterproliferation Papers,
Future Warfare Series No. 59, June 2019, 68.


https://hcss.nl/report/arms-control-shifting-sands-of-strategic-stability/
https://hcss.nl/report/arms-control-shifting-sands-of-strategic-stability/
https://crsreports.congress.gov/product/details?prodcode=R45811
https://hcss.nl/report/arms-control-shifting-sands-of-strategic-stability/
https://www.jstor.org/stable/resrep29483.6

Deterring or Spiralling? | Emerging Technologies, Strategic Stability, and Prospects for Sino-European Arms Control 15

missile launch, missile defence, and command and control systems. One of the primary advo-
cated benefits, and major fears, is that such an attack could be prepared for and executed
almost entirely covertly*?

Evidence of cyberattack capabilities that could target an adversary’s nuclear arsenal became
clearin 2016 as “North Korea’s missiles started falling out of the sky.*® A large-scale effort to
counter North Korea’s missile development had begun several years earlier within the U.S.
intelligence community, and it was seemingly paying off. It appears to have been a complex
effort of infiltrating the missile development supply-chain to sabotage components, possibly
interfering electronically with command-and-control systems, and some inclusion of elec-
tronic warfare capabilities based in South Korea. This effort constituted what is referred to

as aleft-of-launch approach, meaning targeting missiles before they can leave the ground, in
its non-kinetic form.** Similar attacks conducted by Israel are also known to have occurred
against Syrian air defence systems and possibly Iranian ballistic missile launch sites, likely with
US assistance. A brief list of likely cyber-sabotage and espionage attempts against nuclear
sites is found below:*®

» 2005 Operation Titan Rain - hackers supposedly linked to China infiltrated US military
systems looking for nuclear secrets.*®

» 2006 - Trojan planted in the run-up to Operation Orchard (2007) - Israeli Mossad planted
Trojan in computer of a senior Syrian government official a revealed details around the
Syrian nuclear weapons programme.*

« 2007 Stuxnet - A highly sophisticated computer worm, it is believed to have been a joint
operation by the U.S. and Israel, designed to sabotage Iran’s nuclear enrichment facilities
by causing physical damage to centrifuges through exploiting zero-day vulnerabilities.*®

« 2011the Zeus malware — information-stealing Trojan which also targeted British contrac-
torsinvolved in building UK Trident nuclear-armed submarine force.*®

« August 2022 - “Hackers targeted the website of Ukraine’s state energy agency respon-
sible for the oversight of Ukraine’s nuclear power plants. The agency stated Russian
hackers carried out the attack.”°
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« March 2023 - South Asian hacking group executed an espionage campaign that
targeted companies in China’s nuclear energy industry.®' “Researchers believe the group
commonly targets the energy and government sectors of Pakistan, China, Bangladesh,
and Saudi Arabia.”>?

» August 2023 - “Suspected North Korean hackers attempted to compromise a joint U.S.-
South Korean military exercise on countering nuclear threats from North Korea. Hackers
launched several spear phishing email attacks at the exercise’s war simulation center.”®3

- September 2023 - Russian hackers targeted the British Ministry of Defense by stealing
thousands of documents and uploading them to the dark web. “The documents contained
accessibility details for a nuclear base in Scotland, high-security prisons, and other national
security details. Hackers acquired the documents by breaking into a British fencing devel-
oper and gaining backdoor access to Ministry files.”>*

« March 2024 - Iranian hackers targeted an Israeli nuclear facility by compromising an IT
network connected to it. They did not compromise the operational technology network,
but leaked sensitive documents of the facility.>®

Cyber operations run along a spectrum, ranging from lower-end efforts to breach the IT
systems surrounding the wider nuclear enterprise (i.e., production facilities) and scale up to
include more complex, multi-source cyber/electronic warfare attacks against an entire NC3
system and launch platforms.®® The challenge in the more complex operations is that it often
requires some type of direct human infiltration or exploitation, given how heavily guarded and
air-gapped sensitive nuclear systems are. Such infiltration can take years of effort froman
intelligence agency, without certainty it will pay off in the end. Despite the success of the 2016-
2017 US programme against North Korea, cyber capabilities are likely to remain ancillary to
kinetic attacks in any first strike, such as suppressing air defence systems.

From a deterrence stability perspective, early warning systems play a key role in maintaining
the credibility of second-strike capabilities. If a cyber attack successfully disables or manip-
ulates an adversary’s early warning systems, it could severely undermine the confidencein
their ability to detect and respond to an attack.®” This could trigger a first-strike incentive for
an adversary who believes that an opponent may not be able to detect or respond to an initial
strike. Furthermore, the uncertainty created by the compromised early warning system may
lead states to question their reliance on these technologies, potentially prompting them to
expand their nuclear arsenals or develop redundant early warning networks to mitigate this
risk.58 This could resultin an arms race, as each side seeks to ensure that its early warning
capabilities remain functional even in the face of potential cyber threats.>®

Crisis stability is particularly vulnerable to cyber attacks on early warning systems. During
periods of heightened tension, when military actions are closely monitored, a cyber attack
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that disables or manipulates these systems can create confusion and miscalculation.f® For
instance, if a state believes its early warning system has detected an incoming missile attack
due to a cyber manipulation, it may feel compelled to launch a pre-emptive strike, believing
that its adversary is preparing for a nuclear strike.®' Similarly, if early warning systems are
disabled during a crisis, decision-makers may feel the urgency to strike pre-emptively before
losing their capability to retaliate. This use-it-or-lose-it dynamic exacerbates the likelihood
of unintended escalation. Cyber attacks that create false positives or false negatives in early
warning systems further complicate crisis stability, as states might misinterpret routine activ-
ities as hostile actions or fail to detect a genuine attack 82 The compressed decision-making
timeline that follows a perceived attack could make it impossible to verify the legitimacy of the
threat, leaving leaders with little time to de-escalate the situation or correct errors.

The manipulation or degradation of early warning systems through cyber attacks thus signif-
icantly increases the risk of escalation during crisis, as it erodes the ability of states to make
rational, well-informed decisions under pressure. This heightened risk of miscalculation,
combined with the potential for pre-emptive strikes, poses a serious challenge to strategic
stability inthe nuclear age.

31.3. The space domain

Space-based targeting, particularly using satellite swarms (or constellations), is developingin
ways that work to mitigate the intelligence problems in a possible first strike. Satellite swarms
enabled with algorithms trained to support autonomous navigation and collision avoidance,
dubbed “equilibrium shaping” can allow swarms of smaller, low-earth orbit (LEO) satellites

to cluster over a target area more quickly to track ground movement.®2 Distributed sensing
across a swarm that can manoeuvre and track targets once detected, especially more than
one, would be a vital system for identifying and tracking road-mobile missile systems that are
stored in underground or camouflaged positions. The disarming logic of the damage limiting
first strike would rely on such targeting capability in order to acquire targets beyond airbases
and pre-targeted ICBM fields ®*

Additionally, space-based assets can support a first strike by successfully identifying which
satellites form a part of an adversary'’s early warning network. Coupling Al-applications to
space platforms, new capabilities being explored between industry and the US Defense
Advanced Research Projects Agency (DARPA), called Agatha, claims to identify small
differences in satellite behaviour to filter out commercial satellites from early-warning and
intelligence ones. By analysing differences in manoeuvres and identifying deviant payloads,
Agatha would then enable the US Space Force to accurately and precisely target adversary
satellites.®® Doing so against enemy military communications, intelligence, and possibly early-
warning satellites would enable the first minutes of a first strike to be less detectable and
confuse decision-makers.
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Thereislittle reason
to perceive
disruption of early-
warning systems as
anything other than
asignofan
impending first
strike.

This of course has a directimpact on strategic stability, as even a latent capability to interfere
with early-warning networks and intelligence collection could spark fears of animpending
first strike. More broadly, space-based operations can significantly impact stability if used
kinetically, as part of a first strike attack or otherwise. Whether a space-based electromag-
netic pulse (EMP) weapon®® or a direct-ascent anti-satellite (ASAT) attack, either would
cause significant destruction. An EMP would cause mass disruption of electronics over the
target area, possibly over the majority of a national territory, and an ASAT attack could create
orbital debris so widespread it effectively denies space access to all who would use it. The
risks and fears of space-based strikes will surely drive deep concerns and arace to find
counter-solutions.

One of the most profound applications of ASAT weapons is their ability to target and destroy
space-based early warning systems, which are crucial for detecting missile launches and
other military activities.®” These systems are central to deterrence stability, as they provide
real-time data to detect and assess incoming threats, thus making sure that a second-strike
capability is always maintained. When ASATs target these satellites, they create a significant
vulnerability in an adversary’s ability to detect a nuclear or conventional attack, undermining
deterrence stability. The compromised ability to detect an incoming strike may prompt a
pre-emptive first strike, as adversaries fear the loss of the ability to respond.

This peacetime fear is compounded in crisis scenarios, and the loss of critical surveillance
infrastructure could lead to miscalculation and unintentional escalation ®8 There is little reason
to perceive disruption of early-warning systems as anything other than a sign of animpending
first strike. Additionally, early-warning systems are essential not only for strategic missile
detection but also for the management of conventional military forces, meaning the effects of
ASAT use can spill over into non-nuclear domains and civil domains, further amplifying their
destabilizing potential. #°

314. Directed energy weapons

Directed energy weapons (DEW) are one of the more novel developments in modern conflict.
Various types and applications are at different stages of maturity. High-energy lasers, while
precise and fielded in some missile defence missions, are affected by atmospheric conditions,
while high power microwave emitters are not and can have larger impact over a wider area. At
the highest, most experimental end, particle beam weapons have high speed, high ability to
penetrate materials (such as a missile fuselage or satellite skin), and can operate in all weather
conditions. However, given the energy requirements and the size of units, these systems are
too complex for combat use at the time of writing.”®
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When it comes to fears of a first strike, it is not immediately clear how DEWs willimpact
strategy stability. It is possible that DEW attacks on space assets could help to facilitate a first
strike, and arace to develop such a system could precipitate fears of a future first strike. Given
that much of the technology is nascent and often relies on line-of-sight and atmospheric
conditions, itis not presently possible to make any definitive assessment of DEWS' strategic
stability impact. Indeed, as highlighted in the survey data above, international nuclear experts
do not rank DEW highly inits current stability impact. Their possible missile defence applica-
tions, and how this may affect stability, is discussed in chapter five below.

31.5. Artificialintelligence

There are a variety of artificial intelligence applications which could facilitate improved first
strike capabilities. Improved autonomy in target detection and in-flight modifications to missile
trajectories canimprove the performance of first strike systems to accurately launch a bolt
from the blue salvo against an adversary’s nuclear arsenal. When coupled with a damage limi-
tation strategy, Al applications in the wider intelligence apparatus can directly impact strategic
stability by influencing the assessments of decision-makers about the possible need or feasi-
bility of launching an attempted disarming attack. Al on mobile platforms like drones could
help process datain real time and alert commanders of potentially suspicious or threatening
situations such as military drills and suspicious troop or missile launcher movements.” There
will then be the question of how well the algorithms on which the systems are based have
been trained, and if they take adequate account of differences in military approaches between
adversaries. What constitutes a genuine indicator in one case, say Russia, is not the same as
in China or North Korea.

Al-augmented ISR systems and advances in remote sensing technologies—such as space-
based radars, infrared sensors, and persistent monitoring systems—are rapidly transforming
strategic stability. The impact on deterrence stability is significant, as deterrence relies heavily
on states’ ability to maintain secure second-strike forces, ensuring they can retaliate even
after absorbing a first strike.” The stealth and survivability of platforms like strategic nuclear
submarines (SSBNs) are central to this. However, Al-enhanced ISR systems could threaten
this by creating radical transparency in military environments.”® With these advanced
technologies, adversaries can track the movements of nuclear submarines, mobile missile
launchers, and other previously hard-to-detect platforms in real-time.”* This undermines
confidence in the survivability of these critical nuclear assets, weakening the credibility of
second-strike capabilities.

As aresult, states may feel increasingly vulnerable to pre-emptive strikes, particularly if they
believe their nuclear forces can be tracked and neutralized before they can retaliate. This
dynamic shift the strategic balance toward first-strike incentives. The effects on crisis stability
are equally concerning. If states believe their nuclear platforms —such as SSBNs—are being
tracked and could soon be neutralized in a crisis situation, they may feel pressured to launch a
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pre-emptive strike before losing their ability to retaliate. This pressure to act quickly, coupled
with the fear of being targeted in real-time, raises the risk of unintended escalation.

Beyond these immediate applications, experts argue that the real impact of Al on strategic
stability lies less in the actual efficacy of its applications, but rather in the uncertainty it is
feeding.” Mutual fears of losing control of escalation, of possible first strikes, and the erosion
of missile defences is already fuelling a cycle of distrust. Plausible scenarios are emerging

in which fears of an enemy silver bullet could cause a miscalculation and attendant “use it

or lose it” view amongst civilian and military officials and cause inadvertent escalationina
crisis.”® A particularly concerning aspect of these fears are the lack of empiricism, especially
amongst US policymakers. When asked in several Chatham house sessions, senior US offi-
cials involved both in defence affairs and export control policy development (to limit Chinese
military applications of Al) could not name a specific programme or system that the Chinese
armed forces were developing or fielding which was feeding concerns about stability. This
then opens questions of where such fears of an “Al arms race” come from. Michael Brenes
and William Hartung have convincingly argued that there is a connection between threat infla-
tion related to artificial intelligence and the Silicon Valley community that is trying to develop
Al-enabled capabilities for the US Department of Defense.”” This could well be the case, and
is a phenomenon well studied in the past by nuclear scholars.”®

3.2. Survey findings

Approximately two-thirds of the experts surveyed indicated hypersonic weapons (68%)
and space capabilities (62%) as having a significant impact on strategic stability, particularly
on first strike/counterforce tasks (68% and 62% respectively). Meanwhile, approximately
half of the respondents also highlighted their relevance for “Bolt from the Blue” tasks,

with hypersonic weapons gathering slightly higher agreement (56%) compared to space
capabilities (47%).

The results on hypersonic weapons should not come as a surprise given their speed,
manoeuvrability and ability to evade missile defences. These features compress early-
warning timelines and undermine confidence in second-strike survivability, thereby exacer-
bating first-strike instability and significantly impacting on both deterrence and crisis stability.
Similarly, the capacity of space capabilities to enhance targeting by identifying concealed
counterforce or counterstrike assets, and to interfere with early-warning and intelligence
systems, can greatly affect strategic stability, by decreasing the confidence in retaliatory
capabilities once absorbed a first-strike.

In contrast, the survey results highlight that the effects of cyber, directed energy, and Al tech-
nologies on offensive tasks were perceived by the majority of the experts to be more limited.
For first strike/counterforce tasks, cyber and Al were each rated as greatly impactful by only
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Strategic Task

Offence

First Strike/Counterforce

24% of the respondents, while directed-energy technologies were rated by only 14% of the
expert to be a key concern. Similarly, for “Bolt from the Blue”, cyber and Al were deemed
impactful by 14% and 19% of the experts, with directed-energy receiving the lowest rating at
just 9%.

These results are perhaps also not entirely surprising: these EDTs are mostly seen as auxiliary
to kinetic attacks that ultimately are required for an effective first-strike. Cyber operations, for
instance, are auxiliary rather than standalone capabilities. Directed-energy weapons remain
in their developmental stages, with technological and operational challenges—such as
power requirements and range limitations —hindering their application to large-scale-kinetic
offensive operations. Similarly, Al, though transformative in intelligence, surveillance, and deci-
sion-making, primarily enhances existing functions rather than — as of yet at least — changing
the offense-defence balance dramatically in favour of the offensive. These technologies are
more often associated, as the survey results show, with C3 Disruption and more-limitedly to
defence tasks.

Hypersonic Cyber Directed-Energy Space Capabilities Al

68% 24% 14% 62% 24%
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4.Interfering with
command and
control through
deception,
disruption, and
confusion

Disrupting NC3 mechanisms and systems is destabilising whether a part of a first strike attack
or not. Thisis principally because the deliberate interference in such systems will likely create
the impression that the interference is part of an incoming attack.”® Many of the areas above
impact stability by default, as an attack by an HGV-enabled missile, by a satellite, or froma
directed-energy weapon on an NC3 asset would almost certainly be interpreted as part of

an attempted disarming first strike. This section then will focus specifically on the impact of
cyberweapons and artificial intelligence on strategic stability as it relates to NC3 interference.

The disruption of NC3 ranges across a spectrum of activities, with the lowest end including
deception measures such as data manipulation and fakes and the highest end including direct
cyberattacks and provocative deepfakes during a crisis. Taking this entire spectruminto
account, the below developments in cyber warfare and artificial intelligence bode ill for stable
relations between those seeking to advance these systems.

41. Cyberweapons

Areport by the Stanley Center for Peace and Security argues that “cyberattack methods
such as data manipulation, digital jamming and cyber spoofing could jeopardize the integrity
of communication, leading to increased uncertainty in decision-making...with potentially
devastating consequences.”®° Particularly in a crisis, clear communications across a variety
of actorsis vital. Within a single state, it isimperative political decision-makers can be in
near-constant communication with military officials and even operational units with nuclear
warheads if necessary. Secondarily, being able to communicate intentions to an adversary
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Actionin
cyberspace
intended to prevent
nuclear escalation
could
unintentionally bring
it about.

and allies can be crucial in managing escalation and perceptions of activities. Certain cyber-
weapons aim to disrupt those exact channels of communication in order to sow doubt and
deceptionin the event of an attack, risking the erosion not only of wider stability, but of escala-
tionin the event of conflict.

A challenge in making a clear assessment on the newly emerging challenges in cybersecurity
is that the cyber domain is itself evolving constantly. It is also a misnomer to refer to a cyber-
weapon as such. What is more accurate is to consider the risks stemming from zero-day
vulnerabilities, or essentially software or hardware bugs of which the vendor (e.g. Microsoft)

is unaware and there is no available patch. Exploits, or delivery mechanisms, are tools (code)
that take advantage of such vulnerabilities and can range in effects from a distributed denial of
service (DDos) attack that disrupts an unclassified network, to the more valuable vulnerabilities
that allow an infiltrator to run their own code on a system. These vulnerabilities are sometimes
known tointelligence services and are not communicated to vendors, as those same agencies
may want to exploit the vulnerabilities in the future. Such was the case with the EternalBlue
exploit software developed by the US National Security Agency to take advantage of a vulner-
ability in Microsoft that allowed a user to access computers across the network 8 The risks

of such vulnerabilities in NC3 systems is raised repeatedly in the 2022 US Nuclear Posture
Review, and had been raised previously as well.?2 Zero-day vulnerabilities, given that they
cannot be patched in advance because they have not been identified, are raised specifically
as giving an adversary a perceived first mover advantage in a possible crisis.

What exacerbates the existing challenge is the increasing use of automated cybersecurity soft-
ware to counter the near constant attempts to breach classified and other sensitive systems.
Itis quite possible in the near future that algorithmic changes can be made autonomously and
at machine speed, in milliseconds. Al-enabled cyber weapons would not have to rely on human
operators to guide an attack and, if necessary, to rewrite software code to exploit newly found
vulnerabilities, thus ensuring that less mistakes would be made.% Automated cyber defence
could lead to a counterattack against a target that is perceived as deeply risky to an adversary,
such as acommand-and-control system. Naturally, programmers can avoid such risks with
prescribed rules for defensive software, however, should one or more states begin to auto-
mate responses inirresponsible ways, this could negate the steps other states take.

Actionin cyberspace intended to prevent nuclear escalation could unintentionally bring it
about. The threat and fear of possible cyber vulnerabilities about the safety and reliability of
nuclear forces can trigger higher states of alert in an opponent. High alert states, anxiety, and
unclear information between systems is a situation ripe for accidents, errors, and ultimately
tragic miscalculation.* Former White House cybersecurity adviser Richard Clarke has also
warned that, “So, what if someone were able to hack their way into the U.S. nuclear command
and control system? Let’s say they wanted to start a war between Russia and the United
States. Theoretically, they could trigger a false alarm, making us think that Russian nuclear
weapons were on their way. Under current U.S. protocols, the president has just minutes to
decide whether or not to launch aretaliatory strike and thereby, start a full-blown nuclear war.
Automated systems, false alarms, and zero-day vulnerabilities are continual risk to stability.
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4.2. The space domain

A critical application of ASATs is their potential use in decapitation strikes aimed at disabling
an adversary’s NC3.2° By targeting satellites that form part of these networks, ASATs can
significantly degrade or even sever the link between national leadership and their nuclear
forces, potentially preventing a retaliatory strike. The implications for crisis stability are signif-
icant. During a conflict, states might not be able to distinguish whether the destruction of ISR
satellites is part of the conventional phase of warfare or a prelude to a nuclear strike.®” This
ambiguity blurs the line between conventional and nuclear warfighting, increasing the risks of
unintended escalation. Additionally, the loss of critical space-based capabilities could force
states to adopt more aggressive postures, potentially rushing to escalate before their military
position becomes untenable.

Non-kinetic ASATSs, such as lasers and electromagnetic pulse (EMP) weapons, disrupt
satellites without physical destruction, making attribution more difficult. 8 These non-kinetic
methods pose their own challenges to crisis stability by causing temporary or reversible
damage to space-based assets, making it difficult to assess the severity of an attack. States
might overreact to non-kinetic ASAT use, escalating a situation that could have otherwise
remained contained.

4.3. Artificial intelligence

Beyond automated cyber defence, Al could have wider impacts on strategic stability by
broadly “poisoning” the data upon which decision-making is based. Knowing that an adver-
sary utilises automated analysis tools allows a state to develop countermeasures to fool such
asystem, thereby polluting the information upon which vital command and control functions
are based. Relatedly, Al “hallucination” could lead to catastrophic circumstances if warning
systems falsely believe an attack isincoming and analysts are too quick to accede to that
conclusion. Beginning first with data poisoning, we show here how such manipulation can
undermine strategic stability and even a shared sense of understanding between powers of
their relative capabilities, risking arms race instability as well.

Poisoning an Al system can take three primary forms. First, through dataset poisoning in
whichincorrect or mislabelled data is introduced into a dataset. If a state is using Deep Neural
Networks (DNN), these models can be disrupted if an adversary can artificially introduce
small changes leading to misclassifications, the datasets upon which the DNN is trained will
be out of step with reality. If the application of the DNN is to say, rapidly identify the movement
and launch of aroad-mobile ICBM, the risks become apparent. The second possibility is
through poisoning an algorithm behind a system, by taking advantage of vulnerabilities on
personal devices to disrupt the final model which draws on the testing data conducted on the
individual device. The final result is then not the combination of actual data, but rather includes
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manipulations inserted upstream. Third, at the highest end, an entire model can be poisoned
by hacking into a system and replacing the entire model with one’s own.8° This of course
requires the type of complex cyber attacks discussed in previous sections.

Deception can be more direct as well, such as deep-faking geography to manipulate imagery
intelligence (IMINT) or using Al-enabled spoofing to create fake or misleading signals can
give the impression that one’s capabilities are either greater or weaker than they seem.®°
Should analysis tools trend towards greater automation, as publicly available information
seems to show, then bad actors could fool these tools by creating false impressions of troop
movements, weapons readiness, and possibly fake the preparations for a nuclear launch.
Additionally, Al systems if poorly trained or interfered with, could hallucinate false impres-
sions anyway and give analysts false alarms of impending attacks.®' The NATO Science and
Technology Organisation has already flagged such deception possibilities, noting cases
wherein tanks could be misread as cars, tents were not identified at all, and basic camouflage
was able to deceive even more advanced infrared sensing. %2

Command and control systems, particularly those that support nuclear decision-making, are
increasingly vulnerable to cyberattacks and manipulation in automated analysis systems.
Such automated systems are increasingly being explored. One example is an experimental
US Air Force capability, named “Rainfly”, which aims to use “novel artificial intelligence-en-
abled methodologies to discover and characterize adversaries’ defense systems to gain
insight into organizational functionality.”®® Should such a system come to inform US Air Force
decision-makers regarding how an enemy’s organisation functions, this could pose risks to
stability if that information is flawed or has been manipulated with in some way. Such projects
merit close scrutiny and transparency.

4.4. Survey findings

The survey results reveal a substantial consensus regarding the disruptive potential of space
capabilities (81%) and Al (66%) on command, control, and communication (C3) systems
through targeting and analysis tasks. These technologies were followed by cyber weapons,
rated impactful by 52% of respondents. In contrast, hypersonic weapons (16%) and direct-
ed-energy weapons (5%) were deemed by a much smaller number of experts to affect

these tasks.

The emphasis remained on cyber capabilities and Al also in deception measures tasks, with
more than half (52% each) of the respondents identifying their greatly disruptive potential.
Space capabilities, while slightly less emphasised in this category, were nonetheless deemed
relevant by 38% of respondents. By contrast, directed-energy and hypersonic technologies,
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Strategic Tasks

C3 Disruption

Targeting and Analysis

Deception Measures

at 19% and 4% respectively, were viewed by a much smaller set of experts to affect strategic
stability through this pathway, reflecting their primary focus on physical rather than informa-
tional disruption.

Concerning communication disrupting tasks, space capabilities (85%) and cyber weapons
(81%) were deemed most impactful by the vast majority of the experts. Al also garnered
notable attention, with 42% of experts acknowledging its disruptive potential. On the other
side, hypersonic and directed-energy weapons were again perceived to be impactful by a
smaller group of experts, with ratings of 24% and 38%, respectively, highlighting their compar-
atively narrower applicability in the C3 domain.

In summary, the survey results paint a clear picture of the growing importance of space
capabilities, cyber tools, and Al in undermining C3 systems. Space-based systems can

target satellites and communication nodes, disrupting early-warning systems and sowing
uncertainty in command-and-control processes. Even unintentional interference with NC3
mechanisms can be misinterpreted as a precursor to a first-strike, heightening first-strike
instability and the risk of catastrophic escalation. Similarly, space technologies, compromising
intelligence-gathering systems and disrupting secure communication networks, space tech-
nologies contribute to the broader destabilising potential identified by respondents.

In the same fashion, Al-enabled systems further compound these risks by enabling advanced
deception techniques, including data poisoning, deepfake imagery, and algorithmic manipula-
tion. These technologies can effectively “poison” decision-making processes by introducing
false information into automated analysis systems. For example, Al hallucinations or the delib-
erate insertion of misleading signals can create the illusion of imminent threats, prompting
hasty or erroneous responses. Such dynamics are increasingly concerning as C3 systems
rely more on Al for operational analysis and intelligence.

Cyberweapons, too, stand out as a critical threat in the disruption of NC3 systems. Their ability
to create confusion and sever essential communication links at pivotal moments presents a
unique and destabilizing challenge. Tools like zero-day vulnerabilities, data manipulation, and
digital jamming can compromise both the content and reliability of transmitted information,
heightening uncertainty during crises. The literature repeatedly warns of the escalation risks
associated with cyberattacks, especially those targeting sensitive NC3 systems. Moreover,
the integration of Alinto cyber weapons amplifies these risks, as Al-enabled tools can auton-
omously exploit vulnerabilities at machine speed, leaving little room for human intervention to
de-escalate tensions.

In contrast, the limited perceived impact of hypersonic and directed-energy weapons on C3
disruption is consistent with their primary focus on kinetic effects rather than electronic or
informational warfare. While these technologies might play complementary roles, such as
targeting physical C3 infrastructure, their contribution to the broader spectrum of disruption
appears limited in comparison to cyber, artificial intelligence, and space capabilities.

Hypersonic Cyber Directed-Energy Space Capabilities Al
16% 52% 5% 81% 66%
4% 52% 19% 38% 52%

Disrupting Communications 24% 81% 38% 85% 42%
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5.Protecting,
concealing, and
delegating:
Defending the
ability to conduct
a second strike

As discussed in chapter two, attempts to achieve a disarming first strike will always spur a
response in developing defensive capabilities. Building a secure second-strike capability, one
that can withstand an initial attack and thereby assure the ability to retaliate, is the bottom-
line for nuclear armed states. This requirement is what led to the development of SSBNs,
road-mobile missile launchers, and is the logic behind maintaining a triad of air-, sea-, and
land-delivered weapons. A major element incorporated into second strike security is the
ability to defend against a first strike, the focus of this section. Improved defences, while
seemingly benign, are often perceived as a capability related to the ability to conduct a first
strike while limiting exposure to retaliation. Such is the logic of defensive systems reducing
stability rather than supportingiit.

Improvements in missile defence, cybersecurity, space-based systems, directed energy
weapons, and artificial intelligence can all play arole in preserving a state’s second strike. Some are
combined, such as hypersonic missile defence, directed energy weapons, and satellite swarms
and are treated as such here. Defensive cyber activities and the risks which can lead to inadvertent
escalation, have been explored in greater detail above. Artificial intelligence is exploredin
greater detail, given the broader impact it can have on second strike assessments. Each combi-
nationis exploredin turn andis assessed inits relationship to wider stability considerations.

51. Hypersonic systems, directed
energy weapons, satellite swarms
and missile defence

Leveraging developments in hypersonic and DEW technology for missile defence are some
of the leading efforts amongst major states’ military research and development areas. The
US Missile Defence Agency and the European Defence Agency each are exploring the
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possibilities of developing hypersonic interceptor missiles to counter incoming hypersonic
attacks.®* Increasingly, DEW systems have also beenincluded in these R&D efforts, with states
including the U.S,, Israel, and South Korea already fielding these systems to target lower-speed
threats such as drones and even some missiles.®® There are, however, technological and even
structural hurdles that remain in fully implementing such defensive systemsin the field, particu-
larly for the higher-order defence missions against incoming ballistic and HGV threats.

There are ongoing debates about how feasible defence against HGVs is. Some, including
experts at the Dutch TNO research institute, argue that tracking such threats is becoming
more possible and that irregular waveforms combined with advanced signal processing “can
significantly increase the detection performance and the measurement accuracy [of hyper-
sonic threats] compared to multiple, medium pulse repetition frequency waveforms with
linear signal processing”.%® This development, which moves beyond the existing systems for
ballistic missile defence, is reportedly also under consideration at DARPA in the US. Others
argue that “hypersonic missiles can be detected by existing space-based sensor technolo-
gies” and that “given the predicted spatial precision of the SBIRS system and its short revisit
time, tracking hypersonic gliders through most of their flight is likely feasible.”®” Relatedly,
defence industry representatives in the US (from Raytheon and Northrop Grumman) claim
their experimental Glide Phase Interceptor Weapon will be effective in intercepting HGVs

in their glide phase.®® Sceptics have pushed back on these more optimistic assessments,
arguing that the technology for interceptors is still far from proven and that tracking would be
far more difficult in practice, especially against multiple simultaneous targets.®® Much of this

debate is reflective of existing discussions over ICBM defence, and whether such technolo-

gies risk stability or are worth their substantial costs.°°

Direct interception relies critically on space-based sensors, an area in which satellite swarms
canincreasingly play a part. Swarms can enhance target detection through distributed
sensing, covering larger areas with higher resolution and redundancy, which can be used to
better track hypersonic and ballistic weapons. It could well be possible that despite the unique
qualities of HGVs (speed and manoeuvrability), improved space-based sensing could make
up for deficits in existing BMD arrangements.®' However, Frank Peterkin from the US Office
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Overconfidencein
missile defence
systems could
impact stability by
giving the false
impression thata
damage limitation
approach would
work at
acceptable cost.

of the Under Secretary of Defense for Research and Engineering has noted that while the
technology itself may prove to work in the future, the primary challenge is its integration into
the actual defensive architecture in practice. Issues of command and control of space assets,
communications with decision-makers, and the connectivity between distributed space
assets and other threat assessments would need to evolve in order to ensure that if a threat
does emerge, that those who are behind the operating system are able to fuse the information
in enough time to generate a response.?

QOutside of direct intercept technologies, other research has stressed the possibilities of DEW
in hypersonic missile defence. In 2024, the UK Ministry of Defence published a press release
onthe new RFDEW (Radio Frequency Directed Energy Weapon) which is “significantly
cost-effective” and could be ready as early as 2025.°% The “system can neutralise a swarm

of drones for 10p a shot”, “offers operational advantage and battlefield protection” and “will be
operated by [UK Armed Forces] in the coming years.”'%* This system, however, is only under
development to counter drone swarms, and would require significant scaling and develop-
ment in order to counter an HGV. Such a nascent capability is reportedly under development
by Northrop Grumman in the United States®

Should either direct interception or DEW systems become feasible for HGV defence, this
would have a similar effect on strategic stability as have existing ballistic missile defence
systems. By making oneself less vulnerable to strategic attack, this could lead a state to
become more optimistic about a first strike being feasible while taking acceptable losses

(i.e., adamage limitation strategy). Further, overconfidence in missile defence systems could
impact stability by giving the false impression that a damage limitation approach would work
at acceptable cost, while simultaneously dooming millions who are unprotected by faulty
missile defences. This is, essentially, an old debate packaged in the language of emerging and
disruptive technologies.

5.2. Artificial intelligence and
“Dead Hand” delegation

By far the most destabilising use of artificial intelligence in possible strategic applications

is the concept of a “dead hand” or “fail-deadly” system for nuclear use. Advocates for such
asystemdescribe it as being able to “both detect an inbound attack more rapidly than the
current system and allow the president to either manually direct forces to respond or auto-
matically execute the president’s pre-selected response options.”'°® Critics argue that such a
system would be “inappropriate, unnecessary, and dangerous” and that there is no reason to
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believe such a system would actually make better or even necessarily faster decisions than a
human being.”

But what would precisely make up such a system, and how feasible is the underlying tech-
nology? The Russian Perimeter system offers clues. Reportedly consisting of acommand
rocket and an autonomous command and control system, it functions by launching the
command rocket over the length of Russian territory and sending out automated codes

to ICBM siloes and launchers to fire upon receiving a signal. What remain open questions
though are what fires the rocket and if the signal can be stopped once the rocket isin the air.
One of the designers, Valery Yarynych, told the following to reporters in 2009, which is worth
quoting in full:

It was designed to lie semi-dormant until switched on by a high official in a crisis. Then it
would begin monitoring a network of seismic, radiation, and air pressure sensors for signs
of nuclear explosions. Before launching any retaliatory strike, the system had to check off
four if/then propositions: If it was turned on, then it would try to determine that a nuclear
weapon had hit Soviet soil. If it seemed that one had, the system would check to see if

any communication links to the war room of the Soviet General Staff remained. If they did,
and if some amount of time—likely ranging from 15 minutes to an hour—passed without
further indications of attack, the machine would assume officials were still living who could
order the counterattack and shut down. But if the line to the General Staff went dead, then
Perimeter would infer that apocalypse had arrived. It would immediately transfer launch
authority to whoever was manning the system at that moment deep inside a protected
bunker—bypassing layers and layers of normal command authority, '

Such afail-deadly system, then, would work through a series of automated if/then statements
to determine its own ability to act. Another dead-hand, built by another state, would likely have
to consider the following propositions:

1. Arethere signs anuclear attack has occurred? (Radiation, seismic activity, news alerts)
2. Are communications with command-and-control systems still operational?
3. Are there any signs of communication from political leaders?

If the first answer is yes, and the other two no, then the secret bunker mentioned by Yarynich
would receive the signal to launch the command rocket.

A more advanced system using newer automated decision-making technologies (ADMT)
could be technologically feasible. At the operational level, decision-support systems (DSS)
have already made an appearance when it comes to targeting decisions, such as the Israeli
Gospel and Lavender systems.®® Already controversial, the systems reportedly have built-in
“permissive” policies for civilian casualties, with officers having “no requirement to thoroughly
check why the machine made [targeting] choices or to examine the raw intelligence data on
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|t is not for
techniciansin the
nuclear enterprise
to decide.

which they were based.”"™® Such an operational DSS is not manifestly different than a fail-
deadly system, in that it still requires a human somewhere along the line to ‘pull the trigger’
based on the system’s information (e.g., an officer at a command bunker). Should a fail-deadly
system become normalised into training and exercising regimes, an unacceptable level of
permissiveness could be engendered within the nuclear enterprise that values immediate,
punishing strikes over deliberate, strategic use or restraint.

Notionally, the fear of a dead hand system could support stability if communicated clearly
that any nuclear attack will receive automatic, all-out countervalue salvoes from across the
triad. This is built, however, on the flawed assumption that deterrence cannot fail, and no
state would be irrational enough to attack the enemy’s capital. There is not a sufficiently clear
reason why a dead-hand system would necessarily have more of a deterrent effect than a
declared launch on warning policy. Additionally, such a system presupposes a leadership
decision to respond to a decapitating attack with possibly mass countervalue attacks against
entire populations. For democracies this is a particularly fraught concept as 1) it conflates the
survival of the top level of government with the survival of the entire country and 2) it entirely
eschews the concept of government continuity by denying a legally recognised successor
the choice to end a war. A decision not to retaliate could easily be the case in the event of
nuclear attack. Regardless, it is not for technicians in the nuclear enterprise to decide.

5.3. Survey findings

A more diversified landscape emerges with regards to the experts’ assessment of the impact
of EDTs on defending the ability to conduct a second strike, with notable variations across
different operations. In the context of delegation of authorities tasks, Al was the single EDT to
stand out, with 42% of the respondents warning for a significant impact. In comparison, space
capabilities and cyber tools were each identified as impactful by only 19% of the respondents,
while none of the experts (0%) ranked directed-energy and hypersonic weapons as impactful.

Where it concerned concealing assets, space capabilities were perceived as the most
impactful, with 42% of the respondents highlighting their role, followed by Al at 28%, and both
cyber and directed-energy weapons at 19%. Hypersonic weapons, however, were once again
ranked as the least impactful EDTs among those analysed with only 4% of the experts ranking
it as impactful on this task.

A slightly more homogenous picture emerged for protecting assets tasks, with almost half
of the pool of respondents (47%) ranking space capabilities as highly impactful, followed by
Directed-Energy at 33%, and cyber capabilities at 23%. Al and hypersonic weapons were
rated as highly impactful by slightly fewer experts with 19% and 20% respectively.

Collectively, the results reveal a clear trend: for defence tasks, none of the technologiesin
question were rated as highly impactful by more than 50% of the respondents for any stra-
tegic task. In addition, hypersonic and cyber weapons stood out for their consistently lower
impact, with neither one receiving more than 25% of respondents rating them as highly influ-
ential across any defensive task.

"0 Yuval Abraham, “Lavender”: The Al Machine Directing Israel's Bombing Spree in Gaza, +972 Magazine, 3 April
2024, https://www.972mag.com/lavender-ai-israeli-army-gaza/.
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Strategic Tasks

Defence

Delegation of Authorities
Concealing Assets

Protecting Assets

However, space capabilities and Al stood out as the two most-highly rated EDTs. Through
distributed sensing and satellite-based networks, space capabilities enhance the conceal-
ment and protection of critical ISR assets while reducing potential vulnerabilities to a first
strike. Moreover, they offer redundancy, enhancing the survivability of key components of
retaliatory forcers by ensuring that operational capabilities remain functional even if some
assets are compromised, while also improving the tracking of hypersonic and ballistic
weapons. In addition, Al, particularly in the context of delegating authorities, is seen to signif-
icantly enhance defensive measures. Al-driven systems can support rapid decision-making,
automate threat assessments, and even —although extremely dangerously —facilitate hypo-
thetical fail-deadly systems designed to ensure retaliation in the event of decapitation. At the
same, the integration of Al systems also introduces profound risks. Automation in critical C2
tasks increase the likelihood of escalation due to errors or misinterpretations. Al systems can
also be subject to cyberattacks — as described earlier. The potential to destabilise rather than
reinforce deterrence by ensuring retaliation depends heavily on their design and operational
context, as well as the degree of communication between the actors involved regarding

their use.

By contrast, roughly one-fifth of respondents considered cyber capabilities to be highly
impactful on the three defensive tasks here identified. Defensive cyber operations protect
sensitive networks from infiltration, ensuring the integrity of communications and safe-
guarding operational reactiveness. The risk of miscalculation or escalation remains high, as
offensive and defensive cyber activities often blur the lines between defence and offense, and
deterrence and escalation. In crisis situations involving nuclear assets, such dynamics could
lead to highly destabilising consequences.

The lower ratings for hypersonic and directed-energy weapons reflect their narrower applica-
bility and developmental challenges. Directed-energy weapons, while promising to neutralise
low-speed threats like drones, face significant barriers scaling up for the protection of stra-
tegic assets against faster and more evasive incoming attacks, such as hypersonic weapons.
Similarly, hypersonic weapons, while pivotal for offensive tasks, are far less developed as a
defensive tool. Intercepting incoming hypersonic threats remains a major technological chal-
lenge, requiring advancements both in early detection and interception capabilities.

Hypersonic Cyber Directed-Energy Space Capabilities Al

0% 19% 0% 19% 42%
4% 19% 19% 42% 28%
20% 23% 33% 47% 19%
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Table 2. Expert Survey Result - Rate of Respondents Ranking each EDT’s impact

6. Findings,
Conclusions and
Recommendations

Today, arms control advocates are exploring new ways to put the brakes on a seemingly
accelerating arms race in technological developments that risk nuclear stability, as in each of
the cases explored in detail above. Measure-countermeasure spirals are escalating as states
pursue both first strike technologies and defensive capabilities. Further, multipolar deter-
rence dynamics and the possible erosion of credible extended security guarantees has only
continued to place the global arms control regime under intense pressure.

In this report we have conducted a systematic analysis of the impact of EDT on strategic
stability. We have focused on classic strategic stability concepts including crisis and deter-
rence stability and assessed how these may be affected through the impact of EDT on first
strike, command and control disruption, and second strike protection. Our analysis of these
pathways has been approached with caution, given how difficult it is to understand nuclear
dynamics in the absence of a larger empirical evidence base. What insights can be drawn
from our analysis for Sino-European engagement going forward?

A bare minimum foundation for productive dialogue is the shared recognition between
European states interested in such discussions and Beijing that the EDTs above are increas-
ingly challenging strategic stability around the world. This is seemingly the case, with a wealth
of publications from European and Chinese authors on this topic highlighting the risks such
technologies pose. As the summary table of our expert survey shows (see Table 2 below),
there are areas of significant concern singled out by experts across the world.

as 4 or 5 across Strategic Tasks.

Strategic Tasks Hypersonic Cyber Directed-Energy Space Capabilities Al

Offence First Strike/Counterforce 68% 24% 14% 62% 24%
‘Bolt from the Blue’ 56% 14% 9% 47% 19%

C3Disruption  Targeting and Analysis 16% 52% 5% 81% 66%
Deception Measures 4% 52% 19% 38% 52%
Disrupting 24% 81% 38% 85% 42%
Communications

Defence Delegation of Authorities 0% 19% 0% 19% 42%
Concealing Assets 4% 19% 19% 42% 28%

Protecting Assets

20%

23%

33%

47%

19%
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Our analysis
highlights particular
concern
surrounding non-ki-
netic interference
with space-based
systems, especially
early-warning and
NC3 systems, as
well as with All.

Turning these shared concerns about emerging technologies and strategic stability into
momentum for arms control measures is a long road. This begins with transparency. The
OSCE Vienna Document provides some precedence for this in the European case with Russia,
with information exchanges on military research and development programmes being a
possible measure!" Doing so in a bilateral format between China and European states, or the
EU itself for that matter, is a challenge specifically in the context of Sino-American competition
and current policies of European states towards the Indo-Pacific. Yet for Europe, in the context
of this competition, it is essential to engage with Beijing directly on areas of mutual concern.

As the survey has gathered, concerns about supporting technologies could create space for
other discussions on EDTs. Our analysis highlights particular concern surrounding non-ki-
netic interference with space-based systems, especially early-warning and NC3 systems, as
well as with Al and the effects it may have on strategic stability. Though it would be pushing
back against the offensive strategy advocates highlighted above, pledges and meaningful
verification measures to ensure such space-based systems are not interfered with are a
relevant step towards improved stability. In a similar vein, abstaining from integrating Alin NC3
systems, as China and the US have agreed to, is another relevant step. The recommendations
that follow below build on this.

Our analysis yield the following five recommendations for European policymakers to consider:

1. Build on concerns in space. Space as a global common s at great risk in the event of war.
Targeting or interfering with space-based early-warning, nuclear command and control
infrastructure, or communications systems risks not only serious miscalculation and esca-
lation, but also creating debris fields that make space less usable for all. This shared impact
and concernis a platform from which dialogue can be pursued.

2. Consider areas of unilateral restraint, in space as well as when it comes to Al-enablement.
Imposing limits on the integration of Al-applications into military systems, especially those
related to decision-making involving the use of force, will be an important area to signal
cooperative intent towards Beijing.

3. Be transparent about the aims of hypersonic development. The development and
testing of hypersonic technology is fraught with opportunities for misunderstanding.

From an external perspective, it communicates an aim to pursue a first strike strategy. For
Europeans, this would not only be quixotic due to the size of the Russian arsenal, but also
destabilising and only further arms racing tendencies. It is therefore necessary to be as
transparent as possible concerning the concepts of operations and doctrines that these
weapons underpin in order to reduce misperceptions.

4. Consider closer nuclear consultation ties in Europe with France and the UK. The
existing ‘iron triangle’ of defence agreements between Paris, London, and Berlin (the trea-
ties of Lancaster House, Aachen, and Trinity House) provide for a strong level of consul-
tation on defence planning and priorities. These treaties could open the door for more
frameworks outside of NATO to propose meaningful dialogue measures with other states,
including China. France and the UK as Europe’s independent nuclear powers gives them a
vital voice in any possible arrangements.

5. Maintain European-Chinese dialogue at the Track 1, 1.5, and 2 levels. Dialogue with
China through the upcoming Trump administration is risky given the possibility of retaliation
from Washington. However, as part of establishing an independent negotiating position on
EDTs, channels with Beijing should be kept open across levels, with an aim to normalising
these interactions outside the narrative of Sino-American competition.

M Vienna Document on Confidence- and Security-Building Measures'.
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What this report has established, corroborated with both international expert opinion and
reviews of Chinese literature, is that there is mutual concern, perhaps concern sufficient to
support momentum towards risk reduction measures and increased transparency between
European states and China. The supplement to this report explores possible arms control
pathways in greater detail, but understanding the impacts of these new technologies on stability
underpins these arms control considerations. Rapidly pursuing and fielding EDTs that imply
an attempt to achieve a disarming, first-strike advantage can only serve to accelerate spiral
dynamics instead of bolstering deterrence, which is neither in Europe’s interest, nor in China’s.
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