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Executive summary

Therisk of inadvertent nuclear escalation due to policies in the conventional domainis a
serious, and underrated, feature of the current stand-off between NATO and Russia that

has followed Russia’s 2022 invasion of Ukraine. NATO leaders and armed forces need to be
conscious of unintended signals that can follow the placement of weapons, the movement of
forces, and support to Ukraine, especially considering the state of the Russian armed forces.

Europe’s security order has drastically shifted after Russia’s invasion of Ukraine, with

many repercussions that are difficult to predict — that includes Europe’s nuclear order. Yet,
Europeans have become unaccustomed to the concepts, procedures, and second- and
third-order effects of that nuclear disorder. In those circumstances, the worst, previously
unlikely, pathways need to be thought through in order to focus current and upcoming arms
control efforts.

How has Russia’s so far unsuccessful prosecution of its war in Ukraine undermined its
nuclear infrastructure and capabilities, and how will this impact strategic stability and raise

the chances of inadvertent nuclear escalation? Inadvertent nuclear escalation is escalation
brought on by actions in the conventional domain that impact the nuclear domain although
they are not intended to. Given the growing stresses and strains on Russian capabilities,
stocks, and organisation, multiple pathways appear towards inadvertent escalation. We
identify four: (1) uncertainty whether intentions are offensive or defensive, also known as the
security dilemma; (2) the nature of military organisations; (3) general informational complexity;
and (4) comingling or entanglement of conventional and nuclear weapons, delivery systems,
and enablers.

The brief applies the four mechanisms to current trends in Russia and notes that evidence
exists for all four pathways (see Table 1).

Our main conclusions are concerning: there are an increasing number of pathways that
could lead to inadvertent escalation. Russia’s expenditure of dual-capable missile stocks,
the shifting balance of power in Europe to the advantage of NATO, and NATO’s enlargement
bringing it closer to the Kola Peninsula increases the likelihood that Russia faces “use-it-or-
lose-it” choices. The Russian armed forces have been overburdened and one could expect
civil-military relations to be disturbed. The Russian military is offensively minded, with the
nuclear class developing its own parochial ideology. Russian C3l systems are degraded
through sanctions and direct attacks. Finally, Russia has launched attacks on Ukraine, and
used dual-capable delivery systems, from the same locations asits nuclear arsenal (see
Table 1).
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Table 1. Pathways to inadvertent nuclear escalation m
Pathway to inadvertent escalation Post-February 2022 situation Risk inadvertent escalation
Military-organisational features complicate Russian civil-military relations are strained, the military is offen-
decision-making and command and control sively minded, with the nuclear elite developing its own paro- Highincrease
(2) chialideology, and military structures are under unique stress.

Russia’s expenditure of dual-capable missile stocks, the
shifting balance of power in Europe to the advantage of NATO,
and NATO's enlargement likely bringing it closer to the Kola Moderate increase
Peninsulaincreases the likelihood that Russia faces “use-it-or-
lose-it” choices.

Uncertainty and lack of access to reliable Russian C3l systems are degraded through sanctions and .
. ) ) Moderate increase
information (3) direct attacks.

Uncertainty about offensive and defensive
intentions (1)

Commingling, entanglement, and co-hosting Russia has hosted attacks on Ukraine from similar locations,
of conventional and nuclear weapons and and using dual-capable delivery systems, as its nuclear Limited increase
infrastructure (4) arsenal.

We consequently offer nine recommendations for Europeans in particular to keep in mind:

1. Becareful with NATO's nuclear posture given the stresses the Russian military
organisation is under.

2. Explicitly incorporate into NATO exercises the risks of inadvertent escalation
through conventional confrontations of NATO and Russian forces.

3. Look for military-to-military engagement with Russian armed forces.

4. Prioritise intelligence on the state of Russian armed forces, specifically the nuclear
authorised units.

5. Be careful towards the placement of short- and medium-range missiles in Sweden
and Finland close to Russia’s nuclear bases on the Kola Peninsula.

6. Exercise caution towards using cyber tools that could undermine elements of the
Russian C3l infrastructure.

7. Maintain a moratorium on weapons that target space-based informational
infrastructure.

8. Separate nuclear issues with Russia from war in Ukraine whenever possible.

9. Make use of opportunity of Russian deterioration to leverage their weakness for
arms control negotiations.
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... Russia has
created a pretext
whereby it can
more credibly
threaten to escalate

to nuclear weapons.

1. Introduction:
a weakened Russia
and the pathways
to escalation

Russia’s nuclear arsenal has been central to its conduct of the war in Ukraine, in terms of
deterring NATO from direct conventional intervention in Ukraine or against Russian armed
forces, and attempting to coerce Europe and Ukraine into submission. Russia has repeatedly
threatened the use of nuclear weapons. Russia also annexed Ukrainian territories in Donetsk,
Kherson, Luhansk and Zaporizhzhia oblasts as an attempted deterrent to Ukrainian libera-
tion; by including them among supposedly Russian territories, Russia has created a pretext
whereby it can more credibly threaten to escalate to nuclear weapons. The manner in which
Russia has made nuclear threats, however, is hardly in line with how its nuclear doctrine is
understood, even taking into account how the doctrine has shifted in over the past decades
into a broader, more coercive approach to nuclear use.?

Following the invasion —and, with hindsight, arguably also in the decade preceding it — Russia
has become more nonchalant about invoking the use of nuclear weapons to coerce rather
than deter.® Russia’s conduct of the conventional campaign in Ukraine thus far has been
ill-considered, poorly prepared, and poorly executed. The costs, stresses, and strains of the
war on Russian armed forces, infrastructure, and economy have been severe. Assessments
of Russian casualties as of March 2023, including wounded and killed, are estimated to
number up to 200,000, with 60,000 of these being fatalities.* The delivery of Western arms,

1 Braw, Elisabeth, ‘Behind Putin’s Nuclear Threats’, Politico EU, 18 August 2015, https://www.politico.eu/article/
nato-putin-russia-nuclear-weapons-ukraine-war/; ‘Ukraine Conflict: Putin “Was Ready for Nuclear Alert”, BBC
News, 15 March 2015, sec. Europe, https://www.bbc.com/news/world-europe-31899680.

2  Dima Adamsky, Russian Nuclear Orthodoxy: Religion, Politics, and Strategy (Stanford: Stanford University
Press, 2019); Dmitry Dima Adamsky, Moscow's Aerospace Theory of Victory: Western Assumptions and Russian
Reality (Washington: CNA, 2021); Dmitry Adamsky, ‘Deterrence a La Ruse: Its Uniqueness, Sources and
Implications’, in NL ARMS Netherlands Annual Review of Military Studies 2020: Deterrence in the 21st
Century—Insights from Theory and Practice, ed. Frans Osinga and Tim Sweijs, NL ARMS (The Hague: TM.C.
Asser Press, 2021), 16175, https://doi.org/101007/978-94-6265-419-8_9; Kristin Ven Bruusgaard, ‘The
Russian Rogue in the New Nuclear Posture Review’, Texas National Security Review, Policy Roundtable: The
Trump Administration’s Nuclear Posture Review, 13 February 2018; Kristin Ven Bruusgaard, ‘Russian Strategic
Deterrence’, Survival 58, no. 4 (2016): 7-26; Hans M. Kristensen and Matt Korda, ‘Russian Nuclear Weapons,
2022, Bulletin of the Atomic Scientists 78, no. 2 (4 March 2022): 98—121.

3 Pierre de Dreuzy and Andrea Gilli, ' NATO Review - Russia’s Nuclear Coercion in Ukraine’, NATO Review, 29
November 2022, https://www.nato.int/docu/review/articles/2022/11/29/russias-nuclear-coer-
cion-in-ukraine/index.html; John Erath, ‘In Ukraine, Putin Tries His Hand at Nuclear Blackmail. Here Are Seven
Ways to Thwart Him.", Bulletin of the Atomic Scientists (blog), 17 December 2021, https://thebulletin.
org/2021/12/in-ukraine-putin-tries-his-hand-at-nuclear-blackmail-here-are-seven-ways-to-thwart-him/;
‘Putin Puts Russia’s Nuclear Deterrent Forces On High Alert, Raising Tensions Further’, Radio Free Europe /
Radio Liberty, 27 February 2022, https://www.rferl.org/a/putin-russia-nuclear-deterrant-forc-
es-alert/31726441.html.

4 Matthew Luxmoore, ‘Russia’s Death Toll From Ukraine War Is as High as 60,000, U.K. Says’, Wall Street Journal,
17 February 2023, sec. World, https://www.wsj.com/articles/russias-death-toll-from-ukraine-war-is-as-high-
as-60-000-u-k-says-14305bab.


https://www.politico.eu/article/nato-putin-russia-nuclear-weapons-ukraine-war/
https://www.politico.eu/article/nato-putin-russia-nuclear-weapons-ukraine-war/
https://www.bbc.com/news/world-europe-31899680
https://doi.org/10.1007/978-94-6265-419-8_9
https://www.nato.int/docu/review/articles/2022/11/29/russias-nuclear-coercion-in-ukraine/index.html
https://www.nato.int/docu/review/articles/2022/11/29/russias-nuclear-coercion-in-ukraine/index.html
https://thebulletin.org/2021/12/in-ukraine-putin-tries-his-hand-at-nuclear-blackmail-here-are-seven-ways-to-thwart-him/
https://thebulletin.org/2021/12/in-ukraine-putin-tries-his-hand-at-nuclear-blackmail-here-are-seven-ways-to-thwart-him/
https://www.rferl.org/a/putin-russia-nuclear-deterrant-forces-alert/31726441.html
https://www.rferl.org/a/putin-russia-nuclear-deterrant-forces-alert/31726441.html
https://www.wsj.com/articles/russias-death-toll-from-ukraine-war-is-as-high-as-60-000-u-k-says-14305ba5
https://www.wsj.com/articles/russias-death-toll-from-ukraine-war-is-as-high-as-60-000-u-k-says-14305ba5
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such as the HIMARS, has contributed to these losses. Russia has also expended large
numbers of cruise missiles and other precision guided munitions (PGM) at Ukrainian civilian
and military targets,® including the dual-capable Iskander and S-300 ground-launched
missiles, Kalibr sea-launched missiles, and Kh-101, Kh-22, and Kh-47M2 Kinzhal air-launched
missiles. Russia’s conventional capabilities have thus severely deteriorated. Unclear is
whether and how Russia’s conventional losses and poor preparations extend to Russia’s
nuclear arsenal and infrastructure.

After February 2022, European security has again become more complicated, and includes
multiple nuclear dynamics that were previously thought unthinkable; scenarios that were
onthe backburner for three decades must be brought to the fore again and we must think
hard about how to prevent the risk of nuclear escalation.? Importantly, as European states
continue their material and rhetorical support for Ukraine, realistic and informed discus-
sion must be had about the risks entailed, however uncomfortable. Additionally, European
arms deliveries are couched in terms of support for Ukraine, rather than on shaping Russian
behaviour towards favourable outcomes. U.S. support has seemingly been more cautious,
with particular hesitation in providing longer-range missiles that could strike deep into
Russian territory.”

This brief explores whether the costs, stresses, and strains of the war on Russia’s capabili-
ties, infrastructure, and organisation have made Russian inadvertent escalation more likely,
considering how its doctrine has integrated nuclear weapons into its conventional strategy.
With inadvertent escalation, we look specifically at the use of nuclear weapons unintentionally
brought on by actions of Ukraine or NATO members in the conventional domain. This means
that we do not consider escalation due to error (accidental escalation) and not a deliberate
set of actions undertaken to deter or to coerce (deliberate escalation).® Nor is the focus on
the miscalculation of deliberately sent signals. Rather, the emphasis is on those seemingly
non-escalatory actions in the conventional domain, from a Dutch and/or NATO perspective,
that unintentionally trigger a nuclear response. Reducing the risk of inadvertent escalationis
not served by instilling existential fear in Russia for the consequences of its actions. Instead,
it requires establishing a shared understanding of the purpose of one’s own actions, and by
refraining from actions that could trigger inadvertent escalation.

The question of the likelihood of Russian inadvertent escalation is relevant because this is
arguably the first time that a nuclear great power has been involved in a war that is so close to
existential for the survival of its regime.? It is certainly the first time that a state that has been so
dependent on nuclear weapons for its international status has seen its other pillars of powers
challenged. Animperfect analogy is the 2017 U.S. — North Korean nuclear crisis, which raised

5 Jack Buckby, ‘Russia Has Used Almost 90% Of Its Iskander Missiles in Ukraine’, 19FortyFive (blog), 22
November 2022, https://www.19fortyfive.com/2022/11/russia-has-used-almost-90-of-its-iskander-missiles-
in-ukraine/.

6 Daan Sanders, Tim Sweijs, and Paul Van Hooft, ‘Preventing the (Un) Thinkable: Escalation Scenarios and Risk
Reduction Measures for Russia and NATO Following the War in Ukraine’ (The Hague, Netherlands: Hague
Centre for Strategic Studies, 2022), https://hcss.nl/report/preventing-unthinkable-escalation-risk-reduc-
tion-measures-russia-nato-war-ukraine/.

7  PaulMcLeary, Lara Seligman, and Alexander Ward, ‘U.S. Tells Ukraine It Won't Send Long-Range Missiles
Because It Has Few to Spare’, Politico, 13 February 2023, https://www.politico.com/
news/2023/02/13/u-s-wont-send-long-range-missiles-ukraine-00082652.

8 Forrest E. Morgan, Project Air Force (U.S.), and United States, eds., Dangerous Thresholds: Managing
Escalation in the 21st Century, Rand Corporation Monograph Series (Santa Monica, CA: RAND Project Air
Force, 2008),19-28. See also: Sanders, Sweijs, and Van Hooft, ‘Preventing the (Un) Thinkable’.

9  Arguably the closest similar case is during the 1973 Yom Kippur War when Israeli prime minister Golda Meir
considered the use of nuclear weapons as Israeli armed forces were threatened by the coalition of Arab
states.


http://fortyfive.com/2022/11/russia-has-used-almost-90-of-its-iskander-missiles-in-ukraine/
http://fortyfive.com/2022/11/russia-has-used-almost-90-of-its-iskander-missiles-in-ukraine/
https://hcss.nl/report/preventing-unthinkable-escalation-risk-reduction-measures-russia-nato-war-ukraine/
https://hcss.nl/report/preventing-unthinkable-escalation-risk-reduction-measures-russia-nato-war-ukraine/
https://www.politico.com/news/2023/02/13/u-s-wont-send-long-range-missiles-ukraine-00082652
https://www.politico.com/news/2023/02/13/u-s-wont-send-long-range-missiles-ukraine-00082652
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the spectre of a nuclear war due to the heightened risk of inadvertent escalation. Heightened
rhetoric and forces on high alert made it almost impossible to separate the signal from the
noise along the demilitarized zone (DMZ).° That such risk occurred within a relatively minor
power should warrant caution in the Russian case.

In this brief, we apply insights from both classic Cold War scholarship oninadvertent esca-
lation, as well as the growing literature on the effect of emerging technologies and dual-use
conventional and nuclear weapons and infrastructure on the likely emerging status quoin
Russia during and after a prolonged war in Ukraine. We also provide recommendations that
Dutch and other European policymakers should be mindful of when engaging both bilaterally
and within wider forums, particularly in NATO.

We establish four mechanisms for inadvertent escalation: (1) uncertainty about offensive and
defensive intentions; (2) military-organisational features that strengthen offensive outlooks;
(3) uncertainty and lack of access to reliable information; and (4) commingling, entanglement,
and co-hosting of conventional and nuclear weapons and infrastructure. We then apply these
to the case of Russia moving forwards from 2022 and conclude that there is an increased risk
of inadvertent escalation for all four. On that basis we offer recommendations how to close
these windows of inadvertent escalation before they open.

10 Van Jackson, On the Brink: Trump, Kim, and the Threat of Nuclear War (Cambridge: Cambridge University
Press, 2018), 197, https://doi.org/101017/9781108562225.


https://doi.org/10.1017/9781108562225
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Inadvertent
escalationis
escalation to the
nuclear level that is
unplanned and
unintentional and
the result of a
combatant’s
intentional actions
in the non-nuclear
domain.

2. Inadvertent
escalation:
unintentional spill over
from conventional to
nuclear war

Inadvertent escalation is escalation to the nuclear level that is unplanned and unintentional
and the result of a combatant’s intentional actions in the non-nuclear domain. These non-nu-
clear actions caninclude both large conventional operations that come in direct contact with
the adversary’s nuclear forces, and thereby undermine the target’s confidence in their ability
to use these forces appropriately in the future, as well as the use of kinetic and increasingly
also non-kinetic means to disrupt and destroy the adversary’s command, control, communi-
cation, and information (C3I) systems and infrastructure. The direct contact between actions
in the non-nuclear domain with the adversary’s nuclear forces can unintentionally cross a
vertical or horizontal threshold that sparks the inherent fears of the adversary that they are
about to lose their secure second strike capability.

Inadvertent escalation is therefore one pathway to escalation within crisis instability. Crisis
instability and deterrence instability are both different aspects of strategic instability.
Deterrence instability looks at whether one or both nuclear-armed adversaries believe they
are losing their secure second strike in the medium-to-long term through the existing or
future capabilities of the adversary. The perception of being at a disadvantage can trigger
arms racing through quantitative or qualitative investments. Crisis instability describes the
situation during a crisis when a state believes it will lose its second strike ability unless it takes
immediate action against the adversary. Within this category of crisis instability, inadvertent
escalation is the result of unintended second- and third-order consequences of the use of
non-nuclear forces"

During the Russian war in Ukraine, so far, NATO and Russian armed forces have not directly
fought each other. This would seem to undermine the need to examine the pathways to inad-
vertent escalation between them. However, NATO and Russian forces are consistently close
todirect contact, are likely to come closer due to the northern enlargement of NATO, while
NATO-trained, armed, and supported Ukrainian forces are directly engaging against Russian

11 Barry Posen, Inadvertent Escalation: Conventional War and Nuclear Risks, Cornell paperbacks edition (Ithaca,
New York: Cornell University Press, 2014), 1-2. Morgan, Project Air Force (U.S.), and United States, Dangerous
Thresholds, 23; James M. Acton, ‘Escalation through Entanglement: How the Vulnerability of Com-
mand-and-Control Systems Raises the Risks of an Inadvertent Nuclear War’, International Security 43, no. 1
(August 2018): 56-99, https://doi.org/10.1162/isec_a_00320; Caitlin Talmadge, ‘Would China Go Nuclear?
Assessing the Risk of Chinese Nuclear Escalation in a Conventional War with the United States’, International
Security 41, no. 4 (2017): 50-92.


https://doi.org/10.1162/isec_a_00320
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dual-use capabilities and infrastructure. These crisis dynamics are taking place while Russian
forces, dual-use capabilities and infrastructure, and Russian leadership have been and are
consistently under pressure, if not actively deteriorating.

In the sections below we discuss the four general mechanisms of inadvertent escalation, the
predictions for Russia after its 2022 invasion of Ukraine, and the evidence for those mecha-
nisms or pathways being present.
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3. General mechanisms
of inadvertent nuclear
escalation

The stresses on Russia’s material and personnel, as well as the changes in the distribution
of capabilities and points of contacts with NATO and its partners, contribute to an increased
likelihood of inadvertent escalation and thereby undermine strategic stability.

In our discussion of the mechanisms of inadvertent escalations as they relate to Russia as
anuclear power during and after the war in Ukraine, we draw on Barry Posen’s foundational
work on inadvertent escalation,”? to which we consider subsequent scholarship.® Posen
identifies three origins of inadvertent escalation, which other scholars have used as well: (1)
the security dilemma that makes offensive and defensive actions difficult to distinguish; (2)
the nature of military organisations and their organisational dynamics; (3) the uncertainty

/ absence of reliable information in the midst of a crisis. Based on subsequent scholar-
ship, we include an origin of inadvertent escalation that is close to the first, but still distinct,
namely (4) the increased co-mingling of the infrastructure of advanced conventional and
nuclear weapons.* We argue that the addition of the latter is needed due to the increasing
use of emerging technologies that complicate and blur the distinction between the conven-
tional and nuclear domains. That said, all four mechanisms are mutually reinforcing and
non-mutually exclusive. Table 2 below summarises the four mechanisms of or pathways to
inadvertent escalation.

12 Posen, Inadvertent Escalation.

13 Among others, Keir A. Lieber and Daryl G. Press, ‘The New Era of Counterforce: Technological Change and the
Future of Nuclear Deterrence’, International Security 41, no. 4 (April 2017): 9-49, https://doi.org/101162/
ISEC_a_00273; Caitlin Talmadge, ‘Emerging Technology and Intra-War Escalation Risks: Evidence from the
Cold War, Implications for Today’, Journal of Strategic Studies 42, no. 6 (19 September 2019): 864-87, https:/
doi.org/101080/01402390.20191631811; Jesse T. Wasson and Christopher E. Bluesteen, ‘Taking the Archers
for Granted: Emerging Threats to Nuclear Weapon Delivery Systems’, Defence Studies 18, no. 4 (2 October
2018): 433-53, https://doi.org/101080/14702436.20181528137; Andrew F. Krepinevich, ‘The Eroding Balance
of Terror: The Decline of Deterrence’, Foreign Affairs 98, no. 1 (February 2019): 62-75; Zenel Garcia, ‘Strategic
Stability in the Twenty-First Century: The Challenge of the Second Nuclear Age and the Logic of Stability Inter-
dependence’, Comparative Strategy 36, no. 4 (8 August 2017): 35465, https://doi.org/101080/01495933.2017
1361207.

14 Acton, ‘Escalation through Entanglement’.


https://doi.org/10.1162/ISEC_a_00273
https://doi.org/10.1162/ISEC_a_00273
https://doi.org/10.1080/01402390.2019.1631811
https://doi.org/10.1080/01402390.2019.1631811
https://doi.org/10.1080/14702436.2018.1528137
https://doi.org/10.1080/01495933.2017.1361207
https://doi.org/10.1080/01495933.2017.1361207
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Table 2. General pathways to inadvertent nuclear escalation m

Pathway to inadvertent escalation

Security dilemma + offensive/  (a)  inability to distinguish whether conventional attack is a defensive or offensive move when in contact with or in

defensive indistinguishability the proximity of nuclear forces, leading to an incorrect assessment of adversary intentions

Nature of military (a) military organisations search for organisational autonomy vis-a-vis each other and civilians, leading to
organisations + the dynamics disconnects during crises

of civil-military relations (b)  military organisations have a preference for offensive operations with a “theory for victory”, leading to more

aggressive actions during crises;
(c) individuals and groups within military organisations are likely to make mistakes during a crisis

Uncertainty / overload of (a) absence of information during a crisis due to adversary’s actions against information network, leading to

information exacerbated incorrect assessment of adversary intentions

by C3l deterioration (b) overload of information during a crisis due to multiple sensors, leading to incorrect assessment of adversary
intentions

Commingling / entanglement ~ (a)  use of dual-use conventional and nuclear delivery systems leading to incorrect assessment of adversary
conventional and nuclear intentions
(b) co-location of dual-use conventional and nuclear systems leading to incorrect assessment of adversary
intentions
(c) attack ondual-use / entangled C3l networks leading to incorrect assessment of adversary intentions

Mechanism 1:

Security dilemma and the
indistinguishability of offensive and
defensive actions

The first mechanism emphasises the uncertainty at the heart of the nature of the security
dilemma; the same military means that states acquire to defend themselves can be used for

Actions intended to

be defensive m ay attack and decision-makers thus struggle to interpret the intentions of their adversaries®

appear offen Sive tO Actionsintended to be defensive may appear offensive to the adversary and could then
trigger a reciprocal action, specifically if they fear it faces a situation of asymmetry.®

the adversary and

could then ’[rigger a Due to this inherent uncertainty about intentions, nuclear-armed adversaries can therefore

misinterpret the use of conventional weapons or simply be overwhelmed by the speed or
overflow of information. For example, when discussing the assertive Maritime Strategy the
US Navy pursued during the 1980s, Posen argued that the ostensibly defensive objectives
where US attack submarines would hunt down Soviet strategic ballistic missile submarines
could have led the Soviet Union to conclude that the United States has initiated offensive
operations.” Or, for example, the inclusion of artificial intelligence in air and missile detection
and defence systems would increase the speed of decision-making to the extent that human
decision-makers would have difficulties interpreting the signals of adversaries.® There are
many possible sources of misinterpretations of intentions that can undermine appropriate
interpretations of adversary intentions.

reciprocal action...

15 Jeffrey W. Legro, ‘Military Culture and Inadvertent Escalation in World War I, International Security 18, no. 4
(1994): 108, https://doi.org/10.2307/2539179. James Johnson, ‘Inadvertent Escalation in the Age of Intelli-
gence Machines: A New Model for Nuclear Risk in the Digital Age’, European Journal of International Security,
15 October 2021, 1-23, https://doi.org/10.1017/eis.2021.23. Posen, Inadvertent Escalation, 113.

16 Johnson, ‘Inadvertent Escalation in the Age of Intelligence Machines'.

17 Barry R. Posen, ‘Inadvertent Nuclear War?: Escalation and NATO’s Northern Flank’, International Security 7, no.
2(1982):32.

18 Johnson, ‘Inadvertent Escalation in the Age of Intelligence Machines'.


https://doi.org/10.2307/2539179
https://doi.org/10.1017/eis.2021.23

Pathways to Disaster: Russia’s War against Ukraine and the Risks of Inadvertent Nuclear Escalation 8

.military
organisations are
inherently pre-
occupied with
winning wars and
thus have a
proclivity for
offensive
operations.

Mechanism 2:
Nature of military organisations and
organisational dynamics

The second mechanism underlines the organisational features of military organisations,
inter-service competition, and civil-military dynamics. Military organisations - like all organisa-
tions —look for greater autonomy and resources. Military services can be in competition with
each other over these resources. Moreover, military organisations are inherently pre-occu-
pied with winning wars and thus have a proclivity for offensive operations. They resist civilian
interventions when they believe these will hinder offensive operations.® They also tend
towards insularity and secrecy, particularly within strategic forces charged with managing and
operating nuclear weapons. A key methodological problem however is that looking behind
the curtain of internal dynamics within such forces is difficult in peacetime and even more so
during an ongoing conflict. Past patterns of behaviour coupled with insights gained as time
progresses can alleviate some of this challenge to support analyses.

Due to the organisational interests and dynamics of and within the military, the armed forces
may seek to acquire conventional or dual-use capabilities and/or pursue an offensive doctrine
with these capabilities that threatens the nuclear capabilities of the adversary. For example,
the pursuit of the Maritime Strategy by the US Navy was a consequence of their desire to play
amore active role in the primarily air and land centric nature of NATO'’s planning for a conven-
tional conflict in Europe. Or, as another example, the nuclear triad on which the United States
armed forces rely not only derives from a strategic incentive for greater flexibility to ensure a
secure second strike. The Intercontinental Ballistic Missiles (ICBM), Sea-Launched Ballistic
Missiles (SLBM), and strategic bombers give both the navy and air force arole in the nuclear
enterprise. In the Russian, and in the past Soviet, context, such autonomy-seeking is just as
common, and often played a role in nuclear crises. In 1962, the head of the Soviet Strategic
Missile Forces Marshal Kirill Moskalenko argued against the placement of weaponsin Cuba
based largely on parochial interests, and was removed from his position by Khrushchev.2°

Mechanism 3:
Uncertainty caused by C3l deterioration

The third mechanism underlines the general role of complexity and the difficulties for deci-
sion-makers to gather reliable information during a crisis as their command, control, commu-
nications, and intelligence (C3l) systems are stressed.?' As the stresses and strains on the
system mount, misperceptions by either of the nuclear-armed adversaries become more
likely, as will be the loss of information due to attacks on or collateral damage to informa-

tion systems. The so-called “fog of war” complicates the assessment of the character and
direction of the crisis, further impedes the ability to distinguish the adversary’s offensive from

19 Posen, Inadvertent Escalation, 16. Legro, ‘Military Culture and Inadvertent Escalation in World War II'.

20 Steven Zaloga, ‘The Missiles of October: Soviet Ballistic Missile Forces during the Cuban Crisis’, The Journal of
Soviet Military Studies 3, no. 2 (1990): 307-23.

21 Posen, Inadvertent Escalation, 19. Legro, ‘Military Culture and Inadvertent Escalation in World War II'.
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defensive intentions, and could give the false impression that the nuclear arsenal and/or the

supporting infrastructure is under attack.??

Due to the general absence of reliable or complete information, decision-makers may wrongly
conclude that their second strike capability is deteriorating and consequently inadvertently
commit to nuclear escalation. For example, during the Cuban Missile Crisis, the US enforced
the blockade of Cuba by anti-submarine warfare. Attacks on Soviet forces were misunder-
stood by the commanding officers of the Soviet submarine B-59 as part of a US first strike
and almost led to the launch of the submarine’s nuclear weapons. Information complexity

is a general characteristic of armed conflict, but one that has been amplified by emerging
technologies — specifically the ubiquity of networked sensors that boost the volume, speed,
and character of information. 23 Ironically, for current-day decision-makers, the collection,
management, and interpretation of information may be more difficult than for their Cold War
predecessors.?* Thisis particularly likely during the current war against Ukraine, where
Russian, Ukrainian, and NATO forces and alert systems are heightened, creating a situation
where the primary indicators each side might look for to assess whether a strike isimminent
are continuously active. The signalis becoming more and more difficult to separate from

the noise.?®

Mechanism 4:

Commingling of conventional and
nuclear weapons and infrastructure,
specifically with emerging technologies

The fourth mechanism emphasises the entanglement and commingling of conventional and
nuclear weapons and infrastructure. Entanglement takes place through (1) the fielding of
dual-capable delivery systems that can carry both conventional and nuclear payloads; (2) the
co-location of conventional and nuclear forces, as well as their support infrastructure; (3) the
overlapping command, control, communication, and intelligence (C3l) infrastructures, which
includes early warning, space surveillance, and air defence radars.2®

Due to this entanglement and commingling of conventional and nuclear weapons and infra-
structure, therisk increases that a state attacks an asset that is crucial for the adversary’s
ability to conduct conventional conflict, which the adversary may theninterpret as apart of a
counterforce attack. For example, the Chinese nuclear forces rely on dual-capable ballistic
missiles to target US aircraft carriers, airfields, and ports to impede US air- and naval power

22 Posen, Inadvertent Escalation, 10. Johnson, ‘Inadvertent Escalation in the Age of Intelligence Machines’.

23 RebeccaK.C. Hersman and Reja Younis, ‘Surveillance, Situational Awareness, and Warning at the Convention-
al-Strategic Interface’, Nuclear Nexus (CSIS, 15 January 2021).

24 Johnson, ‘Inadvertent Escalation in the Age of Intelligence Machines'.

25 Jackson, On the Brink,197.

26 A Peczeliand B Bahney, ‘The Role of Nuclear-Conventional Intermingling on State Decision-Making and the
Risk of Inadvertent Escalation’, 4 October 2021, https://doi.org/10.2172/1836194. Rebecca K.C. Hersman and
Reja Younis, ‘Surveillance, Situational Awareness, and Warning at the Conventional-Strategic Interface’.
Talmadge, ‘Would China Go Nuclear?’ Michael T. Klare, ‘A Strategy for Reducing the Escalatory Dangers of
Emerging Technologies’, Arms Control Today 50, no. 10 (December 2020): 23. Acton, ‘Escalation through
Entanglement’.
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projection, and on anintegrated air defence network to intercept attacks. Yet, following its
Joint Concept for Manoeuvre in the Global Commons concept, the United States would likely
immediately target launch sites for missiles and radars to prevent China’s so-called anti-ac-
cess area denial strategy from succeeding.?” This could then very well lead the Chinese to
believe that their nuclear forces are under attack.

Emerging technologies exacerbate the entanglement and comingling problems.8 For
example, evolved cyberweapons could be used to temporarily disable C3l capabilities in

the opening stages of conflict, but also unintentionally undermine the C3l used for nuclear
decision-making.?® Cyberespionage could appear to be an attack; the ubiquitous nature of
networked information has made such attacks nearly inevitable as it has the response.®°
Improvements in speed and precision allow conventional weapons — specifically hypersonic
weapons —to fulfil counterforce tasks, and their use could be misperceived by the adversary.®
The growing complexity of informational infrastructure — sensors and computers, as well as
artificial intelligence —facilitating the gathering of information for decision-making on both
offensive attacks as well as air- and missile defence has made warning time and assessments
of intention more difficult due to the sheer volume of data.3?

1

27 Talmadge, ‘Would China Go Nuclear?’

28 Based on Cold War cases, Caitlin Talmadge argues that emerging technologies are likelier to act as interven-
ing variables that may or may not accelerate escalation. Talmadge, ‘Emerging Technology and Intra-War
Escalation Risks’, 865.

29 James M. Acton, ‘Cyber Warfare & Inadvertent Escalation’, Daedalus 149, no. 2 (April 2020): 133-49, https://doi.
org/101162/daed_a_01794.133

30 Acton, ‘Escalation through Entanglement’, 62,63.

31 Michael T. Klare, ‘A Strategy for Reducing the Escalatory Dangers of Emerging Technologies’, 23. Rebecca
K.C. Hersman and Reja Younis, ‘Surveillance, Situational Awareness, and Warning at the Conventional-Strate-
gic Interface’.

32 RebeccaK.C.Hersman and Reja Younis, ‘Surveillance, Situational Awareness, and Warning at the Convention-
al-Strategic Interface’.
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Table 3.

Mechanism

Security dilemma + offensive/defensive
indistinguishability

Nature of military organisations +
dynamics civil-military relations

Uncertainty + absence / overload of
information

Commingling / entanglement conven-
tional and nuclear

Applying mechanisms of inadvertent
nuclear escalation to the Russia
post-2022 case

We take the four mechanisms identified above and then apply them to Russia in the wake of its
second invasion of Ukraine in February 2022. Table 3 below summarises our central expec-
tations for the Russian case. We then explore evidence for each of these pathways in the
following section.

Pathway to inadvertent escalation in Russian case
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decline in Russian dual-use missile stocks and air defence interceptors
increase in European advanced conventional weapon capabilities
enlargement of NATO bringing NATO forces closer to nuclear bastion on Kola Peninsula

create “use-it-or-lose-it” dynamics where NATO intentions are misinterpreted.

Russian armed forces overburdened by civilian demands

Frustrated Russian armed forces searching for greater autonomy from Kremlin
Armed forces agitation for offensive measures

Highly insular nuclear forces entangled with Russian Orthodox Church influence
Overtaxed individuals and groups potentially prone to errors

create incentives for aggressive actions versus NATO and Ukraine or for accidents to occur.

overuse of Russian C3l systems
poor maintenance of Russian C3l systems
damage to Russian C3l systems

create gaps in information where NATO intentions are misinterpreted.

use and collocation of dual-use missiles in attacks on Ukraine increases the risk of cyber-espio-
nage and attacks, or kinetic attacks on key parts of infrastructure

use of space assets for ground war in Ukraine increases the risk of cyber-espionage and attacks
(or other) on key partss of infrastructure

create additional pressures to misinterpret intentions by NATO.
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4. Evidence for pathways
toinadvertent nuclear
escalation with Russia

For each of the four mechanisms of (1) security dilemma, (2) the nature of military organisations,
(3) information access, and (4) commingling and entanglement we examine the empirical
evidence so far from Russia’s invasion of Ukraine. We recognise that this an inherently incomplete
exercise, based on open-source information. Yet, given the drastic changes in the European
security environment due to the war in Ukraine that directly affect decades of established norms
and expectations built up around nuclear weapons, nuclear doctrine, and employment together
with conventional weapons, we believe this is an essential exercise to perform nonetheless.

Mechanism 1.

Security dilemma: Russian declining
capabilities worsen difficulty in
distinguishing offensive from
defensive intentions

From the Russian perspective, due to (a) the decline of their own military capabilities due to
their expended missile stocks during their invasion of Ukraine, including dual-use missiles, as
well as air defence interceptors; (b) the increases in European NATO spending and specif-
ically investments in advanced conventional weapons such as (cruise) missiles; and (c) the
ongoing enlargement of NATO with the addition of Finland and pending accession of Sweden
bringing the concentration of NATO forces potentially closer to the Kola Peninsula where they
can threaten Russia’'s nuclear forces and C3l infrastructure, the balance of power has shifted
to the disadvantage of Russia. During a crisis, Russian civilian and/or military decision-makers
may come to the conclusion that NATO is attacking their weakened nuclear infrastructure and
taking advantage of their declining numerical advantage, and consequently escalate to the
nuclear level more quickly than before (“use-it-or-lose-it”).

Expended missile stocks

During its conventional invasion of Ukraine, Russia has used both its oldest as well as its more
modern missiles. This includes the dual-capable sea-launched 3M-14 Kalibr cruise missiles
and air-launched Kh-101. Moreover, it has launched S-300 air defence systems, in principle
dual-capable, to target ground targets.33 In addition, Russia started using Kh-22 (AS-4)

33 lan Williams, ‘Russia Doubles Down on Its Failed Air Campaign’, Center for Strategic & International Studies, 13
October 2022, https://www.csis.org/analysis/russia-doubles-down-its-failed-air-campaign.
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missiles.3* It has also fired nuclear-capable Kh-55 cruise missiles, the Iskander-M SRBMs,
and OTR-21Tochka SRBMs.® It should be also noted that Russia admitted using the obsolete
Tochka-U missiles.®® Out of the missiles discussed, the Iskander and S-300 ground-launched
missiles, Kalibr sea-launched missiles, and Kh-101, Kh-22, and Kh-47M2 Kinzhal air-launched
missiles are dual-capable.

Russia had been modernising its nuclear arsenal. It currently has a stockpile of approximately
4,477 nuclear warheads, of which approximately 1,588 strategic warheads are deployed:
about 812 on land-based ballistic missiles, with a roughly equal split between mobile launchers
and siloed launchers, about 576 on submarine-launched ballistic missiles, and possibly 200 at
heavy bomber bases.3” Russia stated that 83% of their ICBMs went through the modernisa-
tion process of replacing all missiles from the Soviet era.®®

The implication of this expenditure of Russian missile stocks is that Russia faces more difficult
choices during a conventional conflict regarding whether to prioritise arming its dual-ca-
pable missiles with conventional or nuclear warheads, where it is likely to have less flexibility
in terms of response to the nuclear level. The likelihood of inadvertent escalation goes up

as Russian decision-makers face more use-it-or-lose it choices as they risk having fewer
potential responses.

European balance of power shifting against Russia

The European balance of power is shifting. Beyond the expenditure of its missile stocks,
according to the latest estimates at the time of finalising the brief, Russia has suffered military
fatalities of approximately 60,000 to 70,000 personnel, lost around 1,500 to 2,000 major
battle tanks, 799 armoured carriers, 78 fixed-wing aircraft, and 80 rotary wing.3° At the same

34 Mark B. Schneider, ‘Lessons from Russian Missile Performance in Ukraine’, U.S. Naval Institute, 5 October
2022, https://www.usni.org/magazines/proceedings/2022/october/lessons-russian-missile-perfor-
mance-ukraine.

35 Brian Niemietz, ‘Russia Firing Nuclear-Capable Missiles with Dummy Heads: Ukraine Officials’, Yahoo!News, 2
December 2022, https://news.yahoo.com/russia-firing-nuclear-capable-missiles-233700890.html; Josh
Smith, ‘Russia’s Use of Missiles in Ukraine Is Real-World Case Study for Countries with Similar Weapons/,
National Post, 28 February 2022, https://nationalpost.com/news/world/russias-use-of-missiles-in-ukraine-is-
real-world-case-study-for-countries-with-similar-weapons.

36 Isabel van Brugen, ‘Russian Official Accidentally Reveals Missiles Being Used in Ukraine’, Newsweek, 13 July
2022, https://www.newsweek.com/russian-official-accidentally-reveals-missiles-used-ukraine-toch-
ka-u-1724266.

37 Approximately another 977 strategic warheads are in storage, along with about 1,912 nonstrategic warheads.
In addition to the military stockpile for operational forces, a large number — approximately 1,500 - of retired but
still largely intact warheads await dismantlement, for a total inventory of approximately 5,977 warheads.”
Kristensen and Korda, p.98.

38 Kristensen and Korda, pp.102-103. “The remaining Soviet-era ICBMs include the SS-18 and the SS-251...] 36
missile regiments are now equipped with modern strategic missile systems — 20 of which are mobile regiments
and 16 of which are siloed regiments [...] The SS-18 is scheduled to formally begin retiring in 2022, when the
SS-X-29 (Sarmat or RS-28) ICBM will begin to replace it at the Uzhur missile field.”

39 ‘How Many Russians Have Been Killed in Ukraine?’, The Economist, 8 March 2023, https://www.economist.
com/graphic-detail/2023/03/08/how-many-russians-have-been-killed-in-ukraine. Luxmoore, ‘Russia’s
Death Toll From Ukraine War Is as High as 60,000, U.K. Says’; Peter Weber, ‘Russia Has Lost More than 1,500
Battle Tanks in Ukraine War, Dutch War Monitor Confirms’, The Week, 10 February 2023, https://theweek.com/
russo-ukrainian-war/1020877/russia-has-lost-more-than-1500-battle-tanks-in-ukraine-war-dutch-war; Brad
Lendon, ‘At Least 1,000 Russian Tanks Destroyed in Ukraine, Monitoring Group Says’, CNN, 9 February 2023,
https://www.cnn.com/2023/02/09/europe/1000-russian-tanks-destroyed-ukraine-war-intl-hnk-ml/index.
html; Oryx, ‘Attack On Europe: Documenting Russian Equipment Losses During The 2022 Russian Invasion Of
Ukraine’, Oryx (blog), accessed 7 March 2023, https://www.oryxspioenkop.com/2022/02/attack-on-eu-
rope-documenting-equipment.html.
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time, European states are investing in advanced 4-5t generation aircraft, cruise and other
missiles, long-range artillery, missile defence, and other capabilities.*°

For example, in 2022 alone Finland, Germany, Poland, and Canada invested into the F-35
programme while several other European states including the Netherlands, Belgium,
Denmark, and Italy will continue to build their existing F-35 fleets.*' In Scandinavia, both
Sweden*? and Norway“® have invested into next-generation anti-ship missiles that will be
both fielded by their own forces and available for export. Responding to the war in Ukraine,
agroup of 14 NATO allies plus Finland and Sweden signed a letter of intent to procure a new
air-defence system with the overall programme dubbed the European Sky Shield Initiative.**
Poland and the three Baltic states have stated they will acquire the HIMARS long-range
artillery system,*® while an EU European Defence Fund project aims to provide a similar,
European-built system.46 Taken together, and this list is not exhaustive, European states are
taking serious steps to increase the capability of their armed forces.

There are two implications of this gradual shift in the military balance in Europe, even without
the role of the United States: (1) European states gain relatively more options in a conventional
confrontation; and (2) European states gain capabilities that have some counterforce poten-
tial. Both are pathways where Russian decision-makers may believe that their second strike
capabilities are threatened, and therefore escalate more quickly than before.#”

Enlargement of NATO in the North

With the enlargement of NATO to include Finland, and likely Sweden, NATO'’s presence
around the Russian Kola peninsula has increased. The pressure on Kola has further increased
due to Russia’s removal of the vast majority, i.e. over 80%, of its armed forces for the war effort
in Ukraine.*® The Kola peninsula s highly important for Russia’s secure second strike, as well
asits non-strategic weapons. The Russian Navy operates 10 nuclear-powered nuclear-armed
ballistic missile submarines (SSBNs) of two classes: five Delta IV (Project 667BRDM) and five
Borei (Project 955). Not all of these submarines are fully operational. The Deltas are all part of
the Northern Fleet and based at Yagelnaya Bay (Gadzhiyevo) on the Kola Peninsula. Three
Borei are assigned to the Pacific fleet, located on the Kamchatka Peninsula, with the plan to

40 Inaddition to a large buildup of European land capabilities which are not discussed here as they bear less
directly on our argument pertaining to inadvertent escalation pressures.

41 ‘F-35 Global Enterprise’, Lockheed Martin, accessed 30 December 2022, https://www.f35.com/f35/
global-enterprise.html.

42 ‘Robot 17’, Férsvarsmakten, accessed 30 December 2022, https://www.forsvarsmakten.se/sv/informa-
tion-och-fakta/materiel-och-teknik/vapen/robot-17/.

43 ‘NSM - Naval Strike Missile — Missile Systems’, Kongsberg, accessed 30 December 2022, https://www.
kongsberg.com/kda/what-we-do/defence-and-security/missile-systems/nsm-naval-strike-missile-nsm/.

44 14 NATO Allies and Finland Agree to Boost European Air Defence Capabilities’, North Atlantic Treaty
Organization, 13 October 2022, https://www.nato.int/cps/en/natohg/news_208103.htm.

45 Jake Thomas, ‘Poland, Baltic States Now Looking at HIMARS for Protection Against Russia’, Newsweek, 26
July 2022, https://www.newsweek.com/poland-baltic-states-now-looking-himars-protection-against-rus-
sia-1728199.

46 Christina Mackenzie, ‘EU Investing Millions in New Missile Range Extension Program MARSEUS’, Breaking
Defense (blog), 26 July 2022, https://breakingdefense.sites.breakingmedia.com/2022/07/eu-investing-mil-
lions-in-new-missile-range-extension-program-marseus/.

47 Dmitry Stefanovich, ‘Proliferation and Threats of Reconnaissance-Strike Systems: A Russian Perspective’,
The Nonproliferation Review 27, no.1-3 (2020):107.

48 Thomas Nilsen, ‘Land Forces at Kola Reduced to One-Fifth, Norwegian Intelligence Says', The Independent
Barents Observer, 13 February 2023, https://thebarentsobserver.com/en/security/2023/02/four-fifths-kola-
land-forces-wiped-out.
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eventually have an equal splitin SSBNs between the Northern and the Pacific Fleets.*® On the
Kola Peninsula, Yagel'naya base hosts the 315t Submarine Division of the Northern Fleet, with
the Delta IV-class submarine carrying 16 R-290RM/SS-N-23 with four warheads. Nerpich'ya
is a base of lesser importance because the submarines at base scheduled for elimination or
conversion for test launches, with the launchers operationally non-deployed.®°

The implications are three-fold: (1) NATO’s conventional anti-submarine warfare (ASW) capa-
bilities can threaten Russia’s SSBN as they operate near their bastions to a greater extent than
before; (2) acquisition or expansion of short- and medium-range precision-strike by Sweden,
Finland, and Norway, mentioned in the previous section, can threaten the Kola bases; and (3)
the potential placement of short- and medium-range precision-strike by NATO members can
threaten the Kola bases. Whether this happens or not, and whether the individual states or
NATO’s actions are defensive, from the Russian perspective the potential for offensive actions
hasincreased and this may shorten their response timelines.

In short, all three developments could create pathways towards Russian decision-makers
concluding that their nuclear arsenal or their delivery systems are at risk, and thus lead them
toescalate.

Mechanism 2.
Nature of the Russian political-military
organisation

After the stresses and strains of prolonged war against Ukraine, the Russian armed forces are
(a) under significant civilian burden to perform; (b) offensive, secretive, and insular, leading to
more dangerous and reckless actions with dual-use and nuclear forces; and (c) under intense
strain from a high operational tempo.

Due consideration of the individual and organisational level dynamics for those charged with
the handling and use of nuclear weaponsis vital to understand how inadvertent escalation
could occur. At the core of the escalation challenge are the individuals involved in deci-
sion-making, early warning systems, and those who would actually target and fire a nuclear
weapon. There is ample historical evidence from both during and after the Cold War of ‘near-
misses’ caused by insular organisations and human error. This section unravels the rational-
istic assumptions that nuclear command and control is a line of simple, direct orders passed
along from political leaders to military forces.

There are three levels in which to explore this mechanism from an organisational perspective.
First, the civil-military aspects of the Russian armed forces, especially those surrounding
nuclear command and control. A second lens is the organisational culture of the military itself,
particularly within the General Staff and the Strategic Rocket Forces. Finally, the individual/
psychological level of the officers and operators of nuclear weapons who exist in a high-pres-
sure and stressful environment.

49 Kristensen and Korda, pp107-108.

50 Tamara Patton, Pavel Podvig, and Phillip Schell,’A New START Model for Transparency in Nuclear Disarma-
ment: Individual Country Reports’ (New York & Geneva: United Nations Institute for Disarmament Research,
2013), 32-33, https://unidir.org/sites/default/files/publication/
pdfs//a-new-start-model-for-transparency-in-nuclear-disarmament-individual-country-reports-en-415.pdf.
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Civil-military relations

The relationship between the political and military authorities in Russia is sometimes difficult
to understand from a North American or European perspective. Additionally, the very nature
of the Russian regime and the heightened state of security makes any concrete information
difficult to find, making analysis of internal dynamics problematic. Nevertheless, past patterns
and some research by Russian experts allows for a look behind the Kremlin doors.

The lines between military and civilian roles in Russia are often quite blurred. For example,
the Russian minister of defence, despite never serving in the armed forces, holds the rank

of General.5' Both Sergei Shoigu and Putin have made deliberate efforts to blur these lines

in attempts to bridge the apparent civil-military divides emerging from the wars in Chechnya
and the 2008 Georgian War. This included replacements of civilian staff with active duty
officers in the Ministry of Defence, increasing the military roles of the FSB, and strengthening
the GRU (military intelligence) within the General Staff structure. In doing so, the military
became increasingly independent, while the civilian government became statist and far more
security oriented.%?

In the nuclear realm, and unlike the United States, the president does not have the sole
authority to authorise a nuclear strike. It requires the sign-off of two out of three officials:

the president, the minister of defence, and/or the chief of the general staff. The president is
required but the second can be either official. This places the military in a particularly powerful
position, as the Strategic Rocket Forces are under the general staff organisation rather than
the ministry. Despite this, the ministry of defence maintains the physical control of nuclear
warheads in storage sites under its 121" Directorate.®® This divided control over nuclear
weapons across civilian and military authorities places the state of Russian civil-military rela-
tions at the core of escalation considerations.

This independence of the armed forces gained in recent years has been under strain during
the invasion of Ukraine. From the planning stages to operational details, the privileged place
of the military has been under pressure. The special services, particularly the FSB, played

a significant (though thus far unsuccessful) role in planning the initial stages of the war. The
GRU shared in the FSB's planning failures as well, particularly in regards to failing to under-
stand the disposition of Ukrainian forces.>* Putin has also frequently fired generals who have
been unsuccessfulin their efforts, making consistency and unity of command a challenging
aspect of the war.®®

For the nuclear forces, the civil-military relationship is the core of their mission. Nuclear
command and control operates within this relational axis and is frequently exercised. Itis
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highly likely that the Strategic Rocket Forces and the General Staff elements tasked with
nuclear matters are under pressure by the authorities in the Presidential Administration. The
increased readiness alert to a ‘special regime of combat duty’,%® which has seen no evidence
of being lifted, the testing and deployment of the newly developed Sarmat (NATO reporting
name Satan-I) ICBM®’, and the conduct of a large-scale Grom nuclear exercise in October

2022 have likely created major demands on the capacity of the nuclear forces.>®

This higher alert status and integration of a new weapons system has likely increased the
daily pressure on the responsible staffs and operators. Additionally, civilian pressure during
exercises to stick to an acceptable ‘script’ makes operators more susceptible to surprise and
inadvertent action in the face of surprises. Most conventional exercises, such as the Zapad
series, are highly scripted, especially when a high-level political spectator is scheduled to
attend.®® Given that Zapad already includes nuclear escalation dynamics, there is little reason
that the explicitly nuclear Grom exercise does not face similarly high political pressure.

Separately, there is the potential that the normally independent Russian armed forces

could be agitating internally for nuclear escalation. Military organisations often express a
bias towards taking the offensive, including in nuclear affairs.2° US intelligence reported in
November 2022 that “senior Russian military leaders” had discussed the potential use of
tactical nuclear weapons in the face of battlefield setbacks in Ukraine. Given that this was out
of line with a recent speech by Putin which stressed that nuclear use in Ukraine was not immi-
nent, there is potential that this is a point of civil-military tension.®’ That there is little discrep-
ancy between NATO'’s deterrent messaging and posture does not necessarily mean that this
is a similar dynamic in Russia, however. The possibility of tension on this matter remains quite
possible, but the current evidence is not yet sufficient and is an area for further study.

Finally, there is the non-zerorisk of a coup detat by the armed forces against Putin which
carries with it an attendant risk of inadvertent escalation. During the August 1991 coupin
Moscow, Soviet leader Mikhail Gorbachev was not in control of the nuclear command and
control “suitcase” for over three days at a time when the miilitary was on high alert.?? Lack of
clear lines of authority during and after the chaos a coup presents can allow for both misun-
derstandings and for orders to be erroneously given by those who lack authority. Ascertaining
the precise level of risk in the current moment is a challenge, one not aided by frequent tabloid
headlines. It should not be underestimated the extent to which Putin has successfully
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engaged in coup-proofing efforts particularly by playing state institutions such as the military
andintelligence services off one another.5*

This leads to the possibility that Putin could escalate the conflict to out-manoeuvre more
hawkish opponents and use the escalation as a domestic pressure valve. That such oppo-
nents, such as Wagner Group CEO Yevgeny Prigozhin, could pose arisk to Putin’s power

has been raised in recent commentaries.®° The existence of the National Guard, to which the
regular Armed Forces can be subordinated by presidential orders®®, could facilitate a coup-
proofing effort which limits military advice that advocates restraint. Conversely, it could be
used to bring arecalcitrant Wagner Group in line, though not without risk of further deepening
divisions between the armed forces and the infamous private military company.8” Despite
this, the risk cannot be summarily discounted when considering inadvertent escalation in
relation to a regime which could lose civilian control of the military. There is within all of this the
consideration that past research has shown that the Russian public is unsupportive of nuclear
use, though supportive of maintaining a nuclear deterrent.?8 Though crackdowns on dissent
have been effective since the beginning of the war, a full write-off of public opinion is politically
unwise and analytically questionable. Elites seeking to court public opinion may have an
impact on civil-military deliberations on nuclear use.

In general, the nature of Russian civil-military relations makes inadvertent escalation more
rather than less likely. Political pressure on nuclear forces, tensions over the conduct of the
war between civilians and military officers, a heightened alert status, and an atmosphere of
tension with NATO during the war against Ukraine is all contributing to a mechanism that leads
to a higher risk of misperception.

Organisational culture

Military organisations, especially those charged with operating nuclear weapons, are insular,
highly-prized, and secretive. That these groups are so separated from other forces and
specialised in such hazardous technologies has led to some referring to such groups as a
‘nuclear priesthood’®® An example of this insular community and its influence on policy is the
General Staff Military Academy’s Centre for Military-Strategic Research (TsVSlI), founded

in 1985. The TsVSIl was composed of some of the Soviet Union’s most prominent military
academics, and since that time has included amongst its tasks “elaborating nuclear strategy
and the development of [the country’s] nuclear forces.””° Its influence on Russian strategy
and thought includes involvement in developing the country’s national security strategies,
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military doctrines, and its concepts on nuclear and non-nuclear deterrence.”! The closed-off
nature of debates related to nuclear strategy makes fully assessing any singular organisation
difficult, thoughit is precisely this secrecy and insularity that is the point.

In Russia, given the political saliency of nuclear weapons, the Strategic Rocket Forces have
aplace of highimportance in the armed forces. Their prioritisation in defence budget battles
is often taken as a given in the Russian military culture. This saliency has only increased
following Putin’s 2018 speech in which he unveiled a litany of new nuclear programmes and
subsequent nuclear coercion during the war against Ukraine. This has caused the General
Staff to make nuclear weapons more “useful” in policy,”? and could explain the increased
emphasis on so-called “tactical” weapons in recent years. Indeed, internal strategy debates
onnuclear deterrence and use are almost completely dominated by the military, as there are
no civilian structures inside Russia that can raise substantive challenges to state policy on
military affairs.”®

Continuing the priesthood metaphor, there has been a parallel development within the
Russian Strategic Rocket Forces that bears attention. The role and influence of the Russian
Orthodox Church and its clergy has grown to a level in which priests are akin to Soviet-era
political officers within the structure. Each leg of the nuclear triad even has its own patron
saint. The extent of this involvement of the Church, which s also closely aligned to the govern-
ment, has led to the argument that in a moment of crisis there could exist at the unit level “two
parallel lines of command authority.”” In relation to escalation dynamics it is also argued that,
“..the Russian nuclear clergy is less likely to constrain conflict. It might even ensure a relatively
easier path to escalation by legitimizing a belligerent political course...”” This has been seen
in war against Ukraine, in which Patriarch Kirill has stated that current “dangers...challenge the
very existence of our country.””® That the Russian Orthodox Church has become sointer-
woven into the nuclear command structure and is engaging in such existential rhetoric merits
attention from an organisational culture perspective.

The organisational culture in which the Russian nuclear forces exist then is small, secretive,
highly politically salient, and decidedly religious. Though these elements alone do not bode
well for avoiding inadvertent escalation, it is an optimistic sign that there is no evidence of the
Strategic Rocket Forces themselves having an institutional history of belligerence within the
military structures, though as described above this could well be changing. Yet, inadvertent
escalation does not necessarily require institutional agitation for pre-emption. Overall, the
implication is that Russian organisational arrangements do not lessen the risk of misper-
ception and inadvertent escalation while the culture in which it operates can be argued to
increase their risk.
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Individual and group psychology

At the core of the nuclear enterprise are small groups of military professionals who are as
equally susceptible to stress, poor judgement, and mistakes as the rest of the population.
Despite in-depth screenings and rigorous training, accidents can always occur. Soviet
premier Yuri Andropov confided to the West German politician Hans-Jochen Vogel that “the
button that activates the nuclear weapon could be a drunken American sergeant or adrug
addict.””” Thisis animportant point when considering inadvertent escalation, wherein the
possibilities of misperception and poor judgement permeate down to the individual level.
Given theimmense pressure that staffs and operators are under in Russia at this moment, the
capacities of individuals to be aware of understand behaviour correctly is vital.

Nuclear weapons facilities are often geographically isolated and create immense pressures
on the individuals stationed there. Operators in ICBM launch centres, aboard nuclear subma-
rines, and those in the air in bombers or command and control aircraft spend long periods in
near isolation, rigorously drilling and testing the most hazardous weapons on Earth. Ina1985
study conducted on behalf of the U.S. National Institute of Health it was found that, “Nuclear
weapons duty is known to be conducive to serious behavioural problems,” and “During emer-
gencies, sleep deprivation and heavy responsibilities may cause inaccuracy in judgment,
hostility, or paranoia.””® A former U.S. naval officer described his duties as “sustained, debili-
tating vigilance.””®

Such an environment that equally mixes stress and boredom breeds misperception. There
are any number of close-calls when it comes to nuclear weapons, many of which have been
caused by human error. Disaster would then only be averted via human intervention or luck.
Whether it is missiles with nuclear warheads being accidentally loaded onto bomber wings
or falsely interpreting a conventional missile as a nuclear one®°, such incidents have a real
possibility of triggering a spiral of misperception and fear that causes inadvertent escalation.
Individuals have also thwarted inadvertent escalation as well. Stanislav Petrov, a former lieu-
tenant-colonel of the Soviet Air Defence Forces, disobeyed protocol in a 1983 incident by not
reporting a warning of incoming missiles to his superiors. There were no missiles and Petrov
correctly judged it a false alarm.8!

The organisational culture of general isolation also isolates those in the nuclear forces

from the rest of the military and the consequences of ongoing fighting. Staff at the Main
Computational Centre of the General Staff (GVC), which has the task of targeting nuclear-ca-
pable cruise missiles, operates far from the battlefield of Ukraine from offices in Moscow

and St. Petersburg. Aninvestigative report by Bellingcat described an environment in which,
“these young people work from secure command centres in Moscow and St. Petersburg, and
appear to go about their lives with little interference from a war in which they play a crucial
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role.”®? There is a possibility that the distance from the actual fighting of this highly techno-
cratic staff inoculates them from battlefield nerves that can cause inadvertent escalation,
though could also lead to a reduction of warfighting to spots ona map.

The implications of the individual level for understanding inadvertent escalation is that over-
worked and isolated individuals and groups are more prone to misperception. Given that
certain groups, like radar operators and missile targeteers, play central roles in the Russian
nuclear command and control apparatus, there is little reason to expect that the risk for
misperception is much higher now given that the already stressful work is only heightened by
the war against Ukraine and maintaining a broader posture against NATO. Jim Storr’s book
The Human Face of War reminds us that war is, “fundamentally human, and waged between
complex human organizations.”® Put simply, civil-military tensions, the idiosyncrasies of
organisational cultures, and individual and group psychologies have material outcomes when
it comes to causing and/or avoiding inadvertent escalation. Past crises and current dynamics
have shown each of these elements acting individually and reinforcing one another in prac-
tice. At the core, inadvertent escalation is caused by individuals at radar screens, generalsin
command centres, and civilians at conference tables.

Mechanism 3.

Uncertainty and information absence or
overload: Russia’s C3l systems are
deteriorating and under attack

Russia’'s C3l networks are deteriorating due to persistent overuse in its war against Ukraine.
These networks are part of both the Russian nuclear command and control apparatus as well
asits early warning system. Degradation of this system poses risks of inadvertent escalation
due to the potential misinterpretation of NATO intentions should a crisis, related to the war

or otherwise, emerge. This deterioration of capability is caused by three primary factors: (a)
second-order impacts of the war itself; (b) the effects of sanctions on the Russian military-in-
dustrial complex; and (c) the potential consequences of offensive cyber operations.

The impact of the war and the role of sanctions

Understanding the impact of the war itself on Russian nuclear C3l requires an overview of
how the system works in theory, how it has modernised alongside conventional command
and control systems, and the measures that could interfere with its functioning. Given the
secrecy of the programme and any efforts to disrupt it, there is little in the way of measur-

able impact on the nuclear systems themselves. However modern armed forces, including
Russia’s, are largely beholden to a systems approach that leaves them vulnerable to measures
that degrade the ability of that system to function.
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Russian C3lis made up of a complex of command centres, communications systems, and
technical intelligence assets. For example, the early warning system is maintained by the
Main Centre for Missile Attack Warning (GTsPRN), which is fed information by a network of
radar stations and early-warning satellites. In the event of a nuclear conflict, the Main Centre
would transmit information to the nuclear ‘briefcases’ possessed by the president, minister of
defence, and the chief of the general staff. These cases are in turn connected to the Kazbek
system which would facilitate communications for decision-makers involved in the command
decisions to use nuclear weapons. This communications system is generally assumed to be
quite resilient and designed to function even in the event of nuclear war.8* However, it is impor-
tant to note the system upon which it relies. While the ultimate decision might be secure, itis
another matter for the radars, satellites,and command centres that connectit.

Early-warning radar systems operate persistently to track potential incoming missiles and
aircraft. Identifying and tracking a wide range of commercial and military traffic is difficult enough
in peacetime. In wartime, though alert statuses are heightened, the airspace is much more
crowded and frequently interfered with by electronic warfare measures. During the current war,
there are any number of cruise missiles, Russian and Ukrainian jets, drones, and aircraft of NATO
states that are either directly over or cruising near Russia. This is surely a technically taxing state
of affairs, both for the systems themselves and those who operate them. There is also the risk
of various radar failures, which can contribute to significant miscalculation. When the Soviet
Far East Command lied to Moscow about the functionality of radar systems on the Kamchatka
peninsula, it contributed to the shooting down of the civilian airliner, Korean Air 00782 Giventhe
reportedly high levels of corruption and official dishonesty within the Russian Armed Forces &°
there is reason enough to suspect that not all systems are fully functioning as they should,
risking escalation in that systems could falsely communicate that an attack is incoming.

Radars are one piece of the puzzle, satellites another. The war against Ukraine has been
called the “first two-sided space war”, where both Russia and Ukraine have been able to put
space to operational use.” Russia has seemingly been unable to leverage its space assets
toits fullest extent, with Western-provided space-based reconnaissance out-matching
Russian capabilities.2® The overall Russian space industry is facing setbacks from the impo-
sition of sanctions as well, particularly through being closed off from commercial markets
amongst North American and European states. Russia may even face difficulties offsetting
these setbacks in maintaining space access by partnering with others, as other states such
as China have been reticent to circumvent the sanctions regime.&° Should this spill over into
adegradation of the early-warning satellite system, Moscow may perceive itself vulnerable
enough to overreact to Western posturing or to draw on incomplete and flawed information.

However, sanctions may not have quite the impact on the overall Russian nuclear enterprise
as perhaps expected. A report from the Center for a New American Security (CNAS) has
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assessed that, “Russia has a history of insulating defense spending from economic down-
turn,” and “Itis reasonable to assume that Russia will allocate significant funds to replace its
most sensitive technologies.”®° There is little reason to assume that both the war and sanc-
tions will seriously degrade the functionality of Russia’s nuclear arsenal in the short-term.
Long-term deficiencies in critical supplies however could lead to the deterioration of sensitive
systems, particularly those electronic components imported from the West.

The degradation suffered by Russian conventional capabilities, alongside the strainon
early-warning systems, could impact the possibilities for inadvertent escalation. The same
CNAS report above warned that the pathway to nuclear war could become shortened as
the Russian ability to generate conventional deterrent forces and capabilities deteriorates.®!
Coupled with an over-taxed C3l architecture, the potential for non-war related degradation
(i.e., corruption and/or ineptitude), and the connection of these systems to overall nuclear
command and control could create accelerated pathways for escalation. The implicationis
that inaccurate or missing information caused by faltering systems could create fears of an
imminent first strike and generate a ‘use it or lose it response.

The impact of direct attacks on C3Il networks

The preceding section considered the degradation of C3I networks due to overtaxed
systems, second-order effects of conventional warfare, and the impact of sanctions. This
has not yet considered the potential degradation caused by direct actions taken during

the course of the war that could be degrading Russian C3I networks. The role of the cyber
domainis central to this consideration, as it has both featured prominently in the war andis a
frequently noted fear by Russian military leaders and theorists.®2

Evidence of the impact of cyber-attacks on secure Russian C3l systemsiis largely specu-
lative. There has been significant activity by both the Russian and Ukrainian states against
one another, with Ukraine supported by a vast array of volunteers, some organised into the
Ukrainian IT Army, others acting as hacktivists through groups like Anonymous. These actions
have led to many government sites and services being taken offline and the leak of personal
details from thousands of Russian military personnel and Ministry of Defence staff. Russia

has been under cyber-attacks at an “unprecedented scale.”®® The question is if this flurry of
activity in the cyber domain extend to more sensitive systems?

The opacity and high-level secrecy surrounding cyber-operations is a well-known challenge
to research on such actions.®* Despite this, there are clues that point to potential cyber-at-
tacks on such systems elsewhere. First is the acknowledgement that such operations are

in fact possible. In 2007, Israel hacked Syrian S-300 radars prior to bombing the Al Kubar
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The deterioration
and damage of
Russia’s nuclear
infrastructure could
lead to
misinterpretation of
NATO intentions
duringacrisis...

nuclear facility.® Fifteen years later, it is well within expectations that such capacities have
increased and are being fielded on modern battlefields. Secondly, there have been comments
from senior Western officials about such operations. The commander of US Cyber Command,
General Paul Nakasone, stated at a NATO conference in June 2022 that the United States
had “conducted a series of [cyber] operations across the full spectrum; offensive, defensive,
[and] information operations,” in support of Ukraine. That this was within US policy in the cyber
domain was later confirmed by the White House.%®

Itis technologically feasible to breach sensitive military systems and there is evidence pointing
towards this ongoing activity against Russia. Does this pose a serious risk of degradation that
could cause a second-order effect for escalation? From a technical perspective, the redun-
dancy between C3l systems reduces the overall effectiveness of cyber-attacks, whichis only
reinforced in the nuclear C3l environment.®” Still, should the vital systems upon which nuclear
C3ldepends (radars, satellites, and data links) be perceived as vulnerable to persistent attacks
or part of adisarming first strike, this could lead to a misinterpretation of intentions should a
crisis expand, inadvertently leading a cyber operation to escalate to the nuclear level.

Russia’'s C3l networks are (a) deteriorating due to persistent overuse during their war in
Ukraine; (b) the sanctions regime targeting sensitive military components; and (c) damaged
due to cyber- and other attacks from Ukraine and its partners. The deterioration and damage
of Russia’s nuclear infrastructure could lead to misinterpretation of NATO intentions during a
crisis, or even cause a crisis where inadvertent escalation becomes more likely.

Mechanism 4.
Commingling and entanglement of
conventional and nuclear systems

Russian armed forces (a) comingle and co-host conventional and nuclear system, while relying
on dual-capable missiles; (b) rely on dual-use advanced conventional weapons which increases
the risk of cyber-espionage and attacks (or through other means) by NATO, Ukraine, or others
against key parts of the infrastructure; and (c) rely on space-based assets to guide conven-
tional war in Ukraine which increases the risk of cyber-espionage and attacks (or through other
means) by NATO, Ukraine, or others against the space-based assets. Importantly, while this
risk has been consistently serious over time, and deserves serious attention on its own merits,
we do not assess it as having markedly increased solely due to the ongoing war.

Dual-capable systems and co-hosting

Russia co-hosts dual-capable bombers and conventional and nuclear warheads at key bases
and uses dual-capable missiles across a number of delivery platforms that it could rely on
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for non-strategic attacks. Russia relies on two types of nuclear-capable heavy bombers:

the Tu-160 Blackjack and the Tu-95MS Bear-H. The airbases in Engels and Ukrainka are
estimated to 11bombers of the former type and 56 of the latter.% Both bombers have ranges
exceeding 8000 km and may carry the nuclear AS-15 Kent (Kh-55) air-launched cruise missile
and are in the process of being upgraded to carry the new AS-23B (Kh-102) nuclear cruise
missile. The nuclear warheads are believed to be in central storage, with several hundred
deployed at the bases.®® The Long-Range Aviation Command supervises both bases,'®°
which have been used for attacks on Ukrainian cities, industry, and energy plants, especially
during the last months of 2022. In response, in December 2022, Ukrainian armed forces
conducted multiple drone strikes on the Engels airbase. As a result, Russia has moved at least
six of its strategic bombers based there to an unknown location.”’

Russia has also relied more on the threat of low-yield, so-called “tactical” nuclear weapons.
Kristensen and Korda estimate that Russia possesses approximately 1,912 nonstrategic
nuclear warheads that can be delivered through air, naval, ground, as well as defensive forces.
These include air-to-surface missiles, short range ballistic missiles, gravity bombs, and depth
charges for medium-range bombers, tactical bombers, and naval aviation, as well as anti-ship,
anti-submarine, and anti-aircraft missiles and torpedoes for surface ships and submarines,
anuclear ground-launched cruise missile, and Moscow’s antiballistic missile system.°? As
noted above, Russia has multiple dual-capable missiles that it has used in the Ukraine War,
including the Iskander and S-300 ground-launched missiles, Kalibr sea-launched missiles,
and Kh-101, Kh-22, and Kh-47M2 Kinzhal air-launched missiles. The Russian navy is the key
possessor of nonstrategic nuclear weapons with roughly 935 warheads for use by land-at-
tack cruise missiles, anti-ship cruise missiles, anti-submarine rockets, anti-aircraft missiles,
torpedoes, and depth charges, and these weapons could be fired from submarines, aircraft
carriers, cruisers, destroyers, frigates, corvettes, and naval aircraft!°® For example, the
Yasen-M class submarine is an updated version of the first Yasen submarine and can carry
32 dual-capable Kalibr missiles, as well as the SS-N-26 anti-ship cruise missile, SS-N-16
(Veter) nuclear anti-submarine rockets, and nuclear torpedoes* The Russian Air Force is
the second service in charge of nonstrategic nuclear weapons, to be carried by Tu-22M3
(Backfire) intermediate-range bombers, Su-24M (Fencer-D) fighter-bombers, the new Su-34
(Fullback) fighter bomber, and the MiG-31K. The development of long-range, dual-capable,
air-launched ballistic missiles — the 9-A-7760 Kinzhal —adds to a much-publicised element to
the Russian threat to escalate!®® Russia’s development of hypersonic weapons also contrib-
utes toits escalation potential, including the Avangard and the Tsirkon, that have primarily but
perhaps not exclusively nuclear tasks.°® Beyond the air- and sea-components, the 9M729
(SSC-8) ground-launched cruise missile — the missile that the United States considered in
violation of the INF Treaty - is also believed to be dual-capable!®” Finally, Russia also has plans

98 Patton, Podvig, and Schell, ’A New START Model for Transparency in Nuclear Disarmament: Individual Country
Reports’.
99 Kristensen and Korda, pp109-110.

100 Patton, Podvig, and Schell, ’A New START Model for Transparency in Nuclear Disarmament: Individual Country
Reports’.

101 Howard Altman, ‘Ukraine Strikes Back At Bomber Base Deep Inside Russia,, The Drive, 26 December 2022,
https://www.thedrive.com/the-war-zone/ukraine-strikes-back-at-bomber-base-deep-inside-russia.

102 Kristensen and Korda, p111.
103 Kristensen and Korda, p112.
104 Kristensen and Korda, p112.

105 Akshai Vikram, ‘Russia’s New Nuclear Weapons: Understanding Avangard, Kinzhal, and Tsirkon’, Nuclear
Network, 2 August 2021, https:/nuclearnetwork.csis.org/russias-new-nuclear-weapons-understand-
ing-avangard-kinzhal-and-tsirkon/. Kristensen and Korda, pp.112-113.

106 Vikram, ‘Russia’s New Nuclear Weapons'.
107 Kristensen and Korda, ‘Russian Nuclear Weapons, 2022’


https://www.thedrive.com/the-war-zone/ukraine-strikes-back-at-bomber-base-deep-inside-russia
https://nuclearnetwork.csis.org/russias-new-nuclear-weapons-understanding-avangard-kinzhal-and-tsirkon/
https://nuclearnetwork.csis.org/russias-new-nuclear-weapons-understanding-avangard-kinzhal-and-tsirkon/

Pathways to Disaster: Russia’s War against Ukraine and the Risks of Inadvertent Nuclear Escalation 26
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capable delivery
systems, located at
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risks of misuse or
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NATO or Ukrainian
intentions...

to use nuclear warheads inits air and missile defence forces, which is why the S-300 and
S-400 air and missile defence systems are considered dual-capable.”"%8

There are implications for the likelihood of inadvertent escalation. The tactical weapons can be
launched within minutes; fortunately, the tactical weapons are stored at limited number of loca-
tions where they would require significant amount of time —hours to days — to be matched to
delivery systems®® However, the extensive dual-capable delivery systems, located at limited
numbers of locations, add to the risks of misuse or misinterpretation of NATO or Ukrainian
intentions when confrontation comes close to them or when these bases are in effect attacked.

Entangled C3Il systems vulnerable to cyberattacks.

The 2022 Russian invasion of Ukraine saw a series of back-and-forth cyberattacks taking place
on C3l systems. Most of these originated from Russia. For example, one of the most relevant and
grave cyberattacks related to the Russian invasion of Ukraine concerns a hostile cyber activity
against Viasat's (a satellite provider) KA-SAT network'® The attack was carried out an hour
before the invasion with the objective to paralyse Ukrainian command and control!™ Moreover,
since the beginning of the invasion, Russia has engaged in jamming of signals and spoofing of
global navigation satellite systems.™® The cyber operations launched before and at the begin-
ning of the invasion were intended to create chaos and overburden Ukrainian defence systems
and social resilience. It is noteworthy that cyber operations combined with precision-guided
strikes, electronic warfare, and disinformation campaigns are designed to undermine infor-
mational advantage consisted of communications and intelligence to gain advantage in the
battlefield — this could explain why Russians intensified their attacks shortly before and at the
beginning of the invasion.® It is extremely difficult to conduct cyber operations so that they
create alasting strategic advantage, however, when aptly combined with conventional attacks,
they could help create a tactical advantage™ Yet, Russia’s C3l infrastructure is now a legiti-
mate target for Ukraine to stop precision attacks onits cities and industries.

The implication of potential vulnerabilities on the part of Russia for cyberattacks onits C3l
infrastructure for inadvertent escalation is that cyberweapons are difficult to attribute and
relatively asymmetric means to interfere with decision-making, making them a legitimate
means for Ukraine —and possibly non-state actors —to stop Russia’s attacks onits territory.

Entangled space-based assets

Russia usesiits space navigation system GLONASS (Global Satellite Navigation System),
which, as of 2020, was made up of 27 satellites and helps Russian military operate its nuclear
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arsenal’™® The system that was initiated as a purely military one has become a dual-use
programme. In essence, some satellites serve as an early warning system for hostile nuclear
missiles, called Lira"® The system would seemingly send signals directly to the President of
the Russian Federation’s nuclear suitcase, Cheget." Yet, GLONASS also carries Ruveta, a
signals intelligence system that provides targeting data on NATO surface vessels to Russian
naval forces for long-range anti-ship missiles."® In fact, Russia seems to actively use the
GLONASS system in conventional operations that involve high numbers of high-precision
weapons —such as previously in Syria™® Russia’s satellites are not only integral for early
warning and conventional targeting, but also the Russian nuclear command and control
system.?® Moreover, they guarantee the first warning of an incoming nuclear strike?' The
satellites used for nuclear command and control, as well as early warning systems are located
in high-altitude orbits;'>® However, the Pion-NKS, the most advanced satellite in the Lian
constellation, seems to be little used in Russia’s war on Ukraine. If so, Russia’s use of high-pre-
cision weapons and aviation can only rely on alimited number of satellites, limiting their effec-

tive use®®

The implications for inadvertent escalation are twofold: (1) attacks on Russia’s GLONASS to
stop Russia’s use of its satellites for targeting precision weapons on Ukraine could be misun-
derstood as directed as Russia’s nuclear infrastructure; and (2) with its dual-capable stockpile
of missiles declining, Russia has a diminished time window to act if it believes an attack is
imminent based on its space-based assets.

Summing up, dual-capable missiles and other delivery systems, also used for Russia’s
coercive nuclear strategy, rely on C3l and space-based assets that are also dual-capable.
Consequently, multiple pathways exist that could lead to inadvertent escalation, if Ukraine or
its partners attempt to stop Russia’s targeting of Ukrainian cities and industries with precision
weapons and bombers. Moreover, its dual-capable delivery systems and infrastructure, as
well as co-hosting, create additional pathways to escalation when Russian forces interact
with NATO forces.
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5. Conclusion and policy
recommendations:
reducing the risk of
iInadvertent nuclear
escalation.

The risk of inadvertent escalation scalation has increased across all four pathways. Our
main conclusions are concerning: there are an increasing number of pathways that could
lead to inadvertent escalation. Russia’s expenditure of dual-capable missile stocks, the
shifting balance of power in Europe to the advantage of NATO, and NATO's enlargement
likely bringing it closer to the Kola Peninsula increases the likelihood that Russia faces
“use-it-or-lose-it” choices. The Russian military is offensively minded, with the nuclear
class developing its own parochial ideology. Russian C3I systems are degraded through
sanctions and direct attacks. Finally, Russia has hosted conventional attacks on Ukraine
from similar locations, and using dual-capable delivery systems, as its nuclear arsenal.
(See Table 4)

Table 4. Pathways to inadvertent nuclear escalation

Risk inadvertent escalation

Pathway to inadvertent escalation

Military-organisational features complicate
decision-making and command and control
(2)

Uncertainty about offensive and defensive
intentions (1)

Uncertainty and lack of access to reliable
information (3)

Commingling, entanglement, and co-hosting
of conventional and nuclear weapons and
infrastructure (4)

Post-February 2022 situation

Russian civil-military relations are strained, the military is offen-
sively minded, with the nuclear elite developing its own paro-
chialideology, and military structures are under unique stress.

Highincrease

Russia’s expenditure of dual-capable missile stocks, the
shifting balance of power in Europe to the advantage of NATO,
and NATO's enlargement likely bringing it closer to the Kola
Peninsulaincreases the likelihood that Russia faces “use-it-or-
lose-it” choices.

Moderate increase

Moderate increase

Limited increase

Russian C3l systems are degraded through sanctions and
direct attacks.

Russia has hosted attacks on Ukraine from similar locations,
and using dual-capable delivery systems, as its nuclear
arsenal.
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.Itisclear NATO
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Of the four pathways, we argue that these have increased in the following manners?* The risk
of inadvertent escalation as a consequence of commingling, entanglement, and co-hosting
is significant, but has existed as a structural feature of the way modern weapon systems have
evolved. The Russian use of dual-capable missiles and attacks on Ukraine taking place from
bases that also host nuclear weapons, however, has led to a limited increase inrisk. The risk
of uncertainty about intentions has increased moderately due to simultaneous changes in
NATO and Russian troop levels and weapons, especially in areas close to Russian nuclear
bases. The use of Russian C3I systems to coordinate conventional attacks on Ukraine, as
well as the growing difficulties to maintain equipment due to the sanctions, we judge to have
led to amoderate increase in the risk of inadvertent nuclear escalation. However, we believe
that that the stresses and strains on the Russian military, the pressures to maintain good
relations with the Kremlin, the fear of disappointment, the resentment over facing strong
opposition from Ukraine and its NATO partners, alongside the existing trend towards a more
isolated nuclear class within the Russian armed forces, have led to a high increase in the risk
of inadvertent escalation.

While itisimpossible to make strong predictions of probabilities for each of these pathways, it
is clear NATO policymakers should exhibit caution and question long-standing assumptions
about Russia’s nuclear thinking and protocols. This opens particular opportunities for Dutch
officials to influence alliance level consultations and guide multilateral and bilateral discus-
sions. We consequently offer the following nine recommendations.

1. Exercise caution with NATO’s nuclear posture given the stresses Russian organisation
is under. The pathways to inadvertent escalation are nearly all active. It is almost impos-
sible to separate the signal from the noise at this point; the leading indicators each side
might look for are continuously active.

2. Explicitly incorporate risks of inadvertent escalation through interaction between
NATO’s and Russia’s conventional forces into NATO’s exercises. It is important to
increase awareness of which Russian forces are dual-capable, commingled, and
co-hosted.

3. Maintain military-to-military engagement with Russian armed forces to reduce uncer-
tainty. In line with the previous recommendations, maintaining engagement with the
Russian military can diminish the chances for misperceptions.

4. Prioritise the organisation, state, and morale of Russian nuclear units in intelligence
assessments, as well as in outside research. The risks of inadvertent escalation increase
due to misperceptions of doctrine and approaches of decision-makers with delegated
launch authority, and who are likelier to interact with during a crisis.

5. Exercise restraint with the placement of short and medium range missiles in Sweden
and Finland close to Kola Peninsula. These missiles offer an opportunity to pressure
Russia but are likely to be highly destabilising. With the new Russia, the limited number of
missiles may increase fears about the security of the Russian second-strike capability.

124 ltis difficult to operationalise the scale and overall level of inadvertent nuclear risk, especially within the limited
scope of this research report. Our preliminary assessment reflects the degree of deviation from the base rate
that existed prior to the February 2022 Russian invasion of Ukraine, and are based on the authors’ expert
judgment. For additional research on assessing the risk of nuclear escalation, see: Charles L. Glaser, Analyzing
Strategic Nuclear Policy (Princeton, NJ: Princeton University Press, 1990), 138-65; Talmadge, ‘Would China
Go Nuclear?’
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6. Exercise caution towards using cyber tools that may interfere with Russian C3l infra-
structure. Given Russia’s depleted stocks and weakened infrastructure, the fears of coun-
terforce attacks willincrease. Interruptions of Russia’'s C3l infrastructure are likelier to be
perceived as tipping points than at other moments in the past three plus decades.

7. Maintain the moratorium on testing of space weapons. Given Russia’s relative weak-
nesses, counterforce fears are likely to be high. Space weapons consequently present an
even greater threat to Russia's secure second strike than before its invasion of Ukraine.

8. Separate nuclear issues from war in Ukraine whenever possible. Channels between
NATO and Russia on arms control and deterrence need to be kept open, regardless
of Western support for Ukraine and Russia’s continuing invasion of and misconduct in
Ukraine. Given the multiplication of risks compared to the situation before the war, main-
taining as much transparency regarding capabilities and doctrine has become even
more important.

9. Make use of the opportunity presented by deteriorating Russian nuclear delivery
systems and infrastructure to pressure on Russia to engage in arms control nego-
tiations. The four mechanisms discussed by which Russia’s nuclear infrastructure is
under significant pressure, if not actively deteriorating, may open pathways to compel
and induce Russia into renewed arms control negotiations. Each of these four, along-
side Russia’s significant munitions expenditure against Ukraine, may leave Moscow with
little choice but to talk and avoid falling far behind NATO allies militarily. This is likely to be
strengthened by pressure stemming from increases in defence investment by European
states, and newly developed concepts by NATO. Conversely, NATO Europe could
consider not arming itself, but this would waste an opportunity to build up leverage to force

Russia to engage.?®

In conclusion, in 2022 Europe entered a new security order, including a new nuclear order.
Given that pathways to escalation were treated as a thing of the past for over three decades,
it is an essential policy exercise to consider which policies may trigger responses froma
severely weakened Russia. As itis, we judge there to be areal risk of inadvertent escalation
leading to nuclear use. In late October 2022, Russian defence minister Sergei Shoigu warned
of “uncontrolled escalation.”™® The British Chief of Defence Admiral Sir Tony Radakin warned
in March of the same year, shortly after the invasion, that he was advising political leaders to
“avoid doing things that tactically might lead to miscalculation or escalation.””?” A seemingly
positive element appears to have been behind-the-scenes talks between senior Western and
Russian officials regarding these risks. India and China have also expressed their concerns
directly to Putin?® However, as this brief has shown, the pieces are in place that could lead to
an escalatory spiral, serving only to heighten the carnage of this already brutal war. Reducing
the risk of inadvertent escalation should therefore be a key priority for all actors involved.
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