Cyber Resilience, Deterrence and Defence in the Age of Hybrid

Warfare

Concept: This workshop will explore challenges and trends in cyber resilience, deterrence and defence,
as shaped by hybrid warfare concerns in Europe, East and Southeast Asia. It will be conducted under the

Chatham House Rule.

Dialogue Process on the National Security Strategy
International Conference ‘Shaping Cybersecurity’
Berlin, Germany
27 September
14:30-17:00

TIME

14:30 — 14:40

Introductory Remarks
Moderator:

Dr Lora Saalman: Senior Researcher, Stockholm International Peace Research
Institute

14:40 — 15:00

Keynote: Cyber Resilience, Deterrence and Defence

e How has hybrid warfare shaped cyber resilience, deterrence and defence?
e  What are the main challenges within these three areas and how would you
recommend addressing them?

Dr Giacomo Persi Paoli: Head, Security and Technology Programme, UNIDIR

15:00 - 16:10

European Dynamics

e  What are the lessons learned from events surrounding Ukraine and the
Baltics? And what are the emerging cyber trends?

e Considering these, what are your recommendations for improving national and
regional cyber resilience, deterrence and defence?

Dr Tim Sweijs: Director of Research, The Hague Centre for Strategic Studies;
Senior Research Fellow, Netherlands’ War Studies Research Centre

Dr G. Alexander Crowther: Research Professor, Florida International
University; Senior Fellow, Center for European Policy Analysis; Former Special
Assistant to the Supreme Allied Commander, Europe

Dr Josef Schrofl: Deputy Director, COI Strategy and Defense, European Centre
of Excellence for Countering Hybrid Threats

Dr Dorthe Bach Nyemann: Associate Professor, International Relations, Institute
for Strategy and War Studies, Royal Danish Defence College; Member, NATO
STO System Analysis and Studies Panel




16:10 - 17:00

East and Southeast Asian Dynamics

e  What are the lessons learned from events surrounding the East China Sea and
South China Sea? And what are the emerging cyber trends?

e Considering these, what are your recommendations for improving national and
regional cyber resilience, deterrence and defence?

Mr Allan S Cabanlong: ASEAN Engineer; Founder and CEO, CyberGuardians;
Former Assistant Secretary for CyberSecurity and Enabling Technologies
Department of Information and Communications Technology, Republic of the
Philippines; Author, Philippines’ National Cybersecurity Plan 2022

Ms Antonia Hmaidi: Analyst, Science, Technology and Innovation Program,
Mercator Institute of China Studies

Dr Lora Saalman: Senior Researcher, SIPRI; Associate Senior Fellow, East-
West Center; Member, Center for International Security and Cooperation




