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Biometrics, the science and technology of measuring and analysing biologi-
cal data, has become a hot topic within the emerging technology foresight lit-
erature. It has generated quite a bit of interest amongst security planning pro-
fessionals. Global interest in biometrics has surged since 2000, and revenue
projections for 2010 are expected to exceed 3.75 billion Euros.! Yet, there are
many uncertainties that surround this technology and its place in the future.
Will privacy or security be the prevailing factor in an individual’s decision to
use or avoid biometrics? Do biometric systems provide enhanced secu-
rity? Based on an in-depth analysis of 58 publicly available foresight studies,
this Future Issue addresses these questions and examines trends, drivers,
and the future security dynamics in biometrics. Proponents contend that
biometrics stands to offer enhanced security and/or greater convenience.
Although the dissenters tend to agree with these assertions, they caution
that significant privacy and identity theft issues could emerge from extensive
use or over-reliance on biometrics technology, warning for the potential of
biometrics to provide users with a false sense of security.
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Enhanced Security vs. Increased Risk

SECURITY IMPLICATIONS

Figure 1 Percentage of Market Held by Various Biometric Technologies, 2007-2012*
H Multiple Biometric
M Vein Recognition
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Figure 1: This figure shows that the simpler techniques (e.g. fingerprint) have a greater

market share than the more technically intricate ones (e.g. multiple biometrics).
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Biometrics, the science and technology of measuring and analysing biological data, is
now a hot topic in technology foresight studies. Biometrics technology authenticates
the identity of an individual by comparing scans of their unique physical attributes (e.g.
fingerprints, iris, face, etc.) with millions of other records. This technology has become
more practical recently, because information technology has progressed to the point
that scans can be conducted and analysed in an efficient and effective manner. Pres-
ently, fingerprint-based biometrics is the most commonly used technology,* and market
projections through 2012 suggest that it will remain this way (as shown in Figure 1).

The biometrics market has nearly tripled since 2005. During this period, market growth
(in terms of industry revenue) has remained fairly steady. However, as shown in Figure
2, the more technologically advanced areas of the world, the Global North, have experi-
enced higher growth rates than those of the developing world, the Global South.

Figure 2 Biometric Growth by Continent, 2005-2010¢
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Figure 2: Growth rates for the geographical areas remained fairly constant, which leads
to an increasing gap between North America and the rest of the world.
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Despite these seemingly straightforward trends, there is quite some debate about the
potential future use of biometrics. Proponents argue that it offers enhanced security.
Opponents tend to agree with this assertion, but caution that significant privacy and
identity theft issues could emerge from extensive use of biometrics technology.

Growing use of biometrics technology has security implications, both in a traditional
and a nontraditional sense. In order to assess its potential impact, HCSS reviewed 58
foresights published since 1996, dealing with the future potential of biometrics technol-
ogy between 2010 and 2020. The following analysis summarises the major insights in
four main sections: 1) a meta-analysis of the foresight studies; 2) a combined evaluation
of the main parameters (aspects of biometrics) of change over the next decade as well
as the drivers fuelling those changes; 3) three potential biometric ‘future worlds’ and 4)
an analysis of the security implications associated with emerging biometric applications.

Meta-Analysis - Trends in Foresight Studies

Looking at the interest in biometrics over time, an analysis of foresight studies reveals
that biometrics did not become ‘mainstream’ until 2001 (see Figure 3).

Figure 3 Foresights by Publications Source, Year, and Percentage of Biometrics-Specific Studies

Type of Source

Research Institute ®
NGO
Other
Individual Scholar L]
GO
Government i
Commercial Organization 9 o
1996 1998 2000 2002 2004 2006 2008

f'ear

Prior to this, few foresights were written and no particular actor exhibited a serious inter-
est in the subject. Since 2001, however, there has been a relative surge in the number
of foresights produced on biometrics. The majority of these come from research in-
stitutions, but since 2004, those who would directly engage biometrics through policy
choices or markets — IGOs, governments and commercial organisations, have increas-
ingly looked at biometrics. Figure 3 shows that biometrics-specific foresights are a rath-
er recent phenomenon. Besides the individual scholarly foresight in 2003, there was a
lack of biometrics foresights prior to 2005.
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HCSS Assessment

The peaked interest in biometrics following 2001 was primarily prompted by
the September 11th terrorist attacks. Given the traumatic impact of 9/11,
the Western states turned to biometrics technology because it promised to
offer enhanced security and a means of identifying ‘bad guys’. The relative
surge of biometrics-specific foresights primarily reflects the perception that
biometrics had evolved from a supporting technology into one of greater
importance. This is indicative of the slower iterative development process
associated with biometrics (see Key Concepts for Security under the Secu-
rity Implications section).

Meta-Analysis - Parameters and Drivers

The following section discusses the parameters and drivers found within the biometric
foresights. Parameters are key aspects of a phenomenon that are subject to change
over the next decade. In the case of biometrics five parameters were identified: public
acceptance, maturity/reliability, dominant use, market breadth, and market depth. Pub-
lic acceptance is the public’s willingness to accept the risks associated with biometrics,
whereas maturity/reliability concerns the expected degree of technological progress
over the next decade. Dominant uses refer to the expected main use of biometrics
(security or convenience purposes). Market breadth indicates the number of market
sectors utilising biometrics technology, and market depth involves the level of penetra-
tion within these sectors.

When a driver or parameter occurred at a greater frequency, the resulting insight was
considered to be robust (of higher quality and/or more reliable). Figure 4 shows a meta-
analysis of the parameters, Figure 5 the drivers, and Figure 6 demonstrates the interac-
tions between the drivers and the parameters.

7
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Figure 4  Meta-Analysis - Parameters
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Figures 4 & 5: Public acceptance, maturity/reliability, market breadth, and market
depth are scored using the minimal/moderate/extensive scale, whereas dominant use
is scored using the convenience/hybrid/security scale. Alternatively, in Figure 5, the
drivers are scored based on how frequently they appeared in the foresights.

Figure 5 Meta-Analysis - Drivers
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Figure 6  Relationship becween Parameters and Drivers
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Figure 6: This diagram illustrates the interactions between the drivers and the param-
eters. The direction of the arrows indicates how the drivers impact the parameters. It
should be noted that the double-headed grey arrows indicate that the driver can either
have a positive or a negative impact.
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Robust Findings

The foresights largely concur that biometrics will primarily be used for security-oriented
purposes. For example, many of the foresights discuss the prospect of using biomet-
rics to authenticate identities or to identify ‘wanted’ persons.

Our analysis of the drivers supports this finding. The foresights suggest that biometrics
will be employed in one of three general uses: 1) security, 2) convenience (e.g. devices
that adjust room settings in accordance with an individual’'s preferences), or hybrid se-
curity/convenience (e.g. devices that remember passwords, based on a biometric key
like fingerprint readers). Security concerns, such as the desire to prevent another ter-
rorist attack, were considered to be a potential driver twice as often as the demand for
convenience (76% of foresights vs. 37%). The foresights noted that privacy concerns,
a moderately prevalent driving force (48% of foresights), had a deterrent impact on

9
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those interested in biometrics for enhanced convenience, but mattered little for users
focused on security. These concerns emerge because biometric data are susceptible
to interception (e.g. hackers accessing a centralised biometrics database), and the fact
that biometric identities cannot be replaced once compromised. From the preceding
analysis, the following ‘hierarchy of potential motivators’ emerges in descending order:
security, privacy, convenience. Forces driving a security-centric biometrics outcome
are the most probable, whereas those propelling a convenience-oriented future are the
least likely to occur.

The foresights agree that the biometrics market will encompass a number of different
sectors, including defence, government and finance in the 2010-2020 time frame. En-
hanced security (via biometrics) is a viable product in all market sectors. One foresight
was entirely dedicated to how biometrics could improve security in the travel and leisure
industry.

The market depth projections are hazier. Although 83% of the foresights consider mar-
ket expansion in the sectors where biometrics has been introduced, they disagree over
the extent to which these sectoral markets will grow. 40% percent of the foresights
contend that it will be moderate, and another 43% percent maintain that it will be exten-
sive. This ‘stalemate’ could reflect the uncertainty surrounding the impact that privacy
concerns will have on the security-oriented biometrics market.

Similarly, the public acceptance parameter reveals a sense of uncertainty. The fore-
sights seem to agree that the public will take a dim to neutral view of biometrics (84% of
the foresights). This could in part stem from the increased privacy concerns associated
with security-oriented biometrics. These applications tend to sacrifice items that are
valuable to the individual (e.g. privacy, control, etc.) for enhanced communal security.
For instance, face-imaging technology was used to sort through the fans at a recent
Super Bowl in order to identify ‘persons of interest’. Critics would argue that the ob-
servers had no right to scan and identify the fans without their consent. It is important
to note, however, that the volume of this type of criticism is moderated to some degree
by the strategic environment. The foresights note that clear and direct threats induce
the public to more readily accept socially intrusive technologies. For example, following
the 9/11 terrorist attacks many Americans pushed for the passage of the Patriot Act
and legislation enabling intelligence and police services to apply such measures as do-
mestic wiretapping, which served to enhance anti-terror capabilities at the expense of
civil liberties. On the other hand, individuals in strategic settings without such a menace
are much less willing to accept the social costs associated with biometrics. Since the
United States has not been attacked since 2001, the aforementioned tools have lost a
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great deal of support, because many citizens are questioning the need for such intru-
sive measures when the strategic environment seems relatively calm. Therefore, with
the foresights projecting a negative to neutral level of public acceptance, they appear to
suggest that the increasing security-oriented nature of biometrics will create a body of
criticism which cannot be effectively moderated by the strategic environment.

Finally, the maturity/reliability parameter appears to be fairly straightforward. The fore-
sights suggest that biometrics technology will advance with moderate progress be-
tween 2010 and 2020. They more than likely settled on the middle ground owing to the
somewhat limited nature of the technological convergence driver. Technological con-
vergence simply notes how biometrics is affected by advancements and the synthesis
of bio-, nano-, cognitive, and information technology. For instance, the hand-held bio-
metrics scanning/identifying devices used by the US military not only required improve-
ments in biological scanning technology, but also enhanced information processing
technologies (storing and sorting through electronic records). Given that many ad-
vances in biometrics require a higher degree of technological convergence and that the
foresights do not view this convergence as a prevalent driver, the moderate projections
regarding technological maturity and reliability are understandable.

Parameter/Driver Interactions

Similar to public acceptance, the dominant uses parameter is also driven by the strate-
gic environment. In a situation in which the general population perceives a high threat
to its security, the strategic environment would reinforce the security-centric use of
biometrics. Alternatively, the decreased ‘perceived’ need for security and inherent
criticism associated with a more relaxed environment would facilitate a push towards
convenience-based biometrics.

Along with security concerns, technological convergence and convenience also en-
hance market breadth. The former works to produce more and/or better applications
that can be used in previously untapped market sectors. Furthermore, greater empha-
Sis on convenience increases market breadth simply because of the heavy security-
centric focus projected by the foresights.

Conversely, privacy concerns can limit market breadth. The logic for this relates back
to the ‘hierarchy of potential motivators’ that the HCSS outlined earlier in this assess-
ment (security, privacy, convenience). Privacy concerns could limit market breadth if the
strategic environment is not in high threat mode. In this situation, only those sectors

11
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of the market that absolutely require the security benefits (e.g. defence and homeland
security) would seek to acquire biometrics, because privacy concerns would deter a

great deal of the potential convenience-oriented users.

In terms of market depth, convenience/commercial demand serves as a positive driver.
By targeting a different type of audience, convenience-oriented applications engage a

different segment of the market.

HCSS Assessment

Biometrics is inherently a multidisciplinary product, and its development
will be highly reliant on progress in closely related technological disciplines
(e.g. nano/bio/IT, etc.). The meta-analysis of available foresight studies suggests
that ‘security’ looms all-powerful in the future of biometrics. HCSS wonders whether
this ‘robust’ finding might not be a consequence of a clear security-bias in studies
commissioned on biometrics after 9/11. We certainly see the potential for a sizeable
commercially-driven biometric boom with large (and maybe unexpected) indirect
implications for the security sector. We concur with the finding that privacy issues
will play a key role in the future acceptance of such technologies, even if it remains
uncertain which precise direction this debate will take.



B FUTURE SCENARILS I

Using the findings from the previous section, HCSS developed three scenarios de-
scribing potential future ‘biometric worlds’. Figures 7-9 are visual representations of
these scenarios. These visualisations include the applicable interactions between the
parameters and drivers. This is shown in Figure 6. The scenario descriptions follow
each figure.

Figure 7 Scenario Primal Instincts Prevail

Parameters
Public Maturity/ Dominant Market Market
Acceptance Reliability Use Breadth Depth

E

Extensive

i
E

Moderate

Parameter Value

Minimal

Primal instincts prevail is a future where society bandwagons on the security concept.
In this scenario, there is a clearly defined and direct strategic threat (e.g. rise of a peer
competitor, emergence of a regional challenger such as Iran, or re-emergence of cata-
strophic terrorism, etc.). The public becomes more favourable to biometrics and for-
goes some of their privacy-based concerns in order to satisfy their security needs. In
this situation, the public has little incentive to push for the development of non-security-
related applications. As a result, aspects of biometrics research and development are
neglected, which prevents the technology from reaching its full potential. Addition-
ally, the public’s security-centric mindset facilitates a broad biometrics market, because
everyone (e.g. military/defence, travel & leisure, finance, etc.) is attempting to acquire
instruments that will enhance security.
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Figure 8  Scenario Caged by Its Own Devices

Parameters
Public Maturity/ Dominant Market Market
Acceptance Reliability Use Breadth Depth

e

Extensive .

Moderate

Environment
Minimal

_ !nvacy
Ty Concerns
j Concerns

Caged by its own devices is a security-centric biometrics future with limited overall mar-
ket potential. This scenario hinges on two assumptions. First, the Western-oriented
nations (primary users of biometrics) do not face a major direct threat (e.g. terrorism
becomes a minor nuisance; energy prices drop and constrain ambitions of Russia and
Iran; and India successfully counterbalances China). Second, the biometrics projects
in the pipeline were initiated in a more security-centric period (e.g. post-9/11 in support
of the Global War on Terror, Operation Iragi Freedom and Operation Enduring Freedom)
and thus primarily security-oriented. Without a direct strategic threat, society lacks a
compelling incentive to rally around the flag and jump on the ‘we want more security
bandwagon’. Consequently, privacy and convenience become more important con-
siderations. Since the public is primarily presented with security-oriented biometrics
devices, there is little reason for them to accept these applications, especially since
they inherently conflict with the desire for increased privacy. In the Caged by its own
devices future, market depth will be extensive, but limited to a few sectors. Despite
the reluctance of the general public to accept biometrics, certain security-minded sec-
tors (e.g. defence/homeland security) will likely embrace it, because the technology
enhances their capabilities. In light of the strategic situation, the security-centric focus
of the applications in the pipeline, and the narrow customer base as well as their orien-
tation (security), HCSS projects a future in which the orientation of biometrics towards
security will be self-reinforcing. This accounts for the moderate degree of expected

l__-\—_
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progress in biometrics research and technology. Although history has shown that the
military is willing to develop the technologies that spark its interest, concurrent civilian-
oriented research has often provided a starting place and key insights. Therefore, given
the lack of civilian biometrics output projected in this scenario, one cannot expect that
biometrics technology will progress at the maximum potential rate.

Figure 9  Scenario Shedding the Security Blanket

Parameters
Public Maturity/ Dominant Market Market
Acceptance Reliability Use Breadth Depth

Extensive .
Moderate .

Demand &

Convenience

Shedding the security blanket represents a fairly bright biometrics future. This scenario
is based on two assumptions. The first is the same as in Caged by its own devices —
no perceived direct threat. The second is that the post-9/11 security-oriented mindset
of the Western public moderately relaxes/degrades over time. As a result, some con-
venience-based or hybrid convenience-security-based applications enter the research
pipeline. In this scenario, non-security-oriented biometrics applications will enter the
market between 2010 and 2020. Consequently, the increased diversity of applications
should have a positive impact on public acceptance. The introduction of more con-
venience-based biometric products should not only serve to soften the technology’s
image but also better align biometrics with the public’s interest. Given the increased
range of applications and public support, biometrics technology should appeal to more
market sectors than those primarily focused on security. Furthermore, enhanced prod-
uct diversity enables biometrics to become further integrated into a market sector (e.g.
travel & leisure: (1) security — identification of terrorists/wanted persons at check-in, (2)
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convenience/security — fingerprint-enabled door locks (no worries about keys), and (3)
convenience — lighting, temperature, and entertainment preferences facilitated upon
entering a room). Finally, this future involves a high degree of technical maturity. This
is possible due to the wide variety of research originally in the pipeline (military & civilian
and for purposes) as well as increased public support, and thus continued research,
for biometrics.
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Basis of Biometric Applications

The majority of the foresights consider that in the future, biometric technologies will
use a few human physical characteristics, in particular fingerprint and palm print veri-
fication, iris scan and retina analysis, face and voice recognition, and hand geometry.
For most of these, the technologies already exist today.  In certain studies, signature
dynamics are also considered as a biometric. Some of the more advanced proposals
of biometrics include personal odour, the remote applications of existing technologies
(i.e. remote facial recognition), and DNA and other genetics-based identification and
profiing. However, at present most foresights do not consider DNA and genetics-
based identification as a viable biometric, for its long processing time does not allow for
real-time response (an important aspect of most biometric applications).

Framing the Analysis: Three Levels of Security

The biometric-based security applications found in the foresights can be roughly di-
vided into three categories. The first category concerns interstate or homeland security
intrastate security. It involves applications that can be used at the international and the
domestic level, having implications for strategic interactions between states and home-
land security. An example is biometrics used for border control. The second category
concerns biometric applications used by institutions and commercial ventures, such as
businesses, banks, and others. An example is the smart credit card that employs bio-
metrics as additional security for transactions. The third category relates to individual
and human security, which concerns the health, privacy, and safety of individuals. An
example of a biometrics security application in this category includes biometric tags
used as identifiers for healthcare purposes.

The security applications and relevant implications are presented in the following chart,
describing the use of biometric applications, their security implications, where possible
the projected time frame, and whether a certain technology or application of a tech-
nology already exists. Where there is no specific information on the time projection of
specific applications, the time frame is indicated as ‘not clear’ in the chart.
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is employed to identify those passengers who
have a fever).

CONCEPTUAL | TECHNICAL TIME
USE APPLICATION LR ESTIMATE
Biometrics can be used as “keys” that provide
) . and control access to critical military assets
Biometric-Based : .
o such as tanks, aircrafts, or weapons. This may
Access Control | Keys to Military R Not Clear
also mean that the access of certain military
Assets :
assets can become more personalised and better
tracked, ensuring a greater degree of security.
Biometrics used to ensure that a person entering
a facility (such as a military base) is not included
Biometric in the U.S. databases of known terrorists Technology
|dentification and suspected enemy combatants. By using currently exists.
System for biometrics, this technology ensures that facilities Future level of
Access (BISA) and sensitive areas are more secure against use unclear.
intrusion, providing great value to places like
military bases in conflict zones.
Biometrics, such as fingerprints or hand
geometry, used to identify personnel entering
military installations. By using biometrics, the
Defense access process is quicker and lower the chance Technology
Biometrics of human error by checking the person against currently exists.
|dentification a photo ID. In addition, this technology using Future level of
System (DBIDS) biometrics can also assign different levels of use unclear.
access, allowing for classification in access and
further preventing faulty permission to enter
sensitive areas or facilities.
) . Biometrics can be used in regular machine-
INTRA/STATE Bé?}?:;ggz human interface and can provide better measures Technology
- for verificiation and authentication. Biometric currently exists.
HOMELAND Authentication | User Interfaces h henticati al : F level of
SECURITY (Facial, s enhanced aut gnnoanon can p.otenna yprowde uture level o
) Lo better protection to sensitive infomration and use unclear.
Fingerprints) .
materials.
Biometrics can provide a means throughout
Automated Remote which screening of people can become an
} Biometric automated process, thereby reduce the 2015
Screening : ) .
Sensing infrastructure costs and reduce potential human
mistakes.
Biometric characteristics, such as fingerprints
and iris scans, can be incorporated with a
) . person’s passport, and this can enhance the level
Biometrics- L
of verification for the purpose of border patrol.
Enhanced . . ;
) However,the different level of implementation of
Border Patrol Passports (Iris : : . 2015
. biometrics-enhanced documentation can create
Scanning, Smart hnoloaical divi ies th
Cards, eto) a technologica dIVIFJe be;tweenl countries that are
' capable of employing biometrics and those that
cannot, creating potential friction and tension
between states.
Biometrics such as facial recognition and
temperature scanning can be used as additional
Facial measures in border patrol to help identify
Recognition and terrorists passing through, for example, an
. ! Not Clear
Temperature airport, or prevent the spread of communicable
Scanning disease (i.e. during SARS, temperature scanning
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This can potentially be used both militarily and
commercially, but existing considerations are
more heavily military-focused.

CONCEPTUAL TECHNICAL TIME
USE APPLICATION LR ESTIMATE
Information Automated Modeling gﬁer ems‘upg fingerprint |dent|f!cat|on Technology
. } . system, this biometric technology consolidates, currently
Collection / Biometric : .
) P stores, and searches these data. This can create developing.
Processing / |dentification : :
a biometric database that allows for strengthened | Future level of
Storage System (ABIS) - -
access control, authentication, and surveillance. use unclear.
A toolset (computer system) that incorporates
biometric scanners that is developed fro Technolo
Biometrics identifying people and make records of gy
o S ; . - currently exists.
Automated individuals” identity via biometrics. This application
; " " ‘ Future level of
Toolset (BAT) has provided great utility to the military, particular
o ) ) use unclear.
for the soldiers in conflict areas where being able
to tell between innocents and enemies is critical.
ALY Hand-Held devices that enrolls, matches, and
Interagency o L ) I Technology
) verifies persons with biometric data from iris .
Identity : X : " currently exists.
: scan, fingerprint, and facial recognition. The
Detection " : o e Future level of
: portability of this device increases the flexibility
Equipment : L use unclear.
and allows for its use in field.
(HIIDE)
Advanced biometrics can be used to create an
’ intelligent information system in which people’s
Intelligent ;
) data can be automatically collected, processed,
Information - " Not Clear
and stored. This will enhance the ability and
Systems )
efficiency of the government to collect and
process vital information of its citizens.
Biometric databases of criminals can be created
INTRAISTATE Monitoring / Centralized and distributed by government to local businesses
Surveillance / Biometric (such as hotels, vendors, etc.) to increase Not Clear
HOMELAND . . L . .
Tracking Databases operational efficiency of tracking and keeping a
SECURITY ) L
record of the movement or action of a criminal.
Biometrics may provide a means through which
the genetic profile of a person can be identified
Genetic Profile and used for the purpose of tracking and
Scanner surveillance. The citizens will have less ability to 2020
hide its identity from the government, shifting the
power balance between people and government
to government’s favor.
Biometric technology such as remote irising
Iris on the Move spanmng can be used forl tragkmg a person. Not Clear
This can enhance processing time and ease of
tracking and monitoring of people.
. ) Biometrics can be used as a tagging device
Using Biometrics - L )
) - (function in a similar way as RFID), and this can
in a Similar - )
) be used to keep track of criminals and monitor 2015
Fashion as RFID . )
for Tagging their movements. This can help to enhance the
level of public safety.
Biometrics can be incorporated in uniforms that
can sense the physical conditions of a person and
Biometric such information can be related to the command
Smart Uniform Sensors centers for a better accounting of personnel. Not Clear
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CONCEPTUAL TECHNICAL TIME
USE APPLICATION LR ESTIMATE
Biometrics, when combined with other sensor
technologies, can create intelligent spaces in
Ambient which a person’s identity can be authenticated
Access Control Intelligence without the need of physical access control (such 2015-2020
Space as a lock). This will eliminate the need to use
physical keys, reduce the associated risk, and
increase the convenience.
Biometrics can provide better control of access Technology
) ) ; . ) currently exists.
Iris Scanning to the information and materials that need
Future level of
Secure access.
use unclear.
Biometrics can provide secure and easy
Access ) ) ’
: ) ’ access to a shared computing or information
Convenience | Biometric Touch ) :
. environment without the need of passwords. Not Clear
- Authorized Sensors . o )
Users Only This can help reduce the security risk of using
passwords and can better keep track of access.
Cards can incorporate biometrics as an
INSTITUTIONAL Enhanced Biometrics- authentication method. When the card is used,
/ Employee Enhanced Smart the user’s bioidentity can be checked against the Not Clear
COMMERCIAL / Client Cards one stored in the card. This can provide extra
SECURITY Authentication layer of security for commercial transactions and
a verification measure that is event-driven.
Biometrics such as finger geometry can be used
as a means of authentication that facilitates
Finger Geometry idenficiation of the client and processing time
Based Check in a close environment (i.e. a resort). This can Not Clear
Out System enhance the convenience by eliminating the
need to carry around things such as IDs or Credit
Cards.
Biometric technology such as remote iris
Iris on the Move | scanning can be used for enhancing processing Not Clear
time and payment applications for merchants.
By using iris scanning and recognition
Tracking and technologies to track employee actions and
Surveillance of | Iris Recognition movements, employers can improve work Not Clear

Employees

schedule, streamline procedures, and better
monitor employee’s health and safety.
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CONCEPTUAL TECHNICAL TIME
USE APPLICATION LR ESTIMATE
” LSty B|qmetr|cs Biometrics can be used as an additional Appl|cat|qn
Additional as Additional P B . currently exists.
P e verification measure for one’s identity. This can
Verification Verification ’ SR, Future level of
enhance the security of one’s identity.
Protocol use unclear.
Healthcare and Biometric Biometric-enabled sensors can be used
medically to providing advanced diagnostics for Not Clear
Safety Sensors .
patients.
Biometric tags can be used as code keys. They
: ’ can also be used as personal identifiers for
AT patients and for other health-related uses that 4
INDIVIDUAL are only activated when needed.
/
HUMAN : ’ Criminals may use biometrics-based
All Biometric ) U o
SECURITY technologies to steal invididuals identity -- thus
’ Technology S e ' )
|dentity Theft complicating verification procedures. Biometric Not Clear
(except smart B . i
: identities cannot be replaced as is the case with
card assisted) . -
regular’ identity cards.
Biometric-enabled cards can in fact be
Privac privacy-enhancing. A card (i.e. credit card) that
y Smart Cards is biometrically tied to its owner enhances the Not Clear
Enhancement . . ;
level of privacy by transfering the risk of loss of
privacy and identity to the actual card holder.
Single ID Biometrics as Advanced biometrics may be used as the sole Not Clear
g the Sole ID form of identification for a person.

Note - Text in black is derived inductively from the foresights; text in blue is included from HCSS deductive assessment

Interstate/Homeland Security

In general, at the interstate/intrastate level, biometric applications are employed to en-
hance security, amongst others through access control, identity authentication, and
tracking/ surveillance. Developments in information collection/processing/storage will
help to increase the practical use of biometrics for security purposes. For example, the
Automated Biometric Identification System (ABIS) consolidates and stores biometric
data in a central location, enabling faster processing times for those who need to verify
an identity.

Institutional/Commercial Security

At the institutional/commercial level, biometrics is employed in a dual-use capacity:
security mixed with convenience. At the commercial/institutional level, the goal is to
run a business efficiently and effectively. This requires some semblance of security,
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but draconian measures may have an adverse impact on productivity. Alternatively,
convenience-based applications would greatly enhance efficiency and effectiveness,
but may promote an excessively open atmosphere and jeopardise monetary transfers
and product confidentiality. As such, this level represents a happy medium between
the two. In fact, five of the seven emerging applications in the institutional/commercial
realm were designed for a hybrid security/convenience use.

Human/Individual Security

Biometrics at the human/individual level generally seeks to enhance the security of the
individual. Emphasis is placed on protecting privacy and enhancing medical care.

Relating the Scenarios to the
Applications/Implications

What do these technical applications and relevant security implications mean for the
three possible future scenarios of biometrics? The Primal instincts prevail world fa-
vours biometric applications that enhance border control, automated screening, and
surveillance and monitoring. Technologies such as biometrics-based passports and a
centralised biometric database or advances in genetic and facial recognition technolo-
gies will receive high priority and attention from the government and the public alike. In
the Caged by its own devices scenario, where a direct threat is not widely perceived
and public acceptance of the use of biometrics is low, applications that focus on ac-
cess control, authentication and verification will be pursued in selected sectors where
security needs to be enhanced. Technologies such as biometric-based keys or user
interfaces will be used, but the market for such technologies will not be wide. In the
Shedding the security blanket world biometrics will achieve a high level of acceptance
and market penetration in government and commercial sectors alike. As a result, in
addition to the authentication- and verification-based biometric security technologies,
other developments for the sake of convenience, such as biometrics for medical use,
biometric smart cards, and ambient intelligence space will be developed.
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Biometrics and Nanotechnology Are Fundamentally
Different Emerging Technologies

The Future Issue on Nanotechnology, published in 2008, noted that nanotechnology
had the potential to revolutionise society and the security realm (deterrence, arms ac-
quisition, etc.). Biometrics takes a much shorter leap. Many of the expected develop-
ments in biometrics are being facilitated by the application of old technologies in new
ways (e.g. iris scanning to monitor the health/safety of miners). Furthermore, biometric
developments using new technology are designed to improve an existing capability. In
fact, there is a lack of developing new technologies to do new things. Biometrics is
developing by short incremental steps, and as such has different implications for the
security realm than nanotechnology.

Biometric Divide

The emphasis placed on security-based applications at the interstate/intrastate level
enhances the problem of the biometric divide. Recall that Figure 2 depicted the bio-
metrics markets by continent. In this graph, there was a clear distinction between the
Global North and Global South. If countries with larger biometrics markets pursue
security-based applications, while the less developed countries invest relatively little in
biometrics, this will create a technological rift with security implications. If the Global
South has not collected biometric data from its citizens, then the investment made by
the Global North will have relatively little impact except for domestic surveillance and
Global North-based enemies (e.g. Al-Qaeda terrorists in Germany). This is problematic,
because many threats to biometrics-enabled countries originate in the Global South
(e.g. terrorists, drug traffickers, etc.). As such, the potential defensive enhancements
offered by biometrics cannot be fully realised. Therefore, in order for the Global North to
make the best use of its biometric capabilities, it must work to decrease the biometric
divide amongst states and increase the divide between states and non-state actors.



Identity Theft

The development of biometrics technology has the ability to make identity theft a much
more attractive pursuit. Biometric data appear to provide the ideal means of identity
verification, because they are unique and permanently attached to their owner. The
downside, however, is that once biometric data are stolen they cannot be replaced. |If
a criminal obtains someone’s fingerprint data, the victim’s identity is permanently com-
promised, because they cannot generate a new unique access code and the system
lacks the ability to discern between the code used by the criminal and the victim. State
actors have already initiated programmes to construct centralised biometric databases
(e.g. United States Department of Defense — Automated Biometric Identification Sys-
tem) that do not require the use of smart cards, items held by an individual to ensure
that biometric data are accessed only with their consent. Since these databases would
be communicating with devices in the field, this opens the prospect for someone to
hack the system.

Qver-Reliance

As the reliability of biometrics increases and people grow accustomed to the conven-
ience offered by the technology (e.g. no passwords to remember), over-reliance on
biometric-based security may become an issue. If people become comfortable with
biometrics, they may feel that their highly complex individualised key offers ample se-
curity and, as a result, resort to guarding their valuables solely with biometric codes.
This is unwarranted, as biometric keys are not entirely secure. Therefore, over-reliance
on biometric security would serve to further degrade the real defensive gains offered by
the technology.

Enhanced Security vs. Increased Risk

The basic trade-off associated with biometrics involves enhanced security for increased
risk. This concept is explained in the following section and visualised in Figure 10.

Under normal conditions, biometric devices provide enhanced security. They are genu-
inely unique keys, which are difficult to replicate and in most cases are permanently
attached to their owners (e.g. iris). If systems use these secure individualised keys to
facilitate sensitive functions, this will increase the system’s ability to prevent unauthor-
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ised access/use, and consequently, augment overall security. The defensive benefits
afforded by a biometric system relative to a non-biometric system can be seen in Figure
10, showing that user and administrator confidence in system security would surge due
to the gains offered by biometrics.

Despite the sense of security derived from biometrics, there are rather undesirable side
effects, including increased risk. Biometrics data are vulnerable to theft. Two forms,
fingerprints (through trace elements left after contact) and DNA (hair follicles) can be
acquired with relative ease. Furthermore, biometric keys can be stolen from their own-
ers (e.g. violent and criminal acquisition of body parts — reference the James Bond
motion picture Die Another Day), and hackers can intercept the data that are used to
satisfy web-based biometrics security systems. An illegitimate user could obtain a
key and gain full access without alerting the security system. A mass attack (i.e. near-
simultaneous use of several compromised keys) would surely result in at least one suc-
cessful entry, because biometric systems are highly accurate, in excess of 99%, and
the probability of multiple errors is nearly zero. However, even if the system realises that
it has been breached, it could not deny the intruder access without doing the same for
the compromised authorised user, because the two are using the same key and the
latter lacks the ability to change his/her password (e.g. cannot grow a new unique iris).
Therefore, non-biometric systems are less secure but easier to fix, whereas biometric
systems offer greater security but have much longer and difficult recovery periods fol-
lowing an attack (Figure 10).
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Figure 10 Enhanced Security vs. Increased Risk Visualisation

Non-Biometric Systems Biometric Systems
Defensive and Damage Control Defensive and Damage Control
Capabilities Capabilities

- Chinks in the Armor (Critical Vulnerabilities)
‘1: Damage Control Capabiliites (Quality and Quantitiy)

Figure-10: This figure uses the chink in the armor concept to illustrate the differences in
the level of security and risk between non-biometric and biometric systems. HCSS has
operationalized system vulnerability as the quantity of chinks in the armor. As the figure
demonstrates, the non-biometric systems are more vulnerable on account of the fact
that they employ inferior front-end security systems. Alternatively, the shields carried by
the knights are proportional representations of each system’s damage control capabili-
ties. The non-biometric system has greater damage control/recovery capabilities (large
iron shield as opposed to small leather shield), because it is more sensitive to unau-
thorised access and it has the ability to lock out unauthorised users after a breach. Al-
though biometrics-enabled security systems will facilitate fewer breaches overall, these
breaches will be more costly than those achieved on non-biometric systems due to the
lack of back-end support (damage control capabilities). Therefore, increased security
on the front-end comes at a definite cost.



B FINAL CUMMENTS

Irrespective of its dominant use, HCSS sees a bright future for biometrics — both in
its civilian AND in its security applications. We anticipate that biometrics will become
a standard tool for security sectors around the world. Yet, we also want to draw
public and private decision makers’ attention to two points that we feel are insuf-
ficiently covered in the foresight studies.

1. Biometrics is unlikely ever to prove the panacea many advocates suggest it will
become.

o The international community will never fully reap the rewards of its
investment in biometrics unless the biometric divide between the ‘Global
North’ and the ‘Global South’ is bridged — which will prove extremely
difficult.

o There is a risk that biometrics may Iull states into a false sense of
confidence in their defences, thus emboldening offensive actors (e.g.
hackers, identity thieves, etc.) to find chinks in the armor and to tip the
offence/defence balance in their favour.

2. The problem of over-reliance could be alleviated by the use of a second non-
biometric key. Although the convenience factor would be reduced, this would
address one of the major flaws in biometric security, the back-end capabilities,
and offer enhanced security, albeit at a slightly higher cost.



[ER DESCRIPTIONS
NAN CODING

Public Acceptance

The public’s willingness to accept the risks associated with the advancements in bio-
metrics. Public acceptance is coded on a scale from unwilling to willing.

Operationalisation: 1 = unwilling; 2 = indifferent; 3 = willing

Maturity/Reliability

The degree to which technological progress in biometrics will be made in a given time
frame. The more advanced the technology, the more reliable it will become.

Operationalisation: 1 = minimal progress; 2 = moderate progress; 3 = highly advanced
progress

Dominant Uses

The main use of biometrics. This parameter is coded from convenience to security as
the main purpose of the technology.

Operationalisation: 1 = primarily for convenience; 2 = for both; 3 = primarily for security

Market Breadth

The market spread of the biometrics-based technologies. Biometrics may be adapted
only in very few selected industries, or it could be used widely by many different social
and industrial sectors. This parameter is coded from narrow to wide.

Operationalisation: 1 = narrow; 2 = moderate; 3 = wide

Market Depth

The level of market penetration of biometrics-based technologies. Biometrics may be
integrated into society and the market at a very shallow level (meaning it is used mini-
mally), or it can be so deeply ingrained that it becomes the predominant measure of
identification and security. This parameter is coded from minimal to extensive.

Operationalisation: 1 = minimal; 2 = moderate; 3 = extensive
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Privacy Concerns

The use of physical information of a person by biometric applications may be regarded
as a form of privacy invasion, which raises concerns among the public. Privacy con-
cerns may limit the level of public acceptance, which may in turn affect the develop-
ment of specific biometric technologies that are considered too invasive. A high-level
concern for privacy may also limit the level of market width and breadth.

Security Concerns

Biometrics R&D is driven by concern for security of information, secure identity verifica-
tion and control of access. Concern for security of information will drive the dominant
use of biometrics towards a security-oriented use. Security concerns may influence
the breadth and depth of a biometric application’s market penetration (i.e. if the secu-
rity concern is very high, and the biometric applications can provide the best kind of
security of information, the market sectors that will need to adopt biometrics as a form
of protection may be limited, but their use will penetrate that sector at multiple levels).

Convenience/Commercial Demand

Biometrics R&D is driven in part by the convenience it is expected to bring (whether
as a deliberate goal or as an unintended by-product). Just like the security concern
driver, commercial demand for convenience may drive the dominant use of biometrics
towards convenience rather than security. A commercial demand for convenience may
affect the breadth and depth of a biometric application’s market penetration (i.e. if bio-
metric applications are developed for convenience’s sake, they may reach out to more
sectors of the market, while their use may only be applied at a surface level).
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Strategic Environment

Changes in the strategic environment, such as an event similar to 9/11, can influence
the projected direction of development of biometrics. It may prompt the public to be-
coming more open to the use of biometrics for security purposes, whereas a relaxed
strategic environment may reduce such potential.

Technology Convergence

The R&D in biometrics impacts the increasing trend of technological convergence. The
convergence of bio-/nano-/cogno-/information technologies may affect the degree to
which biometric applications will be reliable and widely used, and can, as a result, in-
directly influence the width and depth of the market penetration that biometrics may
enjoy.
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