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apacity building is a foundational pillar in both building better technical cybersecurity for

countries around the globe and achieving a more inclusive and coherent international set

of international cyber policies. In addition, achieving better cybersecurity and combatting
threats is a key enabler to achieving all the positive economic and social goals of our increasingly
digitized world. Inrecognition of the important role it plays in achieving long-term cyberstability, the
Global Commission on the Stability of Cyberspace (‘GCSC”) stated that cyber capacity building
“is a prerequisite to adopting and implementing norms, ensuring accountability, taking other stabil-
ity measures, and respecting human rights” and included a recommendation in its report that “[s]
tate and non-state actors, including international institutions, should increase efforts to train staff,
build capacity and capabilities, promote a shared understanding of the importance of the stability
of cyberspace, and take into account the needs of disparate parties,”

However, despite the growing need, cyber capacity building remains underprioritized and under-
funded—particularly when compared to other areas of traditional development, such as physical
infrastructure, water, and health that are, themselves, increasingly dependent on digital systems
and vulnerable to cyberattack. Itis also given short shrift in development programs geared toward
increasing connectivity or helping countries achieve a “digital transformation,” even though those
laudable goals could be undermined if digital networks are insecure. Moreover, though a growing
number of countries and other stakeholders have engaged in cybersecurity capacity-building
projects inrecent years, those efforts have sometimes been uncoordinated with others—both ex-
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acerbating challenges posed by arelative lack of resources and limiting critical knowledge sharing
among implementers, funders, and recipients that makes capacity-building efforts more effective.
Fortunately, there has been a greater emphasis on cyber capacity building in high-profile recent
United Nations processes devoted to cyber stability and ongoing significant global multi-stake-
holder efforts to bolster and coordinate cyber capacity building. However, more focus, resources,
and attention need to be paid to this vital area.

This paper discusses recent developments in capacity building in two United Nations processes:
the Open-Ended Working Group on developments in the field of information and telecommunica-
tions in the context of international security (“OEWG”), and The UN Group of Governmental Ex-
perts on Advancing Responsible State Behaviour in Cyberspace in the Context of International
Security (“GGE”). It then highlights the work of the Global Forum on Cyber Expertise (‘GFCE”)—a
multistakeholder organization dedicated to promoting cyber capacity building prioritization,
knowledge sharing, and better coordination among donors, implementers and recipients—that is
ideally positioned to take forward many of the UN reports recommendations.

It then explores a number of challenges to effective cyber capacity building, including the failure of
many states to recognize cybersecurity as a core national and economic security priority, the lack
of integration between the cybersecurity capacity building and traditional development commu-
nities, and the need for greater participation in and political awareness of
the GFCE as a global coordinating community. Finally, a number of rec-

ommendations are made to address these challenges and strengthen DeSplte the increased

cyber capacity building in the future. attention being paid
to cybersecurity and
The need for governments, the private sector, and other entities to pri- cyber policy issues,

oritize cybersecurity has been amply illustrated over the last year by fre- many countries lack the
quent and significant malicious cyber incidents that have ranged from . . v e

nation state-sponsored intelligence gathering campaigns to criminally teChnIC_al’ InStItUtl_qnal
sponsored ransomware attacks that have targeted health care providers and policy capability to

and impacted critical infrastructure and vital services to the public, such respond to malicious

as food supplies and fuel. The case for better cybersecurity has been fur- cyber events, including the
ther strengthened by the pandemic, which has highlighted the increasing capability to Cooperate
dependence of both developed and developing countries on information . . I

and communication technologies, and the vulnerability of those systems Internationa Y-
to interference by malicious actors. During the same period, the need for
policy and diplomatic expertise on cyber issues become ever more apparent as these issues con-
tinue to be debated at a high level in the United Nations, regional bodies, and bi-laterally between
countries. Yet, despite the increased attention being paid to cybersecurity and cyber policy issues,
many countries lack the technical, institutional and policy capability to respond to malicious cyber
events, including the capability to cooperate internationally, and many lack the ability or expertise
to fully participate in the many international debates that are shaping the future of cyberspace.

A country’s ability to realize the economic and social benefits that information and communication
technologies bring is dependent on its ability to deal with a rising tide of threats to those systems.
Further, it is almost axiomatic that the cybersecurity of any country in the world is dependent on
the security of others, given that malicious actors will take advantage of any “weakest link” to route
their attacks and intrusions. Accordingly, both domestic and global security and prosperity suffer
when countries are not equipped to handle cyber threats. It is equally true that participation and
understanding by as many countries as possible will help implement international law, norms of
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appropriate state behavior, and confidence-building measures and lead to a greater and more
sustainable framework for cyber stability.

A substantial answer to both preparing countries to deal with cyber threats and ensuring they can
more fully participate in policy implementation is cyber capacity building. Cyber capacity build-
ing, or, more particularly, cybersecurity capacity building, is a broad term describing structured
assistance programs around cybersecurity for developing countries. It encompasses technical
training, structural or institution building, and other policy-oriented programs. Technical training in-
cludes programs directed at training law enforcement officers how to investigate cybercrime and
training technical first responders. Structural and institutional capacity building includes helping
countries develop national-level Computer Security Incident Response Teams (‘CSIRTS”) and
develop national-level coordination mechanisms. Policy capacity building includes helping coun-
tries to develop national cybersecurity strategies, to develop cybercrime and other legislation, to
train diplomats on cyber issues and to work with diplomats and other senior policy makers to help
implement the voluntary norms of behavior and cyber confidence-building measures (‘CBMS”)
agreed to in the UN or other international forums. These different forms of capacity building often
overlap but all are important for a country to achieve greater cyber capabilities, maturity, and the
ability to meaningfully cooperate withinternational partners. Not surprisingly, the pressing need for
greater cyber capacity building received increased and welcome attentionintwo key UN process-
esover the last couple of years: the OEWG and the GGE.

During the organizational and negotiating sessions of the recently concluded OEWG, involving all
195 UN member states, numerous countries raised the need for cyber capacity building. Although
the OEWG dealt with a wide range of sometimes esoteric cyber stability issues—including norms
of acceptable state behavior, CBMs, the application of international law and existing and poten-
tial threats—many less developed countries made the case that they urgently needed concrete
technical and policy assistance. In response to this, several lengthy formal OEWG sessions were
devoted to capacity building. Capacity building was also highlighted as a topic in the informal mul-
tistakeholder OEWG session.

A significant portion of the OEWG final consensus report was devoted to capacity building. The
OEWG found that capacity building is inextricably linked to cyber stability, stating that capacity
building “is of particular relevance to developing States, in order to facilitate their genuine partic-
ipation in discussions on ICTs in the context of international security and their ability to address
vulnerabilities in their critical infrastructure. It plays an important enabling function for promoting
adherence to international law and the implementation of norms of responsible State behaviour,
as well as supporting the implementation of CBMs.”

The OEWG also agreed to a set of “capacity building principles” by which to guide global efforts.®
These principles focused on three broad areas: Process and Purpose, Partnership, and People.
Among other things, the principles state that capacity building should be sustainable, results ori-
ented, evidence based, politically neutral, transparent, and with a shared objective of “an open,
secure, stable, accessible and peaceful ICT environment.* They also urge that capacity build-
ing “should be based on mutual trust, demand-driven, correspond to nationally identified needs
and priorities, and be undertaken in full recognition of national ownership” and that it “should re-
spect human rights and fundamental freedoms, be gender sensitive and inclusive, universal and
non-discriminatory.”™

Among other things, the OEWG report notes several types of concrete capacity building activities,
including: the development of national cybersecurity strategies, building CSIRTs, and establishing
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platforms for best practices and information sharing® And, the OEWG report notes theimportance
of policy capacity building—including diplomatic capacity—in addition to technical and structural
efforts: “[iIn addition to technical skills, institution-building and cooperative mechanisms, States
concluded that there is a pressing need for building expertise across a range of diplomatic, legal,
policy, legislative and regulatory areas. In this context, the importance of developing diplomatic ca-
pacities to engage in international and intergovernmental processes was highlighted.””

Helpfully, inits recommendations, the OEWG report recognizes that current resources are limited
for capacity building and encourages “states and other actors ... to offer financial, in kind, or techni-
cal assistance” if they are in a position to do so2 It also recommends that “promotion of coordina-
tion and resourcing of capacity-building efforts, including between relevant organizations and the
United Nations, should be further facilitated.” And, the OEWG recommends that “States continue
to consider capacity-building at the multilateral level, including exchange of views, information and
good practice.”® Unfortunately, it only makes a somewhat muted reference to the role of non-gov-
ernmental stakeholders, stating that “the valuable contributions of other relevant stakeholders to
capacity building activities” were recognized!

The UN GGE, comprised of a selection of twenty-five countries, that largely ran parallel to the
OEWG and issued its report following the OEWG report, also devoted substantial attention to ca-
pacity building. Like the OEWG, the GGE consensus report noted the foundational role of capacity
building, stating that it “underscores the importance of cooperation and assistance in the area of
ICT security and capacity-building and theirimportance to all elements of the Group's mandate.””
The report also ties capacity building to a state's ability to both detect and respond to threats and,
importantly, “ensures that all States have the capacity to act responsibly in their use of ICTs.”® The
GGE report further notes certain areas of capacity building that are central to the voluntary norms
that it discusses and further articulates earlier in the document, including protection of critical infra-
structure (norm 13(g)), and having the ability to request and respond to calls for assistance when
malicious ICT activity affects or emanates from their territory (norm13(h)). The GGE report further
recommended that capacity building be further strengthened ina number of areas, including tech-
nical, structural, and policy assistance. These areas include those called out in the OEWG report
and which improve the security of critical infrastructure; building the technical, legal, and policy
capabilities to detect, investigate and resolve ICT incidents; deepening understanding of how in-
ternational law applies to cyberspace; andimplementing agreed-upon voluntary norms of respon-
sible behavior*

The GGE report gives a more full-throated endorsement of multistakeholder involvement in ca-
pacity building than does the OEWG report, stating that “[iincreased cooperation alongside more
effective assistance and capacity-building in the area of ICT security involving other stakeholders
such as the private sector, academia, civil society and the technical community can help States
apply the framework for the responsible behaviour of States in their use of ICTs.”™® The report also
notes that such efforts are “critical to bridging existing divides within and between States on pol-
icy, legal and technical issues relevant to ICT security.”® In addition, the report recommends that
“States should consider approaching cooperation in ICT security and capacity-building ina man-
ner that is multi-disciplinary, multi-stakeholder, modular and measurable.”” The report also recog-
nizes that this effort will require broad collaboration and coordination, including “working with the
United Nations and other global, regional and sub-regional bodies and alongside other relevant
stakeholders to facilitate the effective coordination and implementation of capacity-building pro-
grammes, and by encouraging transparency and information sharing on their effectiveness.”®

Like the OEWG report, the GGE report recognizes the need for greater capacity-building resourc-
es, stating that “[iJn order to bridge digital divides and ensure all States benefit from these and oth-
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er areas of assistance and capacity-building, States are encouraged to commit, where possible,
financial resources as well as technical and policy expertise, and to support countries requesting
assistance in their efforts to enhance ICT security.”™® However, though the report states that ca-
pacity building “may contribute to meeting other objectives of
the international community, such as SDGs (Sustainable De-
velopment Goals), " it stops short of stating that cyber capacity The Strong Ianguage
building can be instrumental in achieving the SDGs, as some had of the two UN reports
urgedinthe OEWG. creates an opportunity
o . - to promote practical
While the increased attent.lon to capacity building in both. the Cyb er Capacity buildin g
OEWG and GGE reports is welcome, as are the exhortations ey
in both reports for countries and other stakeholders to work to- asa prlorlty issue and
gether and better resource this endeavor, it remains to be seen to strengthen and gain
what actualimpact these reports will have in practical terms. Giv- greater recognition
en the interest level especially among developing countries, it is for exi sting Capacity—
likely thaf capacity building Wl|l| agam be.a tgplc? onthe agenda of buildin g efforts.
the new five-year OEWG that is just beginning its work. However,
it is unclear what further progress can be made in that long-term
government-focused forum when capacity building is an urgent current priority involving many
stakeholders. There is also the proposal for a Program of Action by a number of states that con-
templates greater nonstate stakeholder involvement and expressly mentions capacity building as
one goal.?" However, the fate, direction, and timing of that proposal remains unclear. Nevertheless,
regardless of further UN institutional activity, the strong language of the two UN reports creates an
opportunity to promote practical cyber capacity building as a priority issue and to strengthen and
gain greater recognition for existing capacity-building efforts. Indeed, an existing multistakeholder
cyber capacity-building coordination platform, The Global Forum on Cyber Expertise, can play a
key role in continuing to implement many of the precepts from the UN reports.

The GFCE is a multistakeholder organization of over one hundred and forty-five members and
partners, including over sixty governments, numerous private sector, civil society, and academic
institutions and a number of regional and international organizations. It was established in 2011 in
recognition of the need to promote cyber capacity building and to avoid unnecessary duplication
of and conflict between capacity-building programs.? Its mission is to “strengthen cyber capacity
and expertise globally through international collaboration and cooperation. It accomplishes this
by “connecting needs, resources, and expertise and by making practical knowledge available to
the global community.” In order to avoid duplication and to make sure that gaps are adequately
addressed, the GFCE coordinates regional and global cyber capacity projects, shares knowledge
and expertise, and matches individual needs to offers of support from the GFCE community. It
provides these services through a global capacity-building portal, the Cybil Portal, populated by
publications, tools, best practices, and other material; a recently launched global capacity building
research agenda that seeks to identify and fill gaps in capacity building knowledge; and a clearing
house mechanism that connects countries needing help in a particular area with a tailored suite of
funders and implementers who can fill that need.

The GFCE is organized substantively around five substantive working groups: Cyber Securi-
ty Strategy and Policy (including a Task Force on norm implementation, CBMs, and diplomacy);
Cyber Incident Management and Critical Infrastructure Protection, Cybercrime; Cyber Security
Culture and Skills; and Cybersecurity Standards. The Working Groups meet regularly to identify
needs, assist with coordination of projects, and provide a platform for sharing by the community. In
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addition, the GFCE is a platform for high-level discussion, organizing biannual meetings to assess
progress and hold policy discussions on ways and means of responding to emerging challengesin
the cyber capacity-building domain. The GFCE is intended to be global but also work with regional
efforts, convening a number of regional meetings in the last year. In addition, it works with regional
organizations including the Organization of American States and recently launched a major initia-
tive with the African Union. It is not intended to replace the capacity building efforts and programs
of its many members and partners, but, instead, is intended to strengthen and highlight them and
make sure others can benefit from lessons learned.

The substantive areas of focus for the GFCE easily map to the areas of focus called out by the
OEWG and GGE. Moreover, several participants in the OEWG expressed a desire for greater
coordination of capacity building efforts and expressed some confusion of where they could go
if they needed capacity building assistance. The GFCE was established to provide that greater
coordinationand can provide anentry point for acountry inneed toa community that is focuses on
theseissues. Given the current dire need for cyber capacity building, it makes sense, as the GCSC
recommended, to leverage existing organizations, such as the GFCE, to help meet that demand.?*

While the GFCE brings greater coordination and focus to cyber capacity building and the OEWG
and GGE reports bring greater attention, a number of significant challenges remain. Despite the
growing number of cyber capacity-building projects, the field is still chronically under-resourced
and under prioritized. In part, this is due to cybersecurity as a field still struggling to be integrated
as a true national and economic security issue for countries. For-
tunately, this is finally changing as a number of countries are now . .
. ) . Despite the growing
recognizing the importance of cybersecurity, both because of the .
increased reliance on digital technologies during the pandemic and number of cyber capacity-
the increase of disruptive ransomware and other malicious cyber in- buildi ng projects, the field
cidents. Nevertheless, more progress needs to be made in elevating is still chronically under-
bgth lcybersecuhty and cyber.securlty capacity pwldlng as core pri- resourced and under
ority issues, particularly at senior government policy levels. priori tized. In par t, thisis

In part, the relative lack of attention and resources for cybersecurity due to cybersecurity as
capacity building is attributable to its lack of integration with larger afield still struggling to
development programs or digital strategies. For example, the UN be integrated as atrue
Sustalnable Devglopment Goals hgve attracted poth political atten- national and economic
tion and substantial resources. While cybersecurity is a key enabler
of many of those goals, there is no formal clear acknowledgement of
that relationship. Similarly, many countries’ traditional development
programs treat cyber as a law enforcement or military issue that is outside their normal mandate.
While this is changing—the US, UK, and EU traditional development agencies, among others, are
moving into cyber capacity-building projects—the general approach of the traditional develop-
ment community should be expanded.

security issue for countries.

Thoughthe GFCE has been successful as a coordination platform and its membership has grown
significantly in its six-year existence, many countries and other entities are not yet members or
partners and many potential partners are unaware of the coordination and information sharing
services it offers. Thislimitsits effectiveness as a much-needed coordination platform and exacer-
bates resource shortfalls. Even among existing GFCE members, information sharing on programs
and experience could be better. Moreover, the GFCE has built a cyber capacity community at the
expert level but would benefit from a more sustained connection to high-level policy makers. The
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GFCE was launched at the Global Conference on Cyber Space (a.k.a.,, “The London Process”) in
the Hague in 2015. The GCCS brought together ministers, CEOs, and other high-level stakehold-
ers and provided a good platform from which to link expert-level work to senior political priorities.
Unfortunately, the GCCS has been moribund since 2017 and there is no high-level multistakehold-
er forum devoted to cyber capacity building. Finally, the GFCE Secretariat structure is relatively
small given the breadth and likely growth of its mission.

Although not exhaustive, the following recommendations are proposed to strengthen cyber ca-
pacity building and the cyber capacity-building coordination ecosystem:

Promote Cyber Capacity Building as a Global Priority

Keep cyber capacity building as akey agendaiteminnew UN processes andin otherin-
ternational venues. Given the foundational nature of cyber capacity building and itsimportance,
particularly to the developing world, it should remain a key topic in the new cyber Open-Ended
Working Group and the Program of Action. It should also be an area of focus in multistakeholder
processes such as the Paris Calll.

Convene a high-level, multistakeholder cyber capacity building focused summit. \Vith
the apparent demise of the Global Conference on Cyberspace, there is no high-level, multistake-
holder forum devoted to cybersecurity issues, and no such forum devoted to cyber capacity
building. A forum that attracts high-level government officials, including foreign ministers, senior
private sector representatives, and other senior civil society and academic participants not only
would lead to a higher profile of the issue as a mainstream priority, but also help attract greater re-
source commitments and, potentially, validate a global cyber capacity building agenda. Moreover,
ameeting that brings the cyber community and the traditional development community together
could break down existing silos and substantially enhance cyber capacity building resources and
effectiveness. The GFCE together with a number of partners, including the World Bank, the World
Economic Forum, and the Cyber Peace Institute, is currently planning to hold such a meeting in
2022 in Washington, DC.

Increase Resources and Link Cyber
Capacity Building to Development

Clearly state that cyber capacity building is foundational to the UN Sustainable Devel-
opment Goals. Although the UN GGE Report referenced the UN SDGs, it stopped short of stat-
ing that cyber capacity building will be a key enabler of achieving those goals. Part of the reticence
to make such a statement was that the GGE was a process under the First Committee and that
the SDGs were not part of the jurisdictional mandate of that group. Bringing the traditional devel-
opment community and cyber capacity building community together? will benefit both groups, so
interaction and a higher-level statement to this effect—perhaps at the Secretary General level—will
help these two commmunities work together.

Use existing efforts of traditional development agenciesin cyber capacity buildingas a
model for other potential funders. As USAID, the UK's DFID, and the World Bank, among oth-
ers, step up cyber capacity-building programs, these efforts should be used to persuade the rest
of the traditional development community to fund and engage in these programs. For example,
USAID recently published a “Cybersecurity Primer: How to Build Cybersecurity into USAID Pro-
gramming” that details how cybersecurity isimportant toits development portfolio and how to em-
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bed cybersecurity into its programming cycle. The Primer is meant for both USAID staff and as “a
resource on cybersecurity for the broader development community and spotlights how USAID's
approach to cybersecurity in development is evolving. ©

Expand the definition of what qualifies as development assistance to include cyber ca-
pacity building. Much of the traditional development community looks to the Organization for
Economic Cooperation and Development's Development Assistance Committee (OECD DAC)
for guidance on traditional development projects. However, its criteria for Official Development As-
sistance (ODA) projects excludes the promotion of donors’ security interests, which may be read
by some to exclude or at least limit projects geared to cybersecurity capacity building. This could
be remedied if the OECD DAC would make clear that the ODA includes cybersecurity projects, or
amend it to make that clear,and aid in their creation and promotion.

Translate the UN OEWG and GGE statements that countries should further support
and resource cyber capacity building into action. Many states are currently investing in cy-
ber capacity building on a project basis, and those efforts can be built upon and used to catalyze
other donors and implementers. For example, the US., UK, Estonia, and the Netherlands, among
others, all have significant individual capacity building efforts that range from technical training to
CSIRT building to the application of international law to cyberspace. If several active states collec-
tively announce significant capacity-building projects and funding, and work with other countries
to do the same, the pool of resources will be increased as will the profile of those efforts. Sever-
al countries have already taken the step of working with the World Bank to fund a cybersecuri-
ty development fund, but that initiative could also be expanded and given more visibility. Further,
despite cyber capacity building being a true multistakeholder endeavor, only a few private sector
entities and philanthropic foundations fund capacity-building efforts.?® Getting more private sec-
tor entities around the globe—both tech and non-tech entities, such as those involved in financial
services—into the capacity-building field isimportant but requires a stronger narrative of why itisin
their interest. Similarly,a concerted campaign is needed to broaden support from the philanthropic
community.?

Foster and Strengthen Mechanisms for Better Coordination

Expand andresource the GFCE. The GFCE isarelatively mature, multistakeholder community
that is ideally positioned to coordinate and help implement the capacity-building recommenda-
tions from the OEWG and GGE. For it to meet this expectation and deal with the increased de-
mand for cyber capacity building, it willneed greater institutional support and resources. Moreover,
the GFCE must continue to grow and add more countries, intergovernmental organizations, pri-
vate sector, civil society, and academic organizations to its already impressive list of members and
partners. Finally, though many in the cyber capacity-building field are aware of the GFCE, it needs
to achieve a higher profile so that countries are aware of the resources and services it offers, and
those involved in capacity building can use its platform to share their expertise. The planned up-
coming high-level capacity building conference is designed, in part to achieve that higher profile.
By strengthening the GFCE as an existing mature platform rather than creating new coordination
organizations, scarce resources are maximized and duplication and confusion averted.

Encourage greater information sharing of cyber capacity building projects and activ-
ities. Though many states and other parties share some information on their projects and activ-
ities, there is some reluctance by funders and implementers to share the details of their current
efforts. A lack of sharing, for example on the Cybil Portal, deprives other players and regions from
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benefiting from lessons learned, it hampers coordination, leads to potential duplication, and limits
helpfulinput that the sharing party might otherwise receive. Of course, states and other stakehold-
ers have some legitimate concerns about confidentiality and proprietary information, still, for the
benefit of the entire cyber capacity building community, greater sharing and transparency should
be encouraged and be the default.

Leverage and connect regional capacity building efforts. Asimportant as global efforts are,
much great capacity building work is done at the regional level in response to unique regional de-
mands and expertise. The Organization for American States, ASEAN, the African Union, and the

European Union all are engaged in strong regional efforts. The
GFCE provides a a forum for bringing these efforts together. It is
developing a regional focus, partnering with all of the aforemen-
tioned regional bodies, and spearheading a regional effort in the
Pacific Islands. Sharing lessons learned, programs, and expertise
among these regional efforts will serve to strengthen all of them.

The focus on cyber capacity building in the recent UN OEWG
and GGE reports, coupled with the recent global political focus
oncybersecurity as a national and economic security imperative,
creates a unique and possibly fleeting opportunity to substan-
tially elevate cyber capacity building as a priority and enable a
sustained international effort. The GFCE is well positioned to help
take this forward, and can work with other institutions, countries,
and stakeholders to make effective, coordinated cyber capacity
building a reality. If we fail to seize this opportunity, including by
failing to address the challenges described in this paper, we will

If we fail to seize this
opportunity, including

by failing to address the
challenges describedin
this paper, we will not only
failto meet the needs and
expectations of developing
countries, but will put at
risk all of world’s ability to
combat growing cyber
threats or to achieve long
term cyberstability.

not only fail to meet the needs and expectations of developing countries, but will put at risk all of
world's ability to combat growing cyber threats or to achieve long term cyberstability. That is a
price that no country, business or responsible stakeholder can afford.
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launched as an independent foundation in February 2020 alongside the second meeting of the
OEWG.

23 ‘About the GFCE,” The GFCE, https:/thegfce.org/about-the-gfce/
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24 See Global Commission on the Stability of Cyberspace, “Advancing Cyberstability. Fi-
nal Report,” The GCSC, November 2019, page 26, recommendation 3: “all parties should leverage
existing organizations, including the multistakeholder Global Forum on Cyber Expertise, that are
focused on capacity building ...” https://cyberstability.org/report/

25 For a thorough discussion of bridging the gap between the digital component of the
traditional development and cybersecurity capacity building commmunities, see Melissa Hatha-
way and Francesca Spidalieri, “Integrating Cyber Capacity into the Digital Development Agenda,”
Global Forum on Cyber Expertise (GFCE) Foundation, November 2021.

26 For example, the Gates Foundation and Microsoft are funding different aspects of the
GFCE's work in Africa.
27 Though garnering greater philanthropic support of cyber has been a goal of the great

work of the Hewlett Foundation, those efforts have had only modest success to date. In April 2021,
over thirty organizations and individuals signed a letter urging greater philanthropic giving to cyber-
security programs. Tim Starks, “A push for cybersecurity philanthropic giving launches,” Cyber-
Scoop, April 16,2021, https://www.cyberscoop.com/philanthropic-giving-cybersecurity-open-let-
ter-craig-newmark/. Among other things, the letter asserts that cybersecurity grants were only a
tiny fraction of peace and security program grants and urges greater giving, particularly by the tech
sector.
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