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T
ensions between the major powers have risen significantly in recent years, and cybersecu-
rity matters have been some of the key flash points. The U.S. has long perceived that China 
has fueled its economy and military rise by stealing intellectual property, and the Russian 

government interfered in the 2016 U.S. elections using disinformation and influence operations 
in cyberspace. Conversely, Russia and China have expressed consternation about U.S. “left of 
launch” and Stuxnet-like capabilities that threaten their infrastructure and their strategic forces.1,2 
Reciprocal concerns have been widespread over quotidian hacking, interference, and in some 
cases destruction of private-sector data and systems.  

U.S. Government responses to these challenges have run the gamut. U.S. policymakers have in-
dicted foreign military operators for cybertheft, treating these incidents as traditional espionage, 
and analysts suspect that in other cases the U.S. has undertaken reciprocal responses where 
the behavior was more injurious.3 But the policy community also seeks new diplomatic solutions. 
A 2014 bilateral agreement between Presidents Obama and Xi Jinping attempted to reduce cy-
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bersecurity tensions by proscribing states conducting intellectual property theft in cyberspace for 
commercial gains, and by establishing new track 1.5 groups to work on cyberspace law enforce-
ment and military stability issues. But tensions around cyberspace issues have only risen since 
2014, and arms control proponents seek additional rules of the road and consultative mechanisms 
to build stronger adherence to international law and 
norms and to create new channels of engagement be-
tween militaries and diplomats.

At first blush, a cyberspace agreement that emulates the 
1972 incidents at sea (INCSEA) agreement—which built 
similar mechanisms for the high seas once the Soviets 
established a blue water Navy—seems like a plausible 
avenue toward stabilizing military cyberspace affairs. 
However, in our analysis the idea of an INCSEA for cy-
berspace fails to be relevant to today’s security environ-
ment on three key counts: it does not match the political 
conditions between the major powers, it does not fit the 
operational realities of the cyberspace domain, and it 
does not address the key policy challenges and stabil-
ity challenges related to cybersecurity. To make these 
points, first we will lay out the INCSEA agreement in his-
torical context to understand the conditions leading to its 
promulgation and the problems it solved. Second, we will analyze the INCSEA concept in the face 
of the operational realties and policy problems in the cyberspace domain, and third we will discuss 
how it falls short of addressing the key problems of the cyberspace domain today.

The Agreement between the U.S. Government and the Government of the Russian Federation on 
the Prevention of Incidents On and Over the High Seas was signed on May 25, 1972, by Secretary 
of the Navy John Warner and the Soviet Union’s Commander in Chief of the Navy Sergei Gorsh-
kov. Commonly referred to as INCSEA, the bilateral agreement binds both parties to stated rules 
for the conduct of each country’s ships and airplanes on and over the high seas to reduce the risk 
of escalation.4 

INCSEA established a code of conduct for transparency, non-interference, information sharing, 
advanced notice of activity, and annual consultations, as well as an agreement to avoid threatening 
activity. INCSEA built on previous international agreements—such as the 1958 Geneva Conven-
tion of the High Seas—that codified rules for the operation of military and civilian vessels on and 
above the high seas. INCSEA does not restrain limits on force size, exercises, or the operation of 
each nation’s navy or air force. 

Representatives from the United States and Russia meet annually on a bilateral basis to reaffirm 
INCSEA and to discuss its application of ship-to-ship and air-to-air contact during the previous 
year. The consultations preserve INCSEA’s continuity and place it in a suite of important bilateral 
confidence building measures originating in the relaxation of Cold War superpower tension in the 
early 1970s period of détente. 

President Lyndon Johnson’s administration exchanged the first diplomatic notes with the Soviet 
Union that ultimately culminated in INCSEA’s 1972 signing at a high tide of superpower diplomacy. 
Informal bilateral discussions between the navies began in 1966, but a worrying crescendo of near 
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misses in 1968 convinced the Departments of State and Defense to amplify requests for a formal 
agreement. A TU-16 bomber, in one instance, crashed in May 1968 after buzzing U.S. ships operat-
ing in the Norwegian Sea, raising the risk of collisions that could spiral into escalation. Undersecre-
tary of State Nicholas Katzenbach wrote Deputy Secretary of Defense Paul Nitze in 1968 warning 
him of the risks and an ostensible lack of interest from the Soviet Union. Overtures throughout 1968 
from the U.S. Departments of State and Defense to Soviet counterparts went unanswered until the 
climate of superpower relations improved.5

Henry Kissinger notified Richard Nixon that the impasse broke in 1971 after Soviet diplomats for-
mally requested consultations on incidents at sea. The president approved Kissinger’s request 
to proceed with formal dialogue and consolidate the effort in the hands of the National Security 
Council in place of overlapping formal and private conversations.6 “We seem to be enjoying some-
thing like an ‘era of good feeling’,” the United States’ ambassador to Russia reported after produc-
tive deliberations between the two superpowers on incidents at sea. Forward progress on a future 
INCSEA occurred, however, only in the context of Détente’s thaw.7 

The Soviet Union and the United States signed INCSEA during a 1972 summit in Moscow when 
Nixon and Soviet Premier Leonid Brezhnev signed the Strategic Arms Limitation Treaty. In prepa-
ration for the state visit, Kissinger alerted Nixon that a raft of agreements on disparate subjects 
were slated for announcement: space, the environment, health, science and technology, com-
merce, and incidents at sea. Both parties formalized INCSEA amidst a rewiring of the frayed bilat-
eral circuits to resume conversations on traditional state-to-state matters.8 

INCSEA and the decades of annual consultations improved the condition of naval security and 
strategic stability for approximately fifty years. It ensured safety of navigation on and over the high 
seas even during instances of heightened tension, provided com-
manders with stated rules, created the bilateral machinery for dia-
logue, and reduced the opportunity for pilot or captain miscalcula-
tion. By the mid-1980s, troubling episodes on and above the high 
seas had declined markedly, and INCSEA served as evidence of a 
successful confidence-building measure. 

INCSEA, ultimately, was a product of a specific historical moment 
when two competing powers mutually agreed to diminish the stra-
tegic, tactical, and accidental escalatory catalysts. Senior leaders 
in the United States and the Soviet Union recognized that com-
petition could occur without risky conduct below the threshold of 
war. Confidence-building measures governing visible objects and 
domains, such as the high seas, proved easier to implement. Poli-
cymakers in Washington and Moscow mutually agreed that they benefited by reducing tension, 
and a transparent code of conduct on the high seas was one lever by which to restore stability for 
bilateral relations and geopolitics.   

However, the political conditions that led to INCSEA are largely missing today. While there is a 
movement toward some agreement on normative measures in the United Nations, the required 
political conditions are much broader than that. The relationships between the three major cyber-
space powers today—namely, the U.S., China and Russia—are far more contentious than what 
was present during the period of détente leading up to the INCSEA agreement. There is no com-
mon view between the powers on how cyberspace relates to strategic stability, which was a clear 
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precursor to INCSEA. There is also no clear motivation by the major powers to explore new arms 
control measures for cyberspace, and no shared drive to tamp down tensions as there was in the 
late 1960s and early 1970s after the U.S. and the Soviet Union had come close to the brink during 
the Cuban Missile Crisis in 1962.    

Today’s arms control environment, rather, is one where we see significant backsliding with major 
treaties having been recently jettisoned, such as the Anti-Ballistic missile treaty, the Intermediate 
Nuclear Forces Treaty, and the Open Skies Treaty. Rather than cooperation and threat reduction, 
the major powers appear to be in a mindset of unbridled competition—more akin to the 1950s and 
early 1960s when we saw significant international crises, and when arms control seemed far off 
into the future. But surely, political conditions could change in the wake of a major crisis, or given 
significant changes in the leadership of the major power states. So if these conditions do change, 
could INCSEA address the fundamental realities and challenges of cyberspace competition?

Not really. The reasons are three-fold. 

First, cyberspace operations occur in cyberspace via a network of data centers, servers, routers, 
switches, computers, and devices owned by private and government entities in sovereign terri-
tory—and there is no similar consensus upon the existence of an equivalent of the “high seas” in 
cyberspace. Even if operators conceal their locations, they are always operating in sovereign ter-
ritory on someone’s network. Damage, disruption, or theft done to data on a network therefore im-
pacts a specific data owner or operator, and is a violation of sovereignty. 

Second, while cyberspace operators might “bump into” each other on the infrastructure if they are 
both present on a network—two intruders passing in the night, as it were—these are virtual inter-
actions and seem unlikely to cause inadvertent material harm in the same way that navies could 
do so on the high seas. The intruder would need to manipulate data and cause material and irre-
versible harm for it to be analogous, in some way, to two ships colliding on the open seas. Similarly, 
there would need to be some risk that an incident of cyberspace operators bumping into each oth-
er could rise to the level of an armed attack under international law, via the irreversible destruction 
of life or property, if it were to plausibly carry a significant risk of escalating to war. This is an unlikely 
occurrence in cyberspace.

Third and most importantly, if the United States and Russia or China are to have productive conver-
sations about cyberspace, the most important issue is for the states to make progress on adhering 
to bounds of acceptable state behavior in peacetime and conflict. This is a far greater legal and 
policy challenge for the bilateral relationship, and an INCSEA-like agreement is wholly irrelevant to 
its resolution. 

Cyberspace is a new arena of operations. Over the last decade, as access has increased expo-
nentially across the globe, adversaries have flourished in the “gray space” below the level of out-
right conflict that cyberspace affords, escalating their operations against the United States without 
fear of real retribution. That is how China has stolen U.S. intellectual property through cyberspace 
with impunity, why North Korea broke into and damaged Sony Pictures Entertainment’s networks 
before the release of the parody film The Interview, and why the Russian Federation conducts cy-
ber-enabled disinformation operations in advance of U.S. elections, penetrates U.S. critical infra-
structure, and sows seeds of social discord within the U.S. population. For more than a decade, 
revisionist nation states have exploited the vulnerabilities that cyberspace affords. Countries have 
conducted hostile operations online, through disinformation and cyberspace operations, without 
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ever having to leave their home, with limited resource investments, recognizing that the United 
States was not entirely sure how best to respond.

For years the United States largely held back against each of the above actors, not wanting to trig-
ger a tit-for-tat response in cyberspace that could escalate. Instead, the United States sought to 
impose retributive costs through indictments and sanctions. This did not help achieve deterrence 
in cyberspace. But perhaps the Russian government’s interference in the 2016 U.S. Presidential 
election was a watershed moment. In 2018, the United States military gained the authority with 
which to conduct cyberspace operations to stop cyberattackers in advance of attacks against 
core U.S. interests, an expression of the new U.S. strategy to “defend forward” in cyberspace.9 This 
suggests that, if the United States has indicators and warning of a potential cyberattack against 
its vital interests—such as its critical infrastructure—as it did in advance of the 2018 elections, the 
United States may take action to defend American interests online. Outside of the U.S. military’s 
use of operations in cyberspace, following a spike in ransomware attacks in 2020 and 2021 against 
hospitals and infrastructure, the U.S. Department of Justice targeted cybercriminals by seizing 
their bitcoin holdings,10 and the U.S. Treasury Department implemented sanctions on the global 
malware market by targeting cryptocurrency instruments.11 

The goal of this increasingly forceful response posture is to help set and assert the bounds of ac-
ceptable behavior, along with deterring hostile activities, to include countries that allow ransom-
ware operators to conduct criminal activities without fear of arrest. The Russian government’s 
actions in the SolarWinds intrusion and in allowing ransom-
ware groups to flourish within its borders remains a pre-emi-
nent concern in matters of policy and law for the United States 
in cyberspace. This problem cannot be addressed through an 
INCSEA-like agreement because the principal issue is that the 
Russian government allows malicious cyberspace operators in 
its territory to act with impunity. 

If there is any place for legal agreements in matters of cyberse-
curity, diplomacy should occur around the question of how to 
set and maintain responsible state behavior in cyberspace. The 
cybersecurity community has made progress here in multilateral fora. Concurrent with the United 
States increasing its efforts to deter and disrupt attacks on its interests, the United Nations coun-
tries have built on decades of work from the UN’s cybersecurity Group of Governmental Experts 
(GGE) to affirm the need for norms of operations in cyberspace, such as refraining from targeting 
medical devices or other critical infrastructure.12 But unlike with INCSEA, these multilateral agree-
ments do not seem to have curtailed Russian malign influence operations in cyberspace.

Bilaterally, the U.S. and Russia put in place emergency communications during the Obama admin-
istration to tamp down the chance of conflict spiraling out of control. Increasing communication 
about strategic capabilities is certainly to the good, and that might be what has urged the call for 
an INCSEA-like treaty: to discuss and shape how forces operate. But the United States can pursue 
those discussions through existing lines of communication around norms and crisis management. 

The analogies of an INCSEA treaty otherwise fail to demand a new direction for U.S. policy and 
law. Recall that the original INCSEA treaty established rules of the road for maneuvering military 
weapon platforms (and later, merchant marine ships as well) to include the use of flag communica-
tions between vessels. At times these frightening close maritime engagements involved nuclear 
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weapon platforms such as strategic missile submarines and bombers. INCSEA also set rules of 
the road for the use of weapon engagement threats such as the opening of bomb bay doors on 
bombers that are nearby ships, the use of fire control radars against other vehicles or vessels, and 
simulated attacks. 

For these two conditions, there is clearly no analogue 
yet in cyberspace. There is no record of threatening 
engagements between military cyberspace operators 
of one country and the strategic platforms or weapon 
systems of another, nor do we know of equivalent “dan-
gerous maneuvers” in cyberspace that could put either 
side at risk. Last, there is no clear way to brandish weap-
ons threats from cyberspace operators against specific 
weapons systems or platforms. Cyberspace operators 
do not seem to saddle up to one another and show off 
their malware in a chat room to threaten the other side. 
The absence of these conditions makes it unlikely today that cyberspace operations could result 
in inadvertent nuclear escalation, or that cyberspace operators could scare strategic weapons op-
erators and their chain of command into using their weapons.  

For these reasons, it is doubtful that an INCSEA-like agreement for cyberspace would be germane 
to the security concerns of today’s cyberspace competition, that it could tamp down strategic ten-
sions between states, or that such an agreement could be practicable.

The INCSEA treaty of 1972 was clearly a product of a period when the major powers sought 
détente and a reduction in tensions, and incidents on the high seas—outside of sovereign waters—
between military combatants in peacetime were a potential vehicle to accidental or inadvertent 
escalation between nuclear armed states. There is no relevant mapping of this historical context 
to the political situation in 2021, nor does the situation in maritime affairs in the late 1960s and early 
1970s have any relevance to cyberspace operations today. While the political conditions for such 
agreements could change rapidly given a change in geopolitics, it is hard to imagine how the stra-
tegic and operational context of military competition in cyberspace could approximate the mari-
time context of the period.  

The views and opinions of the authors expressed herein do not necessarily state or reflect those of 
the United States government or Lawrence Livermore National Security, Inc. LLNL-JRNL-829171 
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A 
lack of agreed signaling protocols nearly led to World War Three. On October 27, 1962, at 
the height of the Cuban Missile Crisis, the US Navy cornered one of the few Soviet subma-
rines unaccounted for off the coast of Cuba. In an effort to convince the FOXTROTT-class 

sub B-59 to surface, the destroyer USS Cony employed practice depth charges—which, however, 
were not accurately identified as such by the beleaguered crew. When the sub did indeed surface 
and engaged in communication, an anti-submarine aircraft flew low over the sub and dropped 
flares and pyrotechnics. This convinced the captain of the sub to crash drive, and, according to the 
detailed account in the 2020 book Nuclear Folly, a vigorous debate ensued on board the ship as 
to whether this constituted an attack, and the order was given to fire the sub’s nuclear torpedoes, 
each with 10 Kiloton warheads, at the US navy task force. It was only in the last moment that the fire 
order was rescinded. 

The 1972 Incident at Sea Agreement (INCSEA) was a milestone in de-escalation and confidence 
building. In clear and concise language, it created rules for a number of possible scenarios where 
Soviet and American navy forces might meet on the high seas—such as that which occurred 
during the Cuban Missile Crisis, where misunderstandings over signaling nearly led to an apoc-
alypse. The success of INCSEA did not come lightly. By the time it was signed, ten years after the 
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incident described above, the rapidly expanding Soviet and US Navies were increasingly bumping 
into each other—often enough literally. The potential for “inadvertent escalation”—i.e., accidental 
war—was obvious. Agreed-upon norms were clearly needed. However, it still took both sides near-
ly four years to negotiate the agreement after the US first proposed it. But it was worth it; although 
the Cold War would go on to thaw and freeze and thaw again, the military-to-military agreements 
held sound, and prevented something worse from happening. In 1983, Secretary of the Navy John 
Lehman cited the accord as “a good example of functional navy-to-navy process” and credited 
this area of Soviet-American relations with “getting better rather than worse.” In 1985, he observed 
that the frequency of incidents was “way down from what it was in the 1960s and early 1970s.” This 
was despite a much-expanded navy on both sides. 

The success of INCSEA has often been remarked upon when considering possible agreements 
in dealing with escalating cyber tensions today—after all, “disentangling” forces in cyberspace may 
seem like a practical and useful step in order to avoid serious accidents. Indeed, if anything, the 
scope of misunderstandings in cyberspace is even larger then that between navies during the Cu-
ban Missile Crises: the realities of the domain mean that, for instance, it can be difficult for a cyber 
defender to differentiate between a malicious act as an attempt at espionage or as preparation for 
an act of war. INCSEA is not the only such agreement from which to draw, and the 1989 Prevention 
of Dangerous Military Activities Agreement2  has some very promising cyber-adaptable aspects 
as well, as we shall see later.

But INCSEA is often evoked as the main model for a potential operational cyber agreement.3 De-
tractors to the INCSEA-for-cyber (INCSEA-C) model sometimes like to point out that sea and 
cyber domains are not mirror images of each other. This is true, but the differences should not be 
overemphasized. All domains are unique, and it is the commonalties that need to be considered in 
a transposition, not the differences. The challenge, for instance, of establishing definitive attribution 
also exists at sea, and both planes and especially submarines are not always clearly identifiable.4 
And, as with navy forces, cyber forces have to “navigate” a domain that is often not bound by terri-
torial sovereignty, and must consider civilian traffic as well. 

 The position of the United States (and most of the like-minded group of liberal democracies) over 
the last decade has been to avoid any formal political agreement on cyber conflict, for at least four 
good reasons: Firstly, most potential terms in cyber “treaties” were considered to be unverifiable, 
and would lead only to rampant cheating (or the expectations of such) and thus would prompt 
even more instability. Secondly, the implication that current International Law was not sufficient 
would create a precedent to open up other areas to new negotiation. Thirdly, any treaties on cy-
berspace would imply that states were the ultimate arbiter of the entire domain, conflicting with the 
Western position of a nonstate-led Internet. Fourthly, Russia has persistently led China and others 
in trying to equate what they view as psychological information warfare with technical cyberat-
tacks. Effectively, this has amounted to focusing on means to protect what they call their “Internet 
segment” from content they consider destabilizing. When in September 2020 Russia’s President 
Putin offered to negotiate with the United States on INCSEA-for-cyber,5 these four points were 
clearly apparent, and he added a fifth reason to refuse such an offer: not giving Russia the status of 
a peer with the United Sates in a bilateral agreement, something undeniably politically important to 
Vladimir Putin. As a result, the Russian INCSEA-C offer was largely and understandably dismissed 
by US and Western commentators.6 

Even though the INCSEA-for-cyber as a bilateral US–Russian agreement may be out of the ques-
tion for the moment, there are good reasons why an INCSEA-C could be considered in a differ-
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ent, multilateral format, although not on the basis of the Russian September 2020 proposal. For 
instance, it could be considered as a new Confidence Building Measure within the Organization of 
Security and Cooperation in Europe (OSCE, although China would be absent), or even as a Mem-
orandum of Understanding appended to existing UN 
First Committee initiatives. For the four basic reasons 
that like-minded democracies tend to (rightly) refuse 
cyber agreements do not apply here: “disentangling 
cyber” does not require counting cyber forces or even 
clear attribution of actual “attacks,” so the first concern 
of cheating leading to escalation is largely mute. If cast 
as an agreement (let alone as a Confidence Build-
ing Measure or Memorandum of Understanding), it 
would not be a “treaty” in that it would create new in-
ternational law,7 but quite the opposite (as we shall see 
below), it can reinforce existing law—so the second 
concern would be mute. Regarding the third concern 
on undermining the nonstate-led Internet governance model: the focus is only on proscribing state 
behavior, so with correct wording this danger could be avoided as well. And regarding the fourth 
concern—not equating psychological-effect actions such as propaganda and covert influencing 
with the use of force and armed attack—this has been a cornerstone of international law for de-
cades, and should not be reversed, despite recent Western military’s considerations of responding 
to disinformation with kinetic-equivalent operations as a counter measure under international law. 
This precondition admittedly would likely be the largest stumbling block in getting the process off 
the ground.

But if all this were possible, that would leave the final, perhaps most important, question: what 
would an INCSEA-for-cyber actually do? What would it look like? This is where the efficacy of the 
original INCSEA agreement comes into play, where the military negotiators crafted a bare-bones 
agreement on three pages and with five articles of agreement.8 As a thought experiment, it is an 
interesting challenge to transpose the document directly to cyber, although, immediately, some 
transpositions are easier than others. 

For instance, Article I of the INCSEA would already seem a stumbling block. In the original docu-
ment, definitions of “ship,” “aircraft,” and “formations” are agreed upon—and only in 122 words. This 
would undoubtedly be trickier for INCSEA-C; while the Internet, computers and networks might 
be easy to define, the stumbling block cyber/information/data “weapon” could be huge. The solu-
tion? Do not refer to weapons, but rather to possible effects (such as “interfering with..”) that are 
technologically independent. A similar track has been taken with the current norms of restraint put 
forward in the UN First Committee processes. 

Article II of INCSEA directly references and invokes the “International Regulations for Prevent-
ing Collisions at Sea” (later called COLREGs), a set of agreements under the International Mari-
time Organization that are commonly referred to in the document as “Rules of the Road.” Veter-
an watchers of the UN First Committee Processes will remember that the eleven norms agreed 
upon in the 4th Group of Governmental Experts (GGE) Report9 are often described as “rules of 
the road.” In both cases, the intent was to reinforce existing international law while explicitly spelling 
out nonbinding and voluntary norms of behavior. The same principle could apply for Article 2 in 
an INCSEA-C: a clear commitment to the UN General Assembly-endorsed eleven norms would 
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provide both a common point of departure while reinforce existing international law. Just like the 
COLREGs outlined in 1972, the eleven GGE norms would represent a “common language” on 
specific behavior that is partially only further spelled out in the INCSEA-C. The importance of this 
common baseline is critical; one criticism of a similar bilateral military agreement between China 
and the United States is that it has largely failed due to a lack of common rules of the road being 
spelled out.10

Article III of INCSEA focuses on “hazardous actions and maneuvers,” and a number of ideas are 
remarkably pertinent for a transposition to cyber. For instance, Article III paragraph 6 directly says 
that the Parties should “not simulate attacks,” by aiming guns or such, at each other. One of the most 
significant challenges in cyber is that some activities do not seem to have other functions (such as 
intelligence gathering) and are either a clear threat of the use of force, or even a case of advanced 
preparation of the battlefield. For instance, leave-behinds (large encrypted files) in critical infra-
structure networks without any meaningful raw intelligence 
value can often only be interpreted as a preparation for at-
tack. Often enough, activities observed, e.g., in the power 
grid meet this case, and sometimes the attacker may even 
draw attention to their existence by a cyber “shot across the 
bow” that may be excessively escalatory. In the same para-
graph 6, another interesting parallel can be found, namely 
“not using searchlights or other powerful illumination devic-
es to illuminate the navigation of bridges of passing ships.” 
The reason for this is obviously one of blinding the crew and 
thus imperiling ship navigation. A near parallel for this could 
actually be “excessive” or malicious port and network scan-
ning activities. While port and network scanning are regular 
and should be considered part of the background noise of the Internet, excessive or malicious port 
scanning, such as shining a blinding light into a ship’s pilot’s eyes, can cause a defender undue con-
cern that a serious attack is coming. It can even directly affect some network activity. Speaking of 
affecting network activity, paragraph 3 explicitly excludes navy ships from conducting maneuvers 
through areas of heavy traffic. Something similar could be said about an injunction of governments 
prohibiting the conducting of training (or offensive peacetime operations) that unduly infringes 
upon the availability or integrity of civilian services.

One of the most intriguing parallels to be drawn in Article III is, however, paragraph 4. It reads “ships 
engaged in surveillance of other ships…avoid executing maneuvers embarrassing or endangering 
the ships under surveillance.”11 In seaman’s terms, “embarrassing another ship” means causing it to 
take evasive actions in a way that may endanger it or others. There is a case to be made that there 
is such a thing as “cyber embarrassment”: a case where the surveilling actor causes the defending 
actor to undertake actions damaging to itself or others. If, for instance, a cyber espionage case is 
so severe that, e.g., a foreign ministry is forced to disconnect itself from the Internet to attempt to 
clean up the attack, this “cyber maneuver” would cause significant follow-on effects, such as, for 
instance, citizens in urgent need of help would not be able to contact their representatives. This ex-
ample is made even more poignant in purely civilian cases, such as when emergency or 911 num-
bers and similar numbers are affected. This author has speculated on what cases of cyber-espio-
nage could potentially rise to the level of a threat or the actuality of use-of-force,12 and more recently 
law scholars have also started to opine on the matter.13 The notion of a “cyber embarrassment” is 
therefore a potentially rich field for deliberation that easily exceeds this short essay.
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Article IV of INCSEA concentrates on the hazardous maneuvering of aircraft over ships. But it pro-
vides a useful point of departure for a cyber version to concentrate on something similarly con-
nected to one domain but part of another—and that is security of communication links, in particular 
those of undersea cables and satellite. While nations have always considered spying on com-
munication cables (and satellites) to be a justified activity in peacetime, some limitations may be 
reasonable if there is a reasonable chance that the availability or integrity of civilian services could 
be affected. This would include any kind of interference that interrupts the communication com-
pletely, such as, for instance, by inadvertently cutting a cable while tapping it, or a poorly-designed 
cyber espionage attack on a satellite or ground station that 
renders the system temporarily inoperable. While these in-
frastructures are already indirectly covered in international 
law as well as the 4th and 6th UN GGE Report, they have 
not been previously explicitly mentioned. This would also 
be a great opportunity to directly address the security of 
the global undersea cable infrastructure overall, also high-
lighting that implied conventional threats carried out with 
loitering with naval vessels (as occurred in 2015, 2018, and 
recently in 202114) would be out of bounds as well. Artful 
wording in this paragraph would even be able to address 
yet another increasingly problematic issue, namely, one of wideband GPS jamming, which has led 
to a number of naval incidents as of late.15 Ideally, a separate Article could even be considered bind-
ing all parties to non-interference in the availability of integrity of the basic backbone infrastructure 
of the global Internet. A norm proposed by the Global Commission on the Stability of Cyberspace 
(GCSC) on the non-interference with this so-called “public core” could provide a baseline; indeed, 
much of the spirt of the GCSC’s work was already adopted in the reports of the 2021 Open-Ended 
Working Group and GGE. 

This Article could also allow the introduction of a category of protection found in a different mil-
mil agreement, namely the “Special Caution Areas” (SCAs) mentioned in the 1991 Prevention of 
Dangerous Military Activities Agreement.16 SCAs are defined by each party in mutual agreement, 
and have special protective measures assigned to them. For instance, an SCA could include the 
dedicated nuclear command and control infrastructure of a country,17 and the activity in question 
could be a prohibition on all kinds of cyber activity in this SCA to avoid any appearances that these 
capabilities were to be preemptively eliminated. SCAs could also, however, include a number of 
civilian infrastructures, including large Internet Exchange Points and others. Indeed, the aforemen-
tioned “public core of the Internet” infrastructure would represent an easy SCA to which all could 
likely agree. 

The remaining Articles address the exchange of information, both operationally at sea as well as 
strategically, between military staffs reviewing the agreement. In cyber terms there have been re-
peat efforts to instigate similar communication protocols, both at the operational and political (but 
not at the in-between strategic) levels, but they often have been inconclusive. The most common 
operational approach has been to identify national technical points of contact18 on the defender 
side (national CERTs or equivalent). Most of these arrangements (with notable exceptions such as 
CBM 8 of the OSCE19) miss a crucial element: an escalation ladder in case of non-responsiveness, 
going up to the political level, such as, for example, to a responsible cabinet minister, if necessary.20 
Further, there are few (if any) such regular strategic exchanges between actual cyber commands 
or similar entities that are responsible for offensive cyber operations. A “cyberhotline” can be de-
scribed as a political level tool, and, if used without support from regular links established on the 
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strategic level, can potentially be a dead end, as seen in the 2016 US Presidential Election.21 Equally 
important, therefore, are multiple direct international links between leading officials and officers in 
cyber policy. Finally, there is no process yet within the multilateral space by which to have a closed 
emergency consultation on cyber issues—there is no “in between” 
forum between a closed emergency UN Security Council meeting 
and bilateral or public exchanges, such as the confidential network 
the OSCE tries to provide to its participating states.22 This means that 
there is a lack of options by which states may properly signal to each 
other that there is a crises, potentially leading to a state of public re-
criminations and loss of escalation control. 

In conclusion, it may need to be stressed that any good agree-
ment would require sacrifices on both sides. There are points in the 
above thought-experiment that might be difficult for members of the 
like-minded group of liberal democracies to accept, and there are 
certainly points that would be difficult for Russia and China to accept 
as well. It will only be feasible if those responsible think that such an 
agreement will have more benefits then costs—and it is very obvious that costs and benefits (the 
equites) are not being assessed equally across and between governments. The situation is fur-
ther complicated by the reality that the two main ideological blocks in cyber have fundamentally 
different priorities in what they want from these discussions—the United States and the like-mind-
ed group may be worried about “cyber war,” but Russia and China are certainly more concerned 
with what they think is “Information war.”23 The INCSEA-C thought experiment is clearly orientated 
toward the former concern. Overall, the success and failure of such an agreement would largely 
depend on the sophistication of those negotiating it, and it would require some time, until the polit-
ical will has been adequately mobilized. However, as we have seen over recent years, the political 
will and intent on cyber issues has gyrated widely, often depending on serious cyber incidents to 
set the agenda. Smart policy making will be aware of the threat of allowing the news headlines to 
dictate the conversation, and would be well advised not only to react, but to get ahead of the curve. 
Thinking seriously about a multilateral Incident at Sea for the Cyber model is a good step in regain-
ing the initiative.
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