
Novel and Important Signals to Watch: Threats and Opportunities
• Malicious actors’ probing of the global Domain Name System infrastructure is on the rise

• Recent breaches of the DNS, such as ‘DNSpionage’ (Nov. 2018) and the Netnod attack (Dec. 2018 - Jan. 2019), highlight the international repercussions of exploiting 
vulnerabilities within critical internet infrastructure. Krebs on Security; TechCrunch

• The Netnod attack is similar to the Dutch DigiNotar breach (Aug. 2011) in terms of suspected perpetrators (Iranian) and their intent (espionage). Wired; ArsTECHNICA

• What further actions can the Netherlands take to deter malicious actors from exploiting critical internet infrastructure? 

• Economic cyber espionage remains an omnipresent threat to countries’ national and economic security
• After a short hiatus, Chinese cyber espionage geared toward stealing Intellectual Property (IP) and advanced military technology is on the rise again, as US-China relations 

deteriorate. NYT (1); NYT (2)

• Russia and Iran are also conducting cyber-enabled economic espionage operations. Associated Press; The Diplomat

• Cyber espionage and other cyber crimes are estimated to cost the EU economy €55 billion annually. ECIPE

• How can the effectiveness of existing bilateral and multilateral agreements against IP theft be bolstered? 

• Companies that have suffered a cyber attack are increasingly resorting to offensive action against the perpetrator 
• “Hack-backs” are part of a self-help strategy that moves away from defensive measures in favor of more offensive options.  CFR (1); The New Yorker

• While norms prohibiting private sector hack-backs are being introduced, a bill before the US  Congress would allow limited hack-backs by companies. US Active Cyber 
Defense Certainty Act; GCSC

• How should the Netherlands contribute to an international discussion on this issue?  

• The US, Russia and China are employing sophisticated forms of Electronic Warfare to maintain military dominance
• China modernized its electronic warfare (EW) capabilities, thus allowing them to manipulate access to the electromagnetic spectrum, which includes radio, infrared or radar 

signals. C4ISRNET; NYT (3)

• Russian EW capabilities go beyond traditional tactical anti-A2/AD or SEAD by integrating them with cyber and psychological operations (such as degrading the morale of 
Ukrainian troops in the Dombass). ICDS; OSCE; Business Insider

• Are NATO’s concepts and practices equipped to respond to adversaries’ active combination of EW, cyber- and information warfare?
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https://krebsonsecurity.com/2019/02/a-deep-dive-on-the-recent-widespread-dns-hijacking-attacks/
https://techcrunch.com/2019/04/17/sea-turtle-talos-dns-hijack/
https://www.wired.com/story/sea-turtle-dns-hijacking/
https://arstechnica.com/information-technology/2019/02/inside-the-dnspionage-hacks-that-hijack-domains-at-an-unprecedented-scale/
https://www.nytimes.com/2019/03/13/opinion/china-canada-huawei-spying-espionage-5g.html
https://www.nytimes.com/2018/11/29/us/politics/china-trump-cyberespionage.html
https://www.apnews.com/bc0d920ef35d4c8296f79cebb1a9bd6f
https://thediplomat.com/2019/01/the-us-justice-department-is-just-getting-started-against-state-backed-hackers/
https://ecipe.org/wp-content/uploads/2018/02/ECIPE_Occasional0218_HLM_V7.pdf
https://www.cfr.org/blog/instead-hacking-back-us-companies-should-let-cyber-command-do-it-them
https://www.newyorker.com/magazine/2018/05/07/the-digital-vigilantes-who-hack-back
https://www.govinfo.gov/content/pkg/BILLS-116hr3270ih/pdf/BILLS-116hr3270ih.pdf
https://cyberstability.org/wp-content/uploads/2018/11/Additional-Note-to-the-Norm-Against-Offensive-Cyber-Operations-by-Non-state-Actors-Norm-Package-Singapore.pdf
https://www.c4isrnet.com/electronic-warfare/2019/03/14/heres-how-other-nations-measure-up-in-electronic-warfare/
https://www.nytimes.com/2018/11/14/us/politics/defense-strategy-china-russia-.html
https://icds.ee/wp-content/uploads/2018/ICDS_Report_Russias_Electronic_Warfare_to_2025.pdf
https://www.osce.org/permanent-council/414083?download=true
https://www.businessinsider.nl/russians-use-creepy-text-messages-scare-ukrainians-changing-warfare-2018-8/?international=true&r=US
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Novel and Important Signals to Watch: The International Order
• 5G has moved to the forefront of the US-China trade war, leaving Europe in a difficult geopolitical position in the race to Industry 

4.0 
• Huawei is considered an extension of the Chinese state, thereby expanding the ability of China to penetrate telecommunication systems for malicious cyber activity. CCDCOE; Forbes (1); Forbes (2)

• In Europe, governments appear to allow partial access of Huawei to its telecommunication infrastructure, enhancing geo-political tensions with the US. Telecoms; Bloomberg; The Independent 
• Should the EU take a unified approach towards Huawei for national security reasons?

• Threats to the DNS system highlight the need to protect the Internet’s public core 
• The Russian government acknowledged plans to set up an alternative DNS root server in order to enhance government control over the internet. BBC; IEEE; TechCrunch (2)

• China’s efforts at developing its Great Firewall raise prospects of the export of digital totalitarianism. CSIS; Financial Times; MIT Technology Review

• The EU Cybersecurity Act and the Paris Call for Trust and Security in Cyberspace push for the protection of the critical internet infrastructure (albeit without the US, China and Russia). European 
Parliament; Paris Call for Trust and Security in Cyberspace

• What role can the EU play in incentivizing major actors such as China, Russia and the US to join the Paris Call and contribute to the protection of the public core of the Internet? 

• States are increasingly relying on forward-leaning response mechanisms to counter malign cyber activity from other states
• Persistent engagement strategies can expand states’ cyber diplomacy toolkits, thus empowering them to deter malicious cyber activities. Lawfare (1); Lawfare (2);  Project Syndicate

• In contrast to the past, states attribute bad behavior more often and supplement diplomatic measures with offensive cyber activities to deter malign actors. EPC; Clingendael
• Will the rise in forward-leaning responses to malicious cyber activities reduce the barriers to escalation of conflicts in cyberspace?

• Stagnation at the multilateral level has prompted state and non-state actors to develop their own interpretation of norms in 
cyberspace 

• The UN First Committee is split between two dueling processes – the Open Ended Working Group led by Russia, and the Group of Governmental Experts led by the United States – constraining big-
tent progress. CFR; GPD; Lawfare (3)

• States have started to publicly expound their national interpretations of how International Law applies to cyberspace in an effort to chip away at the legal grey zones. Just Security; Militair Rechtelijk
Tijdschrift; Lawfare (4); Lawfare (5)

• Industry and civil society are taking a more assertive role in international cybersecurity debates. Tech Accord; Charter of Trust; Fortune; Carnegie; Paris Call; GCSC

• How can the Netherlands act at the UN level to mediate tensions between diverging interpretations of international law in cyberspace and convince the G77 countries of a multi-stakeholder approach? 
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https://ccdcoe.org/uploads/2019/03/CCDCOE-Huawei-2019-03-28-FINAL.pdf
https://www.forbes.com/sites/zakdoffman/2019/05/16/dutch-spy-agency-investigating-huawei-back-door-and-links-to-china-espionage/
https://www.forbes.com/sites/zakdoffman/2019/04/20/cia-offers-proof-huawei-has-been-funded-by-chinas-military-and-intelligence/
http://telecoms.com/496135/germany-outlines-its-5g-security-requirements/
https://www.bloomberg.com/news/articles/2019-04-03/france-s-5g-bill-makes-it-tough-but-not-impossible-for-huawei
https://www.independent.co.uk/news/business/news/huawei-national-security-threat-contained-5g-network-mi5-a8784426.html
https://www.bbc.com/news/technology-47198426
https://spectrum.ieee.org/tech-talk/telecom/internet/could-russia-really-build-its-own-alternate-internet
https://techcrunch.com/2019/03/13/the-splinternet-is-already-here/
https://www.csis.org/analysis/chinas-digital-silk-road-and-southeast-asia
https://www.ft.com/content/e19b3022-40eb-11e9-9bee-efab61506f44
https://www.technologyreview.com/f/612749/china-will-now-officially-try-to-extend-its-great-firewall-to-blockchains/
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:OJ.L_.2019.151.01.0015.01.ENG&toc=OJ:L:2019:151:TOC
https://www.diplomatie.gouv.fr/IMG/pdf/paris_call_cyber_cle443433-1.pdf
https://www.lawfareblog.com/persistent-engagement-agreed-competition-and-deterrence-cyberspace
https://www.lawfareblog.com/through-persistent-engagement-us-can-influence-agreed-competition
https://www.project-syndicate.org/commentary/deterrence-in-cyberspace-persistent-engagement-by-joseph-s-nye-2019-06
https://www.epc.eu/documents/uploads/pub_9081_responding_cyberattacks.pdf?doc_id=2120
https://www.clingendael.org/sites/default/files/2018-12/PB_cyber_responses.pdf
https://www.cfr.org/blog/united-nations-doubles-its-workload-cyber-norms-and-not-everyone-pleased
https://www.gp-digital.org/un-first-committee-processes-on-responsible-state-behaviour-in-cyberspace-a-briefing/
https://www.lawfareblog.com/entering-third-decade-cyber-threats-toward-greater-clarity-cyberspace
https://www.justsecurity.org/64490/estonia-speaks-out-on-key-rules-for-cyberspace/
https://puc.overheid.nl/mrt/doc/PUC_248137_11/1/
https://www.lawfareblog.com/international-law-and-cyberspace-evolving-views
https://www.lawfareblog.com/frances-cyberdefense-strategic-review-and-international-law
https://cybertechaccord.org/accord/
https://new.siemens.com/global/en/company/topic-areas/digitalization/cybersecurity.html
http://fortune.com/2018/11/12/paris-call-google-microsoft-internet/
https://carnegieendowment.org/2018/12/06/governing-private-sector-self-help-in-cyberspace-analogies-from-physical-world-pub-77832
https://www.diplomatie.gouv.fr/IMG/pdf/paris_call_text_-_en_cle06f918.pdf
https://cyberstability.org/wp-content/uploads/2018/11/GCSC-Singapore-Norm-Package-3MB.pdf
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https://www.clingendael.org/sites/default/files/2018-05/Annex_1_GSP_0.pdf
https://www.dropbox.com/s/s62k9q956jpaku1/Conflict%20in%20Cyberspace%20-%20Methodology.pdf?dl=1

