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Novel and Important Signals to Watch: Threats and Opportunities

States are investing in dual-use Al technologies

. States increasingly recognize the strategic value of a competitive Al ecosystem. Euractiv; Deutsche Welle; Quartz

o As public interest and investment in private-sector R&D picks up, normative differences define national growth & innovation strategies. Stratfor; Sinopsis

. What does an EU approach that fosters Al innovation while protecting core values look like?

+ Espionage is driving technological convergence between states
. Various states engage in the theft of technologies with dual-use attributes, often with an eye towards furthering civil-military integration. Quartz; |ISS; China Digital Times (1
. Rapid capability development in some states can be partially attributed to the theft and/or emulation foreign inventions. CSIS; Maritime Executive; China Digital Times (2)

. Does the EU’s market entry assessment framework sufficiently correct for corporations’ role in state espionage?

* The space race is on, as nuclear weapons make their return

o Space is militarized, with a growing number of states launching military assets into orbit. The Drive; Quartz; The Diplomat

. States are aggressively updating their nuclear capabilities by procuring ‘tactical’ nukes, introducing nuclear-capable hypersonic missiles and investing in Theatre Missile
Defense (TMD). CER; War is Boring; The National Interest; CSIS

. Does European strategic autonomy entail a European nuclear capability?

+  Strategic rivalry is on the rise in Africa
. Several countries have constructed, or are planning to construct, military infrastructure on the continent. SWP; CrisisGroup (1); Quartz

o Rivalry is not limited to great power competition; middle powers are increasingly active, especially within the Horn of Africa. CrisisGroup (2)

. Does the Netherlands’ conditional involvement on the continent put it at a strategic or political disadvantage vis-a-vis the US and China?

Climate change opens the door to the strategic use of geo-engineering
. Countries can weaponize geo-engineering under the veil of addressing climate change. RSIS; Climate Home News
. Low entry barriers raise the risk of a ‘tug-of-war’ in (counter-)geo-engineering. Guardian; AAG; Earth’s Future; Harvard

. How can Europe and the Netherlands prepare for the military implications of geo-engineering?


https://www.euractiv.com/section/digital/news/meps-back-eu-industrial-policy-on-artificial-intelligence-and-robotics-as-ethical-ai-issues-remain/
https://www.dw.com/en/germany-launches-digital-strategy-to-become-artificial-intelligence-leader/a-46298494
https://www.dw.com/en/germany-launches-digital-strategy-to-become-artificial-intelligence-leader/a-46298494
https://qz.com/1536508/staff-allegedly-got-more-money-the-more-valuable-the-stolen-information/
https://worldview.stratfor.com/article/ai-and-return-great-power-competition
https://sinopsis.cz/en/strategies-of-cross-domain-coercion-in-east-asia/
https://qz.com/1536508/staff-allegedly-got-more-money-the-more-valuable-the-stolen-information/
https://www.iiss.org/blogs/analysis/2018/12/emerging-technology-dominance
https://chinadigitaltimes.net/2019/01/minitrue-no-unauthorized-comment-on-polish-huawei-arrest/
https://chinapower.csis.org/china-naval-modernization/
https://www.maritime-executive.com/editorials/chinese-naval-shipbuilding-full-steam-ahead
https://chinadigitaltimes.net/2018/11/doj-targeting-chinese-economic-espionage/
http://thedrive.com/the-war-zone/26323/russia-plans-to-launch-tiny-space-plane-off-back-of-high-flying-m-55-research-jet
https://qz.com/1424983/jeff-bezos-says-blue-origin-isnt-in-a-race-with-elon-musks-spacex/
https://thediplomat.com/2018/12/the-moons-far-side-and-chinas-space-strategy/
https://www.cfr.org/backgrounder/us-nuclear-weapons-modernization
https://warisboring.com/chinas-new-submarine-nuke-could-hit-america/
https://nationalinterest.org/blog/buzz/russia-has-tested-its-tsirkon-hypersonic-missile-over-ten-test-launches-39637
https://www.csis.org/npfp/us-missile-defense-and-theater-strategic-nexus
https://www.swp-berlin.org/en/publication/the-united-states-and-the-war-on-terrorism/#hd-d35242e3382
https://www.crisisgroup.org/asia/north-east-asia/china/china-expands-its-peace-and-security-footprint-africa
https://qz.com/africa/1377434/russias-sergey-lavrov-confirms-plans-for-logistics-base-in-eritrea/
https://www.crisisgroup.org/middle-east-north-africa/gulf-and-arabian-peninsula/united-arab-emirates/b65-united-arab-emirates-horn-africa
https://www.rsis.edu.sg/rsis-publication/rsis/co18005-climate-geo-engineering-uncertainties-and-implications/
https://www.climatechangenews.com/2019/02/26/swiss-push-talk-geoengineering-goes-sci-fi-reality/
https://www.theguardian.com/environment/2018/nov/23/solar-geoengineering-could-be-remarkably-inexpensive-report
https://aag.secure-abstracts.com/AAG Annual Meeting 2019/abstracts-gallery/19595
https://agupubs.onlinelibrary.wiley.com/doi/pdf/10.1029/2018EF000864
https://www.c2g2.net/wp-content/uploads/Harvard-Project-Solar-Geo-Governance-Briefs-181126.pdf
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* While not military in nature, hybrid conflict - a fusion of different political, military economic/financial,
social and information means combined with conventional, irregular and disruptive/criminal methods

to achieve political objectives - may in the future become a new reality of military competition. We are
in the process of developing a metric to assess hybrid conflict.
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Novel and Important Signals to Watch: The International Order

International actors are beginning to acknowledge the importance of regulating space

. Space is both strategically and commercially important; public and private sector entities alike could initiate future conflicts. UN; POLITICO
o As access to space becomes more financially viable, there is widespread concern that current legislation inadequately limits entities’ agency within it. The Strategist
. Is the EU’s space ‘footprint’ advanced enough to allow it to be a legislative trendsetter?

+ Initiatives to regulate (military) Al internationally are gaining traction

. Disagreement remains on the definition of LAWS, even as countries express concerns over these technologies’ likely contribution to conflict risk. Euractiv; The Verge

. Much of suggested international regulation comes from Western countries, and typically assumes the US’ continued position as an innovation leader. Global Trade Law
Blog; the Verge

. Can the EU’s successes in unilaterally pioneering a data protection regime through the regulation of big tech be replicated within the Al sector?

* The international nuclear non-proliferation regime faces erosion

o Continued modernization of nuclear arsenals negatively impacts the salience of existing regulation. The \War Zone; The Conversation
. Existing structures encouraging non-use of nuclear weapons are upset as a result of increasing asymmetry between states’ nuclear capabilities. NPR
. Will the EU be able to halt this regime’s demise, for example by salvaging the ‘Iran Nuclear Deal’ (or the Joint Comprehensive Plan of Action)?

* The active promotion of alternative governance models is challenging the liberal world order
. States are more often linking technological (including military) and ideological exports. The Drive; Times of India; DefenseNews

o Alliance formation and dispute resolution efforts are increasingly progressing without the involvement of Western liberal democracies. Times of India; ASPI; Deutsche
Welle; Brookings

How can the Netherlands and the EU more effectively deploy their instruments of influence to better compete?

Civilian-sector entities are circumventing international law in service of state interests
. State-linked private sector entities are actively engaging in espionage, blurring the line between corporate and state espionage. Quariz; BBC; Bloomberg; CSIS

. Private entities’ role in spearheading efforts at state espionage complicates prosecution under international law. Lawfare

. Does state reliance on civilian-sector entities for strategic objectives expand European regulators’ toolkits?


https://www.un.org/press/en/2018/gadis3609.doc.htm
https://www.politico.com/newsletters/politico-space/2018/09/21/a-new-push-for-space-diplomacy-309189
https://www.aspistrategist.org.au/avoiding-a-free-for-all-the-outer-space-treaty-revisited/
https://youtu.be/BMfyRz_IXqU?t=3573
https://www.euractiv.com/section/digital/news/meps-back-eu-industrial-policy-on-artificial-intelligence-and-robotics-as-ethical-ai-issues-remain/
https://www.theverge.com/2019/2/6/18213476/china-us-ai-arms-race-artificial-intelligence-automated-warfare-military-conflict
https://www.globaltradelawblog.com/2018/11/19/new-export-controls-emerging-technologies/
https://www.globaltradelawblog.com/2018/11/19/new-export-controls-emerging-technologies/
https://www.globaltradelawblog.com/2018/11/19/new-export-controls-emerging-technologies/
https://www.theverge.com/2018/8/27/17786080/united-nations-un-autonomous-killer-robots-regulation-conference
http://www.thedrive.com/the-war-zone/24582/american-hypersonic-weapons-could-shower-their-targets-in-deadly-fragments
http://theconversation.com/the-collapse-of-the-us-russia-inf-treaty-makes-arms-control-a-global-priority-111251
https://www.npr.org/2019/02/01/690143095/the-u-s-and-russia-are-stocking-up-on-missiles-and-nukes-for-a-different-kind-of?t=1549555148160
http://thedrive.com/the-war-zone/26049/singapore-moves-closer-to-joining-what-china-calls-the-u-s-f-35-friends-circle
https://timesofindia.indiatimes.com/india/india-seeks-to-buy-us-helicopters-worth-rs-13500-crore/articleshow/66644244.cms
https://www.defensenews.com/global/europe/2018/12/19/turkey-cleared-by-us-for-35-billion-patriot-missile-deal-despite-s-400-row/
https://timesofindia.indiatimes.com/india/pm-modi-wrote-to-imran-khan-indicating-beginning-of-talks-pak-foreign-minister/articleshow/65470265.cms
https://www.aspistrategist.org.au/the-real-significance-of-the-quad/
https://www.aspistrategist.org.au/the-real-significance-of-the-quad/
https://www.dw.com/en/india-tests-us-sanctions-with-purchase-of-russian-arms-iranian-oil/a-45774933
https://www.dw.com/en/india-tests-us-sanctions-with-purchase-of-russian-arms-iranian-oil/a-45774933
https://www.dw.com/en/india-tests-us-sanctions-with-purchase-of-russian-arms-iranian-oil/a-45774933
https://www.brookings.edu/blog/order-from-chaos/2018/10/19/as-western-ties-fray-putin-and-xi-are-increasingly-close/
https://www.brookings.edu/blog/order-from-chaos/2018/10/19/as-western-ties-fray-putin-and-xi-are-increasingly-close/
https://qz.com/1536508/staff-allegedly-got-more-money-the-more-valuable-the-stolen-information/
https://www.bbc.com/news/world-us-canada-45817714
https://www.bloomberg.com/news/features/2018-10-04/the-big-hack-how-china-used-a-tiny-chip-to-infiltrate-america-s-top-companies
https://www.csis.org/analysis/responding-chinese-espionage
https://www.lawfareblog.com/sinotech-department-justice-launches-initiative-address-chinese-economic-espionage
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Long-Term Trends: Development of the International Order
Multi-year Regime Analysis (10-year timespan)
The degree to which states comply with international law as codified in treaty and/or customary and/or domestic law in the

Treaty on the Non-Proliferation of Nuclear Weapons (NPT), the Intermediate-range Nuclear Forces (INF) treaty, UN Chapter

VII Resolutic 1540 and 1977, the New Strategic Ar Reduction Treaty (New START; US and Russia).

States ought not to use or develop nuclear weapons v S\ pliewisfetenlyhms RedyctionlIrsaty(New G v
The degree to which states comply with regimes such as the Nuclear Suppliers Group, the Zangger Committee, the
International Atomic Energy Agency (IAEA), UNSC Resolution 1540.

Trend m

The degree to which states comply with international law such as set out in the Protocol | to the Geneva Conventions of 1977
6, the Open Skies Treaty, the Treaty on Conventional Armed Forces in Europe (CFE), the Arms Trade Treaty, Vienna
. . Documen(
tat ht to adhere t nventional arm ntrol regim -_— v
States oug 0 adhére to conventonal arms control regimes The degree to which states comply with regimes and confidence-building measures, including the Wassenaar Arrangement,
Missile Technology Control Regime (MTCR), the UN Register of Conventional Arms (UNROCA), and Guiding Principles by
the 2018 Group of Governmental Experts on Lethal Autonomous Weapons (LAWS).

States OUQ ht not tO engage in th reatening behaViOr v Tfhfe degree to which states comply with Art. 2(4) of the UN Charter, in which states have agreed to refrain from threat or use —
of force.
T q P, qB The degree to which states comply with not only Art. 2(4) of the UN Charter, but also with the articles pertaining to lawful
States ought to respect territorial sovereignty and inviolability == inlerention a can be decired by the UN Securiy Council (n compliance wih — among aters (but st and oremost) ~Ars. W7
1,39, 51, as well as states’ such as the g) Helsinki Final Act.
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Authors: Hugo van Manen, Esther Chavannes, Tim Sweijs, Alen Hristov (HCSS). Contributors: Peter van Ham, Minke Meijnders, Danny Pronk (Clingendael), Connor Dunlop (HCSS).
For a general methodological justification of horizon-scanning click here and for the methodology document specific to IMC click here.

Disclaimer: The Global Security Pulse is part of the PROGRESS Program Lot 5, commissioned by the Netherlands’ Ministries of Foreign Affairs and Defense. Responsibility for the
content and for the opinions expressed rests solely with the authors; publication does not necessarily constitute an endorsement by the Netherlands Ministries of Foreign Affairs or
Defense.


https://www.clingendael.org/sites/default/files/2018-05/Annex_1_GSP_0.pdf
https://www.dropbox.com/s/1smg7klsqk2rg8u/Feb 2019 GSP Methodology.pdf?dl=0

