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Executive Summary 

 

During the North Atlantic Council in Warsaw 8-9 July 2016, NATO declared that its essential mission is 

unchanged.1 It was also stated that NATO has the full range of capabilities necessary to deter and 

defend against potential adversaries and the full spectrum of threats that could confront the Alliance 

from any direction.  

Cyber-attacks present a clear challenge to the security of the Alliance and could be as harmful to 

modern societies as a conventional attack. For that reason, the Member States agreed in Warsaw 

that cyber defense is part of NATO's core task of collective defense and NATO's defensive mandate, 

and that cyberspace is recognized as a separate domain of operations in which NATO must defend 

itself as effectively as it does in the air, on land, and at sea. Furthermore, it will ensure more effective 

organization of NATO's cyber defense and better management of resources, skills, and capabilities.2 

The research in this report focused on both the concept of Cyber as a Domain for NATO and on the 

question whether the existing NATO Strategic Command’s cyberspace capabilities cover the whole 

spectrum of possible cyberspace capabilities that might be required for NATO Strategic Commands to 

fulfil its ambitions in this new domain. To answer this question, we applied an analytical input-effect 

framework. Initial analyses showed that the current NATO framework does not fully cover Cyber as a 

Domain and that gaps exist. 

The research concluded that: 

1. Current cyber capability requirements and approaches do no take the full scope and depth of 

Cyber as a Domain in consideration. Future focus by NATO Strategic Commands could be 

considerably broadened. The scope and depth of NATO’s current cyber capability framework 

should reflect this broader scope. 

2. Possible broadening of the current cyberspace analytical framework can be found in emphasizing 

its deterrence capabilities and strengthening the notion that as a result of considering Cyber as a 

Domain it contains operational capabilities in their own right. 

3. The alignment of thinking and clarity of roles and responsibilities between the NATO Strategic 

Commands and the Member States, and between the different domains need further attention. 

4. There are options to further strengthen NATO cyber capabilities by involving more Non-state 

actors. 

5. The proposed extended framework could create more awareness, thus deepening and 

operationalizing capability development.   

 
 

1 Warsaw Summit Communiqué, Issued by the Heads of State and Government participating in the meeting of 
the North Atlantic Council in Warsaw 8-9 July 2016. 
2 Ibid 
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1 General Introduction 
This study is aimed at exploring and developing the concept of Cyber as a Domain for the NATO 

Communications and Information Agency (NCIA) at the request of NATO Allied Command 

Transformation (ACT). 

HCSS was asked to address the concept of cyber as a domain and analyze and develop the scoping of 

the concept by addressing the question whether the existing NATO cyber capabilities covered the 

whole spectrum of possible cyber capabilities that might by required for NATO Strategic Commands 

to fulfil its ambitions declaring cyber its fourth domain of operations. For that latter part, an 

analytical framework was applied. 

To answer these questions HCSS used both top down and bottom-up approaches: 

1. A top down approach to look at Cyber as a Domain in a purely conceptual manner. We 

analyzed elements of the cyber domain that are unchangeable and intrinsic to the cyber 

domain alone and compared this to similar or comparable elements in the other domains.  

Subsequently, as a second step, we examined how these elements in other domains are 

addressed in terms of strategy, doctrine, requirements, and the like. Important was to 

examine how one can dissect the domain in a variety of ways and how to make connections 

with other domains. This approach was conducted by examining the academic literature on 

Cyber as a Domain to tap into the most recent thinking on this subject. 

The third step in this approach was to examine the role of NATO within the cyber domain. 

Here, we made a distinction between NATO as an enterprise and NATO as an alliance. 

2. Our second approach was more bottom-up and incorporated ongoing developments with 

respect to the identification and formulation of cyber capabilities. NCIA is developing a 

framework to identify and distinguish cyber capabilities which will allow assessment of 

currently existing capabilities and their level of maturity and compare this to capabilities that 

are required or desired in the future. Taking this framework as a starting point, we have 

include current activities conducted by HCSS regarding the development of a framework for 

cyber capabilities to further refine and add to the NCIA framework, including the 

formulations of the dimensions to distinguish the groups of capabilities as well as of the 

capability groups themselves. We did this by organizing analyses sessions between NCIA and 

HCSS staff to combine experiences and resources. 

Finally, we compared the results of both approaches to see whether and how the outcomes could 

show differences and gaps. 
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2 Cyberspace as military domain 

2.1 Introduction  
The consideration of any territory as a new domain in military operations is difficult per definition. 

While cyberspace is a concept that is nowadays widespread through societies across the globe, its 

actual significance and ramifications are still poorly understood. The defense domain is no exception 

to this. The gradual convergence of physical and digital dimensions of operations requires continuous 

research and understanding. Acknowledging cyberspace as a separate domain is only a first step. 

As cyberspace has many dimensions, defining the term is important to converge and align thinking, 

communication, and analyses as well as prioritization and decision making. To start with a mutual 

understood set of definitions, this chapter elaborates on the concept of cyberspace and its 

differences to the traditional domains of the military. 

2.2 Framing the Domains – General Considerations 
During most of the last decade, an expanding number of member states have adopted their own 

national cyber security strategies and have published white papers on the subject.3 These strategies 

and white papers provide numerous definitions of cyberspace and cybersecurity and the role that 

military organizations play in it. 

While the concept of ‘domain’ is frequently used in defense literature, the official framing of cyber as 

a domain is not widely implemented. In the Joint Publications of the US Department of Defense, 

domain is understood as “an area under one rule; a realm.”4 This concept is frequently used but so 

far hardly framed, it is officially introduced by NATO and the US but not explicitly defined. 

Beyond stating cyber as a domain, neither the US nor NATO have explicitly defined what cyber as a 

domain is. In 1995, then US Air Force Chief of Staff Gen. Ronald R. Fogleman mentioned cyber as a 

domain, next to previously acknowledged land, sea, and air/space domains.5 But the United States 

waited until 2011 to officially introduce cyber as a domain for military operations.6 As mentioned 

earlier, during the Warsaw Summit of July 2016, NATO did the same. 

 
 

3 CCDCOE. “Cyber Security Strategy Documents.” CCDCOE, October 16, 2015. https://www.ccdcoe.org/cyber-
security-strategy-documents. 
4 Ormrod, David, and Benjamin Turnbull. “The Cyber Conceptual Framework for Developing Military Doctrine.” 

pg 284, Defence Studies 16, no. 3 (July 2, 2016): 270–98. doi:10.1080/14702436.2016.1187568. 
5Gen. Ronald R. Fogleman. “Information Operations: The Fifth Dimension of Warfare.” The Information 

Warfare Site. Accessed January 31, 2017. http://www.iwar.org.uk/iwar/resources/5th-dimension/iw.htm. 
6 Department of Defense Strategy for Operating in Cyberspace (Washington, DC: Department of Defense, July 
2011), available at <www.defense.gov/news/d20110714cyber.pdf> 
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NATO now recognizes four operational domains: land, sea, air and cyberspace, with the last one 

added during the Warsaw summit of 2016.7 The US Department of Defense also considers space as a 

domain (or more precisely an environment)8, while NATO considers it a part of the air domain.9  

The US Department of Defense has elaborated on those domains in various Joint Publications and it 

is important to have statements why differences exist and the absence of a NATO definition does 

matter.  

The Land domain has been defined as “the area of the Earth’s surface ending at the high water mark 

and overlapping with the maritime domain in the landward segment of the littorals.’10 Some unique 

characteristics of land domain are variations in climate and terrain, presence of non-combatants, 

ability to sustain operations over long time, and slower and more arduous movement when 

compared to air and sea.11 

 

The Maritime domain formal definition is “the oceans, seas, bays, estuaries, islands, coastal areas, 

and the airspace above these, including the littorals”.12 It is distinguished from other domains by 

relatively inexpensive movement only constrained by land formations, vulnerability of 

communication, ability to operate far from home with more flexibility when compared to air forces, 

and unique political and diplomatic aspects such as contradicting maritime claims by different 

countries. Access to maritime domain makes much of global trade possible. Domain access, 

deterrence, sea control power projection and maritime security are main objectives of naval forces.13 

 

The Air domain definition is “the atmosphere, beginning at the Earth’s surface, extending to the 

altitude where its effects upon operations become negligible.”14 The main characteristics of air 

domain capabilities are speed, range, detection, and airspace overflight. The main objective in air 

domain is air superiority.15 Space, while recognized as a separate domain by the United States and 

various other nations, is considered to be a part of the air domain by NATO. Space differs from other 

 
 

7 CCDCOE. “NATO Recognises Cyberspace as a ‘Domain of Operations’ at Warsaw Summit.” CCDCOE, July 21, 

2016. https://www.ccdcoe.org/nato-recognises-cyberspace-domain-operations-warsaw-summit. 
8 https://www.militarydictionary.org/term/space-environment 
9 http://www.airn.nato.int/page921327 
10U.S. Department of Defense. “Joint Publication 3-31: Command and Control for Joint Land Operations.” 

Washington, DC, February 24, 2014. 
11 U.S. Department of Defense. “Cross-Domain Synergy in Joint Operations: Planner’s Guide.” Washington, D.C., 
January 14, 2016. 
12U.S. Department of Defense. “Joint Publication 3-32: Command and Control for Joint Maritime 
Operations.” Washington, D.C., August 7, 2013.  
13 U.S. Department of Defense. “Cross-Domain Synergy in Joint Operations: Planner’s Guide.” Washington, D.C., 
January 14, 2016. 
14 U.S. Department of Defense. “Joint Publication 3-30: Command and Control of Joint Air 
Operations.” Washington, D.C., February 10, 2014.  
15 U.S. Department of Defense. “Cross-Domain Synergy in Joint Operations: Planner’s Guide.” Washington, D.C., 
January 14, 2016. 
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domains in many regards, such as lack of borders, in both geographical and legal sense, laws of 

orbital mechanics relevant for satellites, the crowdedness of certain advantageous altitudes and 

orbital patterns, and importance of electromagnetic spectrum access. The main mission area is space 

force enhancement, though situational awareness, support, control and force application are also 

salient.16  

 

Cyberspace, the newest of the domains, is defined in a number of different ways.17 The US DoD 

defines it as “a global domain within the information environment consisting of the interdependent 

networks of information technology infrastructures and resident data, including the Internet, 

telecommunications networks, computer systems, and embedded processors and controllers.”18 

Unique characteristics include its global and instant nature, lack of single national or international 

ownership as well as institutionalized collaboration and cooperation, overall low cost relative to 

other domains, volatility, unintended cascading effects, and the existence of four layers – physical, 

logical, cyber-persona, and social layer: 

 

 
Figure 1 Four layers characterizing the Cyberspace domain 

• Physical layer refers to all hardware – servers, computers, routers, satellite links etc. It relies 
to a large extent on electromagnetic spectrum, and as such is vulnerable to jamming and 
manipulation. 

• Logical layer is the abstract portion of the physical layers: that is information available 
through Internet Protocol (IP) and URLs. 

• Cyber-persona layer is an extension of the logical layer and represents the users, entities and 
organizations on the network.  

• Social layer comprises the actors operating the ICTs and hardware.  

 
 

16 U.S. Department of Defense. “Cross-Domain Synergy in Joint Operations: Planner’s Guide.” Washington, D.C., 
January 14, 2016. 
17 For instance, see http://cyberdefinitions.newamerica.org/ for an extensive number of these definitions. 
18 U.S. Department of Defense. “Joint Publication 3-12 (R): Cyberspace Operations.” Washington, D.C., February 
5, 2013. 

http://cyberdefinitions.newamerica.org/
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2.3 The New Domain: how does cyberspace compare to other domains? 
Based on the definitions mentioned above, many countries, including the United States and NATO, 

consider cyberspace a domain and have operationalized it as a result. In order to determine the 

extent to which cyberspace can be considered a domain similar to the traditional four domains, a 

comparative analysis of how their immutable and variable elements coincide is required.  

All domains have immutable and variable elements that are salient to them. Identifying the 

differences in these elements across domains, most notably those that have traditionally 

differentiated cyberspace from its peers, is the first step that must be taken in order to disentangle 

and address conceptual quagmires related to the cyberspace domain. By doing so, this chapter aims 

to provide an overview of the current ongoing discussions regarding the conceptualization of 

cyberspace as a possible domain and future formulation of cyberspace strategies and doctrines in an 

operational and strategic context. By first focusing on its distinguishing elements and then moving on 

to demonstrate how similar approaches can nevertheless be used by the way in which it is framed 

and thereby operationalized, the validity of its status as a domain can be better secured.  

The land domain encompasses immutable elements such as urban, mountainous, jungle, or desert 

terrains, and takes into account physical conditions such as weather, topography, and hydrology, as 

well as gravity. These elements are described by their permanence and will therefore always be a 

constant that needs to be taken into consideration in military strategies and operations. Most often, 

these are natural or physical elements. Its variable elements are contingent upon these of course, 

and include operational and strategic factors such as civil-military relations, ground combat, drop 

zones, and landing zones, but also key infrastructural elements such as military bases or civilian 

structures. Other aspects could also be mentioned like social, cultural, religious, economical, political, 

energy, power structures, al influenced by human interaction. These different aspects or layers are 

interconnected. Variable elements can be described by their artificial nature and lack of permanence. 

The maritime domain encompasses immutable physical elements such as oceans, bays, islands, or 

rivers, but also the weather, gravity, ocean currents, salinity, temperature, pressure, bottom 

topography, interconnection and the Earth’s rotation (e.g. ebb and flow). It must be noted that new 

technological developments can, however, change the largely immutable elements into a variable. 

Land reclamation or land fill, for example, creates new artificial islands from oceans, lake beds, or 

riverbeds. In such a case, we are dealing with dynamic variables elements, and they can have a major 

impact. For instance, though its assertive land reclamation In the South China Sea, China enhancing 

its strategic and operational leverage vis-à-vis other littoral states. Nonetheless, the United Nations 

Convention on the Law of the Sea, clearly defines islands as “a naturally formed area of land, 

surrounded by water, which is above water at high tide”, thereby excluding artificially reclaimed 

islands. This very own definition of an island, together with other categorizations, such as the 

Contiguous Zone, Territorial Sea, Exclusive Economic Zone, or the Continental Shelf, are variable 

elements. Their extent or the exclusive maritime rights inherent to these notions can be changed by 

the stroke of a pen as China pursues. 

The immutable elements of the air domain are more limited than in the air and sea domains. It still 

includes the weather and gravity and boundless spreading of pollution, but also geomagnetic 

disturbances, and the Earth’s rotations. The variable elements native to this domain that are 
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pertinent to warfare operations are more diverse, including elements such as air corridors, control 

zones, and air mobility components such as airlifts, airdrops, and air refueling. 

Finally, the cyberspace domain encompasses many variable elements, such as the colocation center 

locations, the ICT infrastructures, its four layers, the physical, logical, cyber-persona, and social, as 

well as its three dimensions of the physical, informational, and cognitive layers. Immutable elements, 

however, are extremely limited. An evaluation of the differences in the warfare domains’ immutable 

elements, both in terms of scope and numeracy, leads us to believe that cyberspace cannot be 

described as a segmented domain such as land or sea, but instead shows similar characteristics as an 

encompassing domain that is not bound by the same amount of immutable elements, nor is it easily 

dividable into various segments. Immutable elements of the domains are related to their physical 

permanence, meaning that most of the static elements will forever remain relevant during the 

planning of strategies and operations since they relate to the natural world. Indeed, the strategy and 

tactics within cyberspace, and even the domain itself, is contingent upon a physical network layer – a 

man-made structure, which is constituted of variables elements, and that stores and exchanges 

information on an electromagnetic spectrum regardless of the natural world. Cyberspace, therefore, 

is not even bound by constant immutable elements, such as the weather and gravity, that govern 

even the encompassing air domain due its artificial nature. The same traditional spatial and physical 

understandings therefore do not apply in the same ways to the cyberdomain. 

While the air, maritime, and land domains each possess natural physical qualities and thereby 

necessitate related operational and strategic approaches to focus upon material indicators and 

factors to measure campaign success, cyberspace transcends traditional spatial warfare areas. As a 

man-made space, natural elements, boundaries, and limitations don’t apply in the same way as they 

do in other domains such as land, air, maritime, or space, and normative assumptions and 

institutional approaches to practices and conduct are therefore less established. What ultimately 

arises as a result is a notion of abstractness that leads us to believe that cyberspace moves beyond 

the definition of an encompassing domain. While the infrastructures underpinning cyberspace can be 

measured and mapped, cyberspace is a mediating space that metaphorically represents the virtual 

landscape between and across physical networks. 

For example without many physical immutable elements, cyber objectives pertaining to valuations of 

an adversary’s operational capabilities, or attack attributions are more challenging to achieve 

because of their stealth nature. The achievement of anonymity through the use of proxies or 

encryption, inadvertent civilian action, blurred national boundaries and issues of legal jurisdiction 

that may arise as a result are examples of the exceptional operational or strategic factors that 

differentiate the cyberdomain from its peers, and drive its traditional framing as an abstract realm of 

operation. However as will be later demonstrated, this does not entirely prevent certain operational 

and strategic capabilities and concepts that are commonly applied to traditional domains from being 

applied to cyberspace. This is in large part due to the fact that the overall strategic capabilities 

remain constant across all NATO warfighting domains and certain operational factors will continue to 

remain highly relevant regardless of certain exceptional factors that are native to the cyberdomain. 

The immutable and variable elements of each domain as discussed above are shown on the table 

below. 
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Table 1 Military Domains and its Immutable and Variable elements 

Domain Immutable elements Variable elements 

Land • Weather 

• Gravity 

• Terrains: 
o Urban area 
o Mountainous 
o Jungle 
o Deserts 
o …Littoral 

• Topography 

• Hydrology 

• Etc. 

• Civil-military relations (e.g. humanitarian 
concerns for presence of civilians) 

• Ground combat 

• Drop zones 

• Landing zones 

• Weapon systems 

• Key infrastructure 
o Bases 
o Civilian infrastructure 

• Etc. 

Maritime • Weather 

• Gravity 

• Oceans 

• Seas 

• Bays 

• Estuaries 

• Islands 

• Littorals 

• Rivers 

• Etc. 

• Continental shelf 

• Territorial sea 

• Exclusive economic zone 

• Sea bed 

• Thermocline 

• Ports 

• Super captivation 

• Harbors 

• Etc. 

Air • Weather 

• Gravity  

• The earth’s rotation 

• Geomagnetics 

• Etc. 

• Air Corridor 

• Control zone 

• Airfield 

• Airhead 

• Etc. 

Space • Space weather 

• Constellations 

• Gravity 

• Constellation systems 

• Orbital mechanics 

• Etc. 

• orbiting behavior  

• geostationary (equatorial) 

• geosynchronous 

• Lower earth orbit 

• polar orbit 

• Electromagnetics 

• Etc. 

Cyberspace • Data 

• Data transportation 
infrastructure 

• Databases 

• Etc. 

• Colocation data center 

• Prevention 

• Detection 

• Attribution 

• Analyses 

• Response 

• Robustness 

• Etc. 

 

Even though cyberspace has been implemented in the doctrines of NATO and many Member States 

as a domain, there still remain some dissenting views on the subject related to the aforementioned 
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points that differentiate it from other domains. For example, some scholars, such as Martin C. 

Libicki19, reject the classification of Cyber as a Domain altogether because of its artificial and highly 

malleable nature and profound differences from physical domains. 

Also, in an article from 2013, Frank Hoffmann and Michael C. Davies urge for a renewed conceptual 

framework that goes beyond the four physical domains by introducing the cross-cutting and all-

encompassing human domain, e.g. human interactions across all domains, which they believe is 

underrepresented in national military doctrines or strategies.20 They claim that cyberspace is 

connected to all four physical domains,21 as do of David Ormrod and Benjamin Turnbull.22 

The latter offer their own nested model, in which they vertically distinguish between three domains 

of overall national security domain, namely political, economic and military domains, as well as 

horizontally between physical and virtual domains, and claim that domains can be nested within each 

other.  

 

Figure 2 The military domains as part of the overall broader and non-exclusive national security domain23 

In their framework, they identify the air, land, sea, and space domain as the physical domains just as 

Hoffman and Davies, but separate them from the virtual domain, which comprises the 

communication, information, cognitive and social domain. All four reject the assertion of cyberspace 

as a conventional domain on the basis that the conceptualization would create boundaries which are 

not representative of the complexities of cyberspace. Moreover, it would insufficiently describe the 

 
 

19 Libicki, Martin C. “Cyberspace Is Not a Warfighting Domain.” ISJLP 8 (2012): 321. 
20 Hoffman, Frank, and Michael C. Davies. “Joint Force 2020 and the Human Domain: Time for a New 

Conceptual Framework?” Journal Article| Jun 10, no. 1 (2013): 30am. 
21 The authors also distinguish between physical (infrastructure such as computers and links) and cognitive 

(ideas and imagery) elements of cyberspace. 
22 Ormrod, David, and Benjamin Turnbull. “The Cyber Conceptual Framework for Developing Military Doctrine.” 

Defence Studies 16, no. 3 (July 2, 2016): 270–98. doi:10.1080/14702436.2016.1187568. 
23 Ibid. 
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interactions between technology, society, people, situational awareness and battlefield effects. They 

instead refer to cyberspace as an environment that has both physical and virtual elements, which 

should be considered across all conventional battlespace domains and at all levels (strategic, 

operational and tactical). Neither, however, dismiss the importance of cyberspace for achieving 

success in the military sphere. 

A common thread is the categorization of cyberspace as an ‘abstract,’ or part of a ‘virtual’ domain, 

with unprecedented unique attributes, in contrast to the conventional land, sea, and air domains. 

Similarly, the importance of cyberspace to all other domains as means of distributing information is 

emphasized by all. However from an operational perspective it remains clear that the added value of 

including cyberspace as a warfighting domain is identical to those of traditional domains, as despite 

its exceptional differences it remains – from an operational perspective – comparable in terms of 

approaches and outcomes. While the conclusions of Hoffman and Davies (2013) are certainly valid in 

its depiction of cyberspace as a facilitative environment that brings added value to operations carried 

out in the traditional domains, by bridging concepts such as that of an operational “high ground” to 

cyberspace (see Section 2.4.3), it can be seen that the same operational approaches can hold true 

after taking into consideration the sensitivities that are demanded by cyberspace.  

Furthermore, the operational tasks and outcomes that come as a result of the way that these 

domains are utilized can also demonstrate cyberspace’s applicability as a warfighting domain. Much 

like in air, land, and the maritime domains, strategic capabilities such as command, control, and 

communications (C3), survivability and force protection, and effective engagement processes are 

equally integral – and more importantly – equally applicable to the cyber domain. As a result, while 

taking note of the unique aspects of cyberspace when compared to land, sea, air and space, we 

conclude that it can, and should be considered to be a military domain, as NATO as well as many 

countries already do, and due to its critical importance, a priority should be given to improving its 

relevant defense and maintenance tasks as a result. 

2.4 Unique attributes of cyberspace: sources of insecurity 
Cyberspace is fundamentally different from the physical domains, and as such some concepts like the 

high ground and borders are conceptualized differently in theory and as such their practice varies as 

well. Here is an overview of some notable differences. 
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Table 2 Differences between cyberspace and other domains as articulated by Brades (2013) 
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3 Analytical Capability Framework for Cyberspace 

3.1 Introduction 
Beyond defining and distinguishing the operational domains of land, sea, air, and cyberspace, the 

possibility of linking these domains to each other is equally relevant. This possibility of linking will 

facilitate the understanding of how different capabilities in each domain can reinforce the overall  

effectiveness of operations and can align active cooperation among forces of different domains.24 

This process of linking is supported by the use of analytical frameworks.  

3.2 What is an Analytical Framework? 
An analytical framework is a construct that can be used for both communication and decision making 

and helps to answer questions by comparing and collecting data, conducting gap or prioritization 

analyses, pattern recognition, consistency checks, etc. There are analytical frameworks for all kind of 

applications, businesses and processes. These analytical frameworks are often specific and tailored to 

the user’s intended aims and/or functions.  

3.2.1 How to analyze the capabilities the NATO Strategic Commands need? 

After declaring Cyberspace the fourth NATO domain, the question arises: what are NATO Strategic 

Commands capable of, and what does this declaration mean for the overall strategic functions of 

NATO Strategic Commands, its Member States and its cyberspace capabilities? 

3.2.2 Current NATO Cyberspace Analytical framework 

Currently, NATO Communications and Information Agency (NCIA) already has an analytical 

framework in place. This framework takes a top down perspective, has one dimension and consists of 

various elements in an hierarchical system. However, the focus is specifically concentrated on CIS 

security and as a result does not take into account a broader view of cyberspace, and therefore 

cannot be easily transposed to fit any of the other domains. As a result, while it does partially 

address specific strategic functions, the analytical framework cannot be applied to NATO’s other 

military domains or practically bridge and make capabilities comparable or additional to the other 

domains. It also cannot be applied to analyze NATO’s interactions and collaboration between the 

military and civil domains or with its Member States.25 While it is possible to map capabilities 

(existing, wanted or missing) with this framework, it is however, not possible to prioritize the 

importance of capabilities and to understand the linkages between different capabilities and 

domains. While it is clear that the existing framework provides a comprehensive approach to CIS 

security, it cannot be applied in pursuit of goals that branch outside of this area. This framework is 

therefore in need of being expanded upon or otherwise supplemented due to NATO’s more 

 
 

24 U.S. Department of Defense. “Cross-Domain Synergy in Joint Operations: Planner’s Guide.” 
Washington, D.C., January 14, 2016. and Palazzo, Albert, and David P. McClain III. “Multi-Domain 
Battle: A New Concept for Land Forces.” War on the Rocks, September 15, 2016. 
https://warontherocks.com/2016/09/multi-domain-battle-a-new-concept-for-land-forces/. 
25 Ormrod, David, and Benjamin Turnbull. “The Cyber Conceptual Framework for Developing Military Doctrine.” 
Defence Studies 16, no. 3 (July 2, 2016): 270–98. doi:10.1080/14702436.2016.1187568. 
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expansive perspective taken towards cyber operations and strategy as a result of its designation of 

Cyberspace as a distinctive warfighting domain.  

 

Figure 3 A portion of NATO’s current cyber capability framework (cropped) 

For this study, it was deemed necessary to combine the following requirements in an analytical 

framework. Through these requirements, it should be possible to use the analytical framework for 

communication, analysis and decision-making purposes. With these in mind, the produced analytical 

framework should therefore be able to: 

1. Apply within the cyberdomain; 

2. Apply across all other military domains; 

3. Apply within a domain for specific strategic functions; 

4. Apply between the military and civil domains; 

5. Apply between NATO and its member states; 

6. Map capabilities and capacities (existing, wanted or missing); 

7. Prioritize the importance of capabilities and capacities; 

8. Help understand the linkages between different capabilities and domains. 

 

With these identified goals, the produced analytical framework will be able to give an effective 

account of possible further points of expansion for NATO’s existing security framework, which has 

been effective for the development and maintenance of relevant CIS protection tasks. This 

conceptual framework is therefore a suitable tool to use because the operationalization of the 

cyberspace domain requires a more expansive outlook on cyber tasks in order to develop NATO 

capabilities responsibly and effectively. This is exemplified in its focus on strategic capabilities and 

strategic functions, and its potential to be built upon using further levels of assessment – which can 

also be integrated into the framework support by software tools like Tableau – gives it even more 

value for the more comprehensive considerations that will be required in future NATO cyber 

operations and strategies.  
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3.2.3 What is a Strategic Function 

A prior study for the Netherlands Ministry of Defense was used to construct an analytical framework. 

Part of the framework were Strategic Functions. Strategic functions were formulated in a nationwide 

study called the ‘Verkenningen 2010, Houvast voor de krijgsmacht van de toekomst’ from 201026 and 

the Netherlands Defence Doctrine 2013.27 

Strategic functions are defined as the top level activities a military organization should be capable of 

and through which desired effects can be generated. 

 

Figure 4 Seven Strategic Functions of which parts are a responsibility for NATO. Some functions like Intervene (offensive 
actions) are up to now reserved for the Member States. 

For this analytical framework these strategic function definitions were re-used. The strategic 

functions and their definitions are as follows: 

1. Anticipation: Preparing for foreseen and unforeseen developments and incidents that may 

affect the interests of NATO and its member states; 

2. Prevention: Active steps intended to prevent a threat from occurring that is contrary to the 

interests of NATO and its member states or the international rule of law; 

3. Deterrence: Discouraging activities that conflict with the interests of NATO and its member 

states or the international rule of law by upholding the prospect of retaliatory measures; 

4. Protection: Protecting and, if necessary, defending the territory and residents of NATO 

member states and property registered within NATO member state territory; 

 
 

26 Ministerie van Defensie. “Verkenningen 2010, Houvast Voor de Krijgsmacht van de Toekomst,” 
2010. 
27 Ministerie van Defensie. “Netherlands Defence Doctrine,” 2013. 
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5. Intervention: Enforcing a change in the behavior of one or more parties that threaten the 

interests of NATO or its member states or the international rule of law; 

6. Stabilization: Establishing security in a current or former conflict zone to achieve political 

stability and economic and social development; 

7. Normalization: Restoring normal living conditions after a conflict or disaster. 

3.2.4 What is a Strategic Capability? 

To fulfill a strategic function, a military organization needs to be capable of doing things. To that end 

the syntax of a capability may be defined according to the following format: 

“The ability to … [do something] … with… [an intended effect and/or outcome]” 

Examples: 

● The ability to cooperate long-term with law enforcement institutions, private sector and CI 

providers to exchange expertise and information; 

● The ability to estimate various levels of danger from cyberspace to implement adequate 

protection measures; 

● The ability to prepare flexible diplomatic and C3 structures capable of engaging in cyber dialogue 

with non-NATO nations. 

 

The following generic or strategic capabilities are recognized in our analytical framework, and can be 

applied to all domains. While perhaps not an exhaustive list (as more defined strategic capabilities 

can be identified on a domain-specific level), these capabilities provide a comprehensive overview of 

the competences that will be required for the planning and execution of virtually any military 

operation. Their cross-domain validity ensures that the method of analysis can be equally beneficial 

for the development of future operational and strategic objectives across all NATO operational 

domains.  

 

The strategic capabilities and their definitions are as follows: 

1. Effective command, control and communications (C3): The capability to provide effective 

direction and steering for units and staffs in order to achieve the set objective(s); 

2. Effective engagement: The capability of deploying personnel and weapons systems 

throughout the entire spectrum of force, thus damaging the operational capability of the 

other party or parties; 

3. Timely force availability: The capacity to build up and support a sufficient and effective 

operational capability within a given response time, thus allowing the assigned tasks to be 

carried out; 

4. Deployability and mobility: The capability to relocate an asset within a set time period to the 

required location and then to perform a task while retaining military capability; 
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5. Logistics sustainability:28 The capability to provide, manage, care for and maintain as well as 

supply and remove personnel and equipment to and from units and staffs, in order to enable 

them to conduct their assignment; 

6. Effective intelligence: The timely collection, processing and dissemination of effective 

information in order to be able to anticipate and where necessary respond to any situation in 

which the security of own or Allied troops is compromised; 

7. Survivability and force protection: The capability to retain one's own military capability by 

limiting the effects of activities of others, including the deployment of lethal and non-lethal 

weapons, and by ensuring freedom of action and deployment of weapons. 

3.2.5 What is a Cyberspace Capability 

Cyberspace is a combination of networks of information technology infrastructures (including 

hardware such as: computers, cables, buildings, routers, switches, servers, exchanges, data 

warehouses, etc.) and resident data, including the Internet, telecommunications networks, computer 

systems, and embedded processors and controllers.29 

Within the military cyberdomain, information, technology infrastructures and data software etc., are 

used for two purposes, namely: 

1. Cyberspace capabilities that enhance the capabilities in the other domains (air, land and sea); 

2. Independent or standalone cyber capabilities that are used only in the cyberdomain. 

 

Taking an example cyber capability from the aforementioned study carried out for the Netherlands 

Ministry of Defence, Forward Cyber Defence is defined as “the ability to send cyber military advisory 

teams to strengthen prevention capabilities.” This capability fits to both a strategic function 

(Prevention) and a strategic capability (Timely Force Availability) and is both more clearly defined and 

linked to an intended outcome that is in line with organizational strategic functions and capabilities.  

3.3 Proposed extended Cyberspace Analytical framework 

3.3.1 Overview 

A new concept for an analytical framework has been proposed to better represent the 

interconnectedness of the different capabilities within and across the domains and can be used to 

extend NATO’s existing Cyber analytical framework. This new analytical framework developed for the 

cyberspace domain has two dimensions, namely strategic functions (here shown as columns) and 

strategic capabilities (here shown as rows), while the cells in the matrix provide space in which 

 
 

28 While at face level it can be assumed that logistics issues (and to a lesser extent those regarding deployability 
and mobility) do not apply to the cyber domain. However cyber capabilities related to these strategic 
capabilities exist in the form of patch and hotfix distributions, deployment of cyber advisory teams, and 
hardware logistics for example. Thus it cannot be assumed that the aspect of immediacy innate to cyberspace 
reduces the need of logistical, mobility or deployment strategic capabilities. 
29 https://www.militarydictionary.org/term/cyberspace 
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operational and strategic cyber capabilities, or use cases30, developed by HCSS, can be shown. The 

current figure shows the number of cyber capabilities (including sub-capabilities) and use cases per 

every strategic function and capability combination. The produced use cases fit to cover each cell of 

the analytical framework, and were developed in cooperation with Dutch defense officials and as 

such are more specified examples of cyber capabilities that are of value for cyber operations. They 

are not representative of a complete set of cyber capabilities however, and are best used as 

examples. 

Through the plotting of strategic functions and strategic capabilities on two separate axes, a 

framework is developed in which each cell represents a space in which the requirements for NATO to 

fulfil a certain function may be positioned. This comes in the form of a cyber capability – or – a use 

case. 

 

Figure 5 Strategic Function/Strategic Capability matrix structure of the proposed analytical framework 

To test the above described new analytical framework and evaluate its value for practical application, 

the framework was tested using the combination of capabilities found in the current NATO 

framework (see Figure 3) in addition to an extensive set (one for each matrix cell, denoting a 

distinctive strategic function and capability combination) of use cases from an earlier analysis carried 

out for the Dutch Ministry of Defense. The findings of this analysis are presented in Figure 6, which 

shows the number of specific capabilities of the NATO framework on a matrix with the axes being 

 
 

30 The term “use case” is used when describing cyber capabilities in the context of the HCSS cyber capability 
board game produced for the Netherlands Ministry of Defence. By referring to each capability as such rather 
than as “cards” for example), it can be better understood as a single case that could be placed in its position on 
the matrix rather than a complete blanket capability. This can trigger further granular analysis considering what 
other capabilities as “use cases” can potentially be placed at its location. Thus here, use cases refer to HCSS 
example cyber capabilities taken from our prior study, whereas capabilities refer to those from NATO. 
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strategic functions and strategic capabilities of the HCSS analytical framework. A multi-level gap 

analysis (investigating the distribution of NATO cyber capabilities at all levels, ranging from top-level 

capabilities to sub-capabilities) was also performed based upon the results (see Section 3.4). 

 

Figure 6 The analytical framework combining Strategic Functions and Strategic Capabilities. 

Figure 6 shows that there are a divergence in numbers of specific capabilities per different strategic 

functions and strategic capabilities. For example, there are less capabilities for serving the functions 

of deterrence and intervention than the other five strategic functions. Effective intelligence is the 

strategic function with the most specific cyber capabilities assigned to it. This is indicative of the 

division of tasks assigned to NATO compared to the Member States, and of the unique characteristics 

of cyberspace.  

In addition to our plotting of NATO’s cyber capabilities on the proposed framework, we also 

performed a back testing analysis in order to more concretely define the strengths and limitations of 

NATO’s existing framework. This was done by plotting the specialized use cases on NATO’s current 

framework. The findings of the back testing generally confirmed that NATO’s current conceptual 

framework is in need of further expansion in order to recognize the greater role that cyber 

capabilities have taken as a result of NATO’s recognition of cyberspace as a warfighting domain. 

While CIS security will remain an integral component to the further development of NATO’s cyber 

capabilities, a number of new factors will likely need to be taken into consideration in future decision 

making processes. For this reason, more effective solutions are needed to orient NATO’s existing 

cyber capabilities towards its strategic functions and align them with those of its other domains. 

The produced sheet (See Appendix 1. Full visuals) plots the HCSS use cases along NATO's existing CIS 

analytical framework. The HCSS use cases are very specific and are examples of cases that can come 

as a result of more refined, granular analysis intending to develop explicit cyber assets, activities, and 

processes. They also can provide a more realistic view of cyber capabilities due to their consideration 

of inter-sectoral interactions (such as with the military or civil sectors). By plotting them against 

NATO's current framework, we can more easily identify points for further improvement by showing 

the limitations of using such a specific framework for more refined use cases. 

Overall we can see that the existing framework can be updated effectively to become more 

comprehensive due to the acknowledgment of cyber as a domain rather than as a set of systems and 

processes that primarily facilitate functions and capabilities in other domains. Both our set of 

example use cases and those provided by NATO can be fit to our proposed analytical framework, 

demonstrating its suitability for both top- and bottom-level use cases. 

We believe that our proposed analytical framework is an effective tool to determine further points of 

improvement for NATO’s existing analytical framework, which focuses on CIS security, by specifically 



24 | P a g e  
The Hague Centre for Strategic Studies 

broadening applicability to suit a wider set of operational and strategic goals. Our framework plots 

NATO cyber capabilities on an input-output matrix based upon its strategic  functions and strategic 

capabilities. The framework of our matrix enables it to be applied to other domains as well, meaning 

that similar analyses can be carried out to identify and develop NATO capabilities on Sea, Air, and 

Land as well. This ensures a consistent approach to relating assets, activities, and processes to 

organizational functions and capabilities across all domains.  

Overall, the two analytical frameworks should be recognized as separate, distinctive tools that can be 

used to pursue two equally separate, distinctive goals. The existing CIS security framework remains 

effective in its applications towards CIS security, and the proposed analytical framework can be used 

to understand the relevant capabilities that are needed to carry out cyberspace operations. It can 

therefore be used to develop capabilities along these lines, and can drive the development of further 

extensions to the NATO analytical framework to provide a more comprehensive overview of 

operationalization of the Cyber domain. In addition to those use cases already provided to the 

Netherlands Ministry of Defence (see Appendix 2. HCSS set of example use cases), the production of 

additional cyber capabilities matching specific fields on the Strategic Function/Strategic Capability 

framework can also be used as seed ideas for the further expansion of NATO’s current analytical 

framework.  

3.3.2 NATO Capability Plotting Outcomes 

The analytical framework was tested using a physical card (each reflecting a given use case) game 

version allowing us to plot each capability on a planar surface in the form of a board game. The 

results were captured in Microsoft Excel. Additional categories were also provided in this Excel. For 

example including offense/defense or flexible, private partnerships, Member State partnerships etc. 

These results are available and are provided as a separate deliverable (Excel files). We combined and 

integrated the NATO set of capabilities with both the different levels of breakdowns (see Figure 3, 

down to three sub-levels) and with the example use cases that had been developed for the 

Netherlands Ministry of Defence to show differences, similarities etc.31 After doing so it was possible 

to analyze gaps and differences as well as similarities in the frameworks and subsequent capabilities. 

By visualizing the plotting results of the conceptual framework, a number of conclusions can be 

made. Several distinctions differentiate these visualizations from one another, with each having a 

different value for the analysis. The produced visualizations are evaluated below on the basis of how 

they demonstrate the expanded utility and applicatory values of our conceptual framework.  

 

 
 

31 The visuals and their related analyses found within this text will include the cyber tasks created for the Dutch 

Ministry of Defense unless otherwise stated. 
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Figure 7 Our interactive cyber strategic capability board game produced for the Dutch Ministry of Defence 

Specific capabilities by strategic functions and strategic capabilities 

Figure 8 and Figure 9 show the breakdown of specific cyber capabilities as operationalized by NATO 

in the HCSS analytical framework, first shown by strategic functions and then by strategic capabilities. 

As both graphs are large, only cropped snapshots are shown here, with the full visuals available as 

separate images and also in the appendix. Those visuals further illustrate the point that was made 

earlier, namely that the strategic functions deterrence and intervention have less tasks assigned to 

them than the other five.  

 

Figure 8 Specific capabilities by strategic function (cropped)  
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Figure 9 Specific capabilities by strategic capabilities (cropped)32 

Specific capabilities by strategic function 

 

 

Figure 10 Specific capabilities by Strategic Functions 

Figure 10 shows the total number of tasks that fall under each function according to our conceptual 

framework’s classification of cyber capabilities. Here we can see that NATO’s current cyber 

capabilities are most focused on strengthening its anticipatory functions. On the other hand, its 

current cyber capabilities are least focused on strengthening its intervention and deterrence 

functions. In order to have a more complete cyber capability package, it would be recommended 

that NATO would work on filling the gaps for those functions, or work with the member states to 

make sure the capabilities needed exist.  

  

 
 

32 The visualizations were made using the data visualization software Tableau and are available as a separate 
deliverable (in the form of Tableau files as well as high quality images). These can be opened and viewed via 
the usage of a free Tableau software product, Tableau Reader. Images of these visualizations can be found in 
the Appendix 1. Full visuals. 
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Specific capabilities by strategic capability 

 

 

Figure 11 Specific capabilities by strategic capabilities 

Figure 11 shows the number of NATO’s specific capabilities by strategic capabilities as 

operationalized by HCSS. We see that the strategic capability with the highest number of specific 

capabilities is effective intelligence, which is reasonable considering the fact that much of the 

information exchange in today’s world happens in cyberspace. For some material strategic 

capabilities, such as timely force availability, and deployability and mobility, the number of cyber 

capabilities is lower, also in line with its characteristics.  

Ranking NATO’s current capabilities by strategic capabilities and functions 

Figure 12 shows how current NATO cyberspace capabilities are distributed across the HCSS 

framework’s strategic function and strategic capability fields. Here we can see that unlike the cyber 

capabilities created for the Dutch Ministry of Defense, NATO’s current cyber capabilities have 

broader utility across multiple dimensions. The most broadly-applicable cyber capabilities here are 

regarding adopting and developing various security measures as well as information sharing with 

both external parties and inside the organization. 

 
Figure 12 Ranking NATO’s current capabilities by strategic capabilities and strategic functions (cropped) 
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Structure by defense and offence 

This visualization shows the spread of NATO cyber tasks according to their offensive or defensive 

value to NATO strategies and operations. Here we can once again see that NATO’s current cyber 

capabilities largely have value for its defensive strategies and operations. Here the data is broken 

down, and we can see (perhaps expectedly) that NATO’s offensive cyber capabilities are largely 

found under the intervention and protection functions, the latter due to its rule of cyber engagement 

being largely confined to the realm of retaliation. 

 
Figure 13 Structure by defence and offense (cropped) 

Structure by non-state partnerships 

This visualization shows the spread of NATO cyber capabilities and displays them by color on the 

basis of whether they could potentially involve non-state actors. The distribution here is fairly equal, 

and shows the high degree of involvement non-state actors may have in future NATO cyber 

capabilities and operations. Also clear is the degree of ambiguity in a number of capabilities as 

defined by NATO. For these, it is unclear whether or not non-state involvement is crucial, or 

otherwise possible.  

Figure 14 confirms that the current set of NATO cyber capabilities leave ample room for increased 

partnerships with non-state actors. While internal competencies related to CIS protection remains a 

NATO core competence, cyber capabilities such as Manage risk, Report and share, or Improve all 

could potentially be expanded to involve non-state actors in order to increase their reach and 

effectiveness. The results of our plotting analysis along these lines lead us to recommend that NATO 

might consider developing its existing strategic partnerships within the private sector in order to 

improve their cyber strategic capabilities.  
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Figure 14 Structure by non-state partnerships (cropped) 

3.4 Multi-Level Gap Analysis 
After categorizing NATO current cyberspace capabilities along the structure of the HCSS analytical 

framework,33 coverage gaps in the matrix elements can be seen on various capability levels.34 While 

the provided set of NATO CIS current capabilities is extensive, when both summating the data and 

investigating them at different variable levels we can uncover areas in need of further attention. 

Following are the results of the gap analysis as well as a number of accompany visuals that 

demonstrate the distribution of the use cases across the Strategic Function/Strategic Capability 

matrix. 

 
 

33 Note that for the following analysis we used the use case classifications of NCIA (provided by the project 
sponsor) to ensure one distinctive line of analysis and also to ensure the validity of our conclusions. 
34 The term “levels” here indicate the capability’s degree of subordination according to NATO’s CIS Security 
Capability Breakdown document, in which capabilities are broken down into three categorical sets (e.g. A.1 
Prevent, A.1.1 CIS Protection, A.1.1.1 Boundary Protection).  
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Figure 15 Full set of NATO CIS security capabilities plotted on Strategic Function/Strategic Capability Matrix 

Figure 15 shows that capabilities at all levels provide basic coverage across all matrix cells. The 

distribution of cyber capabilities however remains disproportionately allocated. Most noticeable 

within this figure is the limited number of cyber capabilities that provide value for NATO’s deterrence 

function. Furthermore, the allocation of cyber tasks along its strategic capabilities also are uneven, 

with significantly more cyber capabilities falling within the Effective C3, Effective intelligence, 

Sustainability and Force Protection strategic capability categories. The unequal allocation of cyber 

capabilities in these cases might mean that NATO will be less effective in its Deterrence abilities, and 

its Deployability and mobility, Effective engagement, Logistics sustainability, and Timely Force 

Availability strategic capabilities are not as effective as they could be. This visual includes 

consideration of the NATO Design & Implement capability, which is excluded in other visuals due to 

its wide categorization range. 
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Figure 16 Full set of NATO CIS security use cases plotted on Strategic Function/Strategic Capability Matrix excluding 
Design and Implement use case and its related sub-capabilities 

Figure 16 shows the distribution of NATO cyber capabilities at all levels excluding the NATO Design & 

Implement capability, which has a wide categorization range. When excluding the capability along 

with its related sub-capabilities the distribution remains the same. This visual is included for 

reference value.   

 

Figure 17: NATO CIS security top-level capabilities plotted on Strategic Function/Strategic Capability Matrix excluding 
Design and Implement capability 

Figure 17 shows largely the same plotting distribution as Figure 18, however the degree of 

disproportionality is perhaps more striking at the displayed top level. Here, there are several matrix 

cells within the Deterrence Strategic Function column that are not covered by any cyber capabilities. 

While this view does not take further sub-capabilities past the top level into account (which do 
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provide adequate coverage as evidenced by Figure 18) the results reveal the need for NATO to 

develop its Deterrence Strategic Function in the form of top level capabilities. This will require 

building new branches onto NATO’s existing analytical framework (see Figure 5), which would have 

the effect of recognizing NATO deterrence functions as a primary competence that is not supported 

by other cyber capabilities on a secondary basis. Furthermore, the unequal distribution of NATO 

cyber capabilities along the Effective C3, Effective intelligence, Sustainability and Force Protection 

strategic capability categories is also apparent already at this level. This demonstrates the value of 

expanding NATO’s set of cyber capabilities along with its theoretical framework to provide equal 

coverage across all strategic capabilities. 

 

Figure 18 NATO CIS security second-level capabilities plotted on Strategic Function/Strategic Capability Matrix excluding 
Design and Implement capability 

Figure 18 shows largely the same plotting distribution as Figures 18 and 19. As noted previously, 

deterrence is covered at a sub-capability level, meaning that NATO cyber capabilities can serve–if not 

primarily–in some form towards NATO’s Deterrence objectives.  

Here it is important to note that the unequal distribution of cyber capabilities across Strategic 

capabilities (Effective C3, Effective intelligence, Sustainability and Force Protection) is not as 

significant within the Intervention and Normalisation strategic functions. These two functions are 

important to NATO in particular, as it has no formal, organizational offensive cyber capabilities. 

However should its operational role within the Cyber domain expand in the future, these strategic 

functions will have to be better supported by relevant cyber capabilities in order for NATO to pursue 

its operational or strategic objectives.  

As stated before, the existing NATO CIS security capabilities provide coverage across all categories of 

our analytical framework, however their distribution is not even, and the remain disproportionately 

allocated to some specific functions and capabilities. Perhaps most strikingly we can observe that 

existing NATO cyberspace capabilities do not have as much value to the organization’s deterrence 

function. At all levels observed and with all filters applied, it remains the strategic function category 

with the least capability coverage. When filtering for top level capabilities only (see Figure 17: NATO 
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CIS security top-level capabilities plotted on Strategic Function/Strategic Capability Matrix excluding 

Design and Implement ), it is the only function that has coverage gaps. 

Within the deterrence column as displayed, cyberspace capability coverage is on a similar level with 

other matrix elements for the Effective command, control and communications, Effective intelligence, 

and Survivability and force protection strategic capabilities. This can be largely explained by NATO’s 

existing CIS capabilities having high facilitatory value and their gearing towards defensive, as opposed 

to offensive capabilities. When observing the remaining strategic functions that have no coverage, 

we can determine that they generally have high value for more offensive capabilities, such as 

Deployment and mobility, Effective engagement, Logistics sustainability, and Timely force availability. 

Because NATO’s existing cyber policy recognizes cyber operations as a member state competency, 

this doesn’t pose a serious threat to their current operations, but does weaken the overall 

effectiveness of its cyber deterrence capabilities on an organizational level.  

The capabilities falling under NATO’s normalization function are also significantly lower than those 

found in other functions when viewed on a top level. However, this deficiency is less apparent when 

taking into consideration capabilities at lower levels. 

The distribution of capabilities across the strategic capability categories are also important to 

consider. Here, a higher concentration of use cases can be observed under the following capabilities: 

Effective command, control and communications, Effective intelligence, and Survivability and force 

protection. We can attribute this to the current set of NATO use cases being largely built upon 

existing CIS assets, activities, and processes, which until the classification of Cyber as a domain, held 

a specific value for facilitating strategic capabilities in other domains (specifically for intelligence and 

communication capabilities). Emphasis on the protection of existing CIS assets results in the high 

concentration of capabilities categorized under the Survivability and force protection function. 

Overall, the capabilities provide enough coverage to adequately link NATO’s strategic capabilities 

with its strategic functions, however there remains some degree of development needed to fully 

develop its cyberspace capabilities to account for the new, broader scope of its possible activities in 

cyberspace. Our analytical framework provides a prioritization mechanism that can assist in 

quantifying the costs and importance of different capabilities and capacities at all levels and provides 

an effective tool to improve NATO cyberspace capabilities. 
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4 Conclusions and Recommendations 

4.1 Conclusions 
Based on our review of literature, analysis of the existing NCIA analytical framework, and refining as 

well as tailoring the HCSS in-house framework to fit the one used by NCIA , we have reached the 

following conclusions. 

1. Current cyber capability requirements and approaches do no take the full scope and depth of 

Cyber as a Domain in consideration. Future focus by NATO Strategic Commands could be 

considerably broadened. The scope and depth of NATO’s current cyber capability framework 

should reflect this broader scope. 

2. Possible broadening of the current cyberspace analytical framework can be found in 

emphasizing its deterrence and intervention capabilities and strengthening the notion that as a 

result of considering Cyber as a Domain it contains operational capabilities in their own right. 

3. The alignment of thinking and clarity of roles and responsibilities between the NATO Strategic 

Commands and the Member States, and between the different domains need further attention. 

4. There are options to further strengthen NATO cyber capabilities by involving more Non-state 

actors. 

5. The proposed extended framework could create more awareness, thus deepening and 

operationalizing capability development.  

 

4.2 Recommendations 
1. It is recommended that the concept of Cyber as a Domain needs more operational attention 

regarding the development of capabilities for strategic functions which at the moment are 

underdeveloped, such as deterrence and intervention. 

a. For the strategic function deterrence some example the following use cases could be 

illustrative: 

i. Operational Readiness Posture (#7) 

ii. Resilient Cyber C3 Posture (#14) 

iii. All-Source Attack Attribution (#21) 

iv. Cyber Strategic Communications (#28) 

v. Non-National, Non-Military Response (#35) 

vi. Enemy Cyberstrike Response Posture (#42) 

vii. Concerted Deterrence Strategies (#49) 

b. For the strategic function intervention some example the following use cases could be 

illustrative: 

i. Cyber Deception (#5) 

ii. Whole of Gov Cyber Response (#12) 

iii. Assessment of Vulnerability of Potential Cyber Targets (#19)  

iv. Cyber Escalation Control (#26) 

v. Integrated Operational Cyber Readiness (#33) 

vi. Protection of Cyber Assets (#40) 

vii. OCEO Infrastructure (#47) 

c. For capabilities that enhance Non-state actor involvement: 

i. Whole-of-Nation Defense (#6) 
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ii. Cyber Non-NATO Cooperation Capability (#11) 

iii. Integrated Cyber Situational Understanding (#18) 

2. To further develop the understanding and awareness of the concept of cyber as a domain it is to 

be considered that activities are deployed to enhance the thinking on the concept, familiarize the 

different levels of the Strategic Commands and utilize the possibility to organize extra input of 

ideas and suggestions for NATO to further enhance its cyber capabilities, both for the NATO 

Strategic Commands and as well as the Member States. 
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5 Appendix 1. Full visuals 

 

Figure 19 Specific capabilities by strategic function 
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Figure 20 Specific capabilities by strategic capabilities 
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Figure 21 Structure by defence/offense 
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Figure 22 Structure by non-state partnerships 



40 | P a g e  
The Hague Centre for Strategic Studies 

6 Appendix 2. HCSS set of example use cases 
 

The HCSS set of example use cases were developed as a result of an earlier research effort 

commissioned by the Netherlands Ministry of Defence. For our board game these were represented 

by a physical set of cards, each displaying information on a distinctive test case that could then be 

positioned within the matrix. 

The use case cards consist of different elements, such as a clear title that addresses precisely what 

the capability is about, a definition following a consistent syntax (“The ability to … [do something] … 

[with an intended effect and or outcome]”), and scoring elements that can assist in assessing a use 

case’s importance and cost. 

The physical cards and their designs are developed by HCSS and were transformed into a full game, 

for which HCSS possesses a copyright.  

 

Figure 23 HCSS Empty capability card example 
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