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EXECUTIVE SUMMARY

This report is about cooperation, the way it is changing, and what this means for our
national defense organizations (NDOs). We all know that cooperation helps solve
challenges or achieve desired outcomes. In complex problems, it might even be a
condition sine qua non. The downside is that cooperation also induces transaction
costs. But the cost of organizations working together has been drastically reduced.
For many organizations operating in an increasingly connected and therefore more
complex world, both the pressure and the opportunities to cooperate have drastically
increased. This different calculus has given rise to much more open, smaller scale — to
the extent that individuals next to organizations have

become part of the equation — and vibrant forms of The calculus underpinning
cooperation, in many instances rapidly displacing cooperation choices has
traditional forms of stove-piped and closed changed, and now favors

cooperation models. In the business world, driven by  more open, smaller scale and
competition and the process of ‘creative destruction’, vibrant forms of cooperation
the innovative drive leads to successful new forms of

cooperation. In this report, we will look at concepts and examples from the business
world and explore whether successes and lessons learned in the private sector can
also be applied to our national defense organisations (NDOs), even in operational
processes for which the ‘business logic’ of commercial markets has limited
applicability.

NDOs face a turbulent environment and an uncertain future. In these times of
geopolitical shifts and exponential technological change nobody can go it alone —

certainly not the defense organization of a small to
Cooperation is not a binary medium-sized country such as The Netherlands. The
choice; it is a portfolio choice  importance of ‘with whom' choices for NDOs is only
from within a broader 'space’ likely to increase. HCSS suggests putting a rich portfolio
of cooperation options of cooperation partners and forms at the heart of the



strategic planning process. NDO partnership choices are typically thought to belong to
the realm of politics, decided upon based on political preferences. This report argues
they should rather be seen as value-formoney choices. Decisions should be made on
the basis of a pragmatic, pre-political, pre-bureaucratic analysis that considers the
various cooperation options that are available and then designs a portfolio of cooperation
partners and forms that will enable an NDO to navigate very different futures.

The Dutch defense organization already manages a broad portfolio of cooperation
partners. Its portfolio consists first and foremost of other NDOs with whom it work
closely together. But its current portfolio goes far beyond these military partners. It
includes other government departments or agencies; NGOs; local communities in
their home countries and abroad; defense and non-defense industry partners or

suppliers; knowledge institutes, etc. But in
We observe the greatest dynamism in other crucial dimensions the cooperation
the other parts of the cooperation space portfolio tends to be more lopsided. NDOs
than where NDOs typically sit. exhibit a (historic) preference for long-term,

formalized, closed cooperation setups with
mostly like-sized, like-minded, and likewise organizations. These traditional kinds of
cooperation clearly remain important. But this report set out to explore other forms of
cooperation that NDOs have thus far not had much experience with - with unfamiliar
partners and in more open and more loosely coupled ways, facilitated by new
technological developments. More in the ‘digital’ than in the ‘physical’ sphere: in the
information age, ‘connect and being connected’ is more and more a prerequisite for
being able to achieve strategic effects in many different domains. It this new age,
defense and security challenges once again have become very much part of society
and societal processes at large. Defense and security ecosystems that try to cope
with these challenges are emerging. In the words of the Commander of the Dutch
Armed Forces General Tom Middendorp: "I think it's of vital importance that we come
to realize that we are all actors in a defensive ecosystem... we also have to explore
other parts of this ecosystem.”

This report is based on the empirical observation that the most dynamic and promising
new forms of cooperation in our everyday lives favor openness and loose coupling,
while focusing on information rather than on physical assets. Examples include
phenomena such as Wikipedia, open source soft- and hardware development,
crowdfunding, etc. Many of these seem to defy common cooperation sense: they
take very different organizational forms than our current companies; they tend to be
highly distributed and peerto-peer with unique coordination mechanisms; and they
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are developing radically new business models to sustain their activities. But while
dramatically different in nature, they seem remarkably effective and efficient. In some
areas they are outcompeting the titans of the late-industrial age such as Microsoft or
IBM, who themselves are also moving in that direction.

How can NDOs can learn from these new forms of cooperation? In order to answer
this question, HCSS has explored three cases: InnoCentive, an open marketplace for
R&D solutions; hacker communities; and Ushahidi, an open platform for crisis infor
matics. In this report, we describe how these new forms of cooperation are initiated,
how they are managed, and what their strengths and weaknesses are. Do these cases
point to new golden opportunities for NDOs?

Our findings are somewhat mixed. On the one Our case studies reveal some of the
hand, these forms of cooperation clearly bene- strengths and the weaknesses of new
fit from surprisingly advantageous characteris-  forms of cooperation. HCSS remains
tics when compared to traditional forms of overall optimistic on their potential
cooperation in terms of entry, cost, scaling,

space, speed, adaptiveness, and effectiveness. On the other hand, our case studies
also reveal a number of prickly challenges in areas such as cultural resistance to
change, quality assurance, command and control, information management and eth-
ics. The case studies also explain, however, how these new forms of cooperation have
developed quite effective ways to overcome some of these challenges. We want to
emphasize that these case studies are not just about InnoCentive, Anonymous, or
Ushabhidi, but rather about the new forms of cooperation that they embody. In a short
period of time, all of the example cases have learned and internalized many useful
lessons, leading to impressive improvements. We submit that in all of these cases,
the benefits can still be significantly enhanced and the drawbacks further mitigated.

The most promising case appears to be open innovation, which is gaining significant
traction in many areas of public and private activity. NDOs have no alternative but to
leverage the outcomes of the fast and high-quality innovation cycles in the commercial
(civilian) market. At the same time, NDOs strive to keep the exact specifications and
even performance range of their core capabilities hidden (“mil specs”), with the aim to
ensure that would-be opponents do not acquire the same possibilities and to make it
harder for potential adversaries to develop appropriate countermeasures. The challenge
for NDOs is to have system integration processes in place that harness (fast) open
innovation at the component level in continuous performance improvement while
retaining the structural integrity at the system / platform and system-of-systems level.



The report concludes with some general recommendations that are, by and large,
supported by the case studies. We note that the Dutch defense organization already
has taken steps along the route proposed below. To that extent, the recommendations
serve as an encouragement to further implement the vision of CDS Middendorp of a
defense organization fully and consciously embedded in true defense and security
ecosystems, able to both strengthen and draw strength from those ecosystems.

The first recommendation is that NDOs should move further along the road towards
full-spectrum cooperability. This capability to engage in a broad portfolio of cooperation
partners and forms should be treated just like the many other capability choices NDOs
invest in. Developing cutting-edge defense hardware (e.g., jet fighters, frigates or land

vehicles) requires  meticulous long term
Track the cooperation space and investment, planning and refinement; so too does
experiment with promising areas. competitive full-spectrum cooperability. In many

ways this particular capability may even be more
difficult to achieve. It cannot just be procured or dealt with in a centralized " cooperation
department’ but has to be mainstreamed throughout the entire organization. But
while representing a number of daunting challenges, its potential benefits are also
outsized: we can think of no single force multiplier that comes even close. We suspect
that as NDOs evolve towards broader strategic balance-of-investment methods, the
net contribution of this capability will become even more apparent.

The second recommendation is that our NDOs should

monitor the entire cooperation space more closely than Cooperation choices are
they currently do. Most NDOs engage in various forms political, but they should
of technology watch. There is still a clear bias in these increasingly be informed
efforts towards physical technologies at the expense of by a constant and rigorous
social technologies of the kind that we describe in this ‘portfolio analysis’

report. Given the growing importance of the entire

defense and security ecosystem, we submit that our NDOs should devote more
attention to monitoring real-life trends and developments in the cooperation space (as
we illustratively do in this report) in order to remain situationally aware of new
promising developments in this space. At the same time we also suggest they should
go beyond that and experiment with various new forms of cooperation technologies.
Some of the concrete incarnations of these new forms that we describe in this report
(players such as InnoCentive or Ushahidi) may even represent good candidates for
such experimentation efforts.
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Finally, we recommend that cooperation choices be seen as portfolio choices that
require pragmatic, evidence-based analysis and that can be and constantly are
recalibrated based on that analysis. These choices should be made politically. But
those political choices should increasingly be informed by a more pragmatic,
dispassionate, rigorous, a-/pre-political analytical stage. It is a sound risk and
uncertainty mitigation strategy to diversify the portfolio of partners. The key analytical
question then becomes how to determine which baskets to choose. In a time where
we are faced with exponential and epochal change, this choice admittedly requires
more thinking than has ever been the case before. Without prejudging the outcome of
this debate, we would encourage NDOs would ask themselves which partners
represent the highest future potential defense and security return on cooperation
investment: country A or B or companies such as Google, IBM, or Microsoft.

The Westphalian and industrial age mindset has

In an ever more connected and accustomed our NDOs to think of themselves
complex world, designing a more as "prime defenders” of our national security.
diversified portfolio of cooperation In this frame of mind, NDOs see it as their
partners and cooperation forms responsibility to be able to do as much as
becomes a strategic imperative for possible on their own. Cooperation represents
national defense organizations. a residual activity, that is called upon when the

own resources prove to be insufficient (as often
is the case for small to medium-sized NDOs). In the transition to the new information
age, however, NDOs may want to position themselves more as custodians of a
broader ecosystem of a variety of actors that all contribute in their own way to
promoting security and/or countering insecurity. Only a diverse and resilient ecosystem
can mobilize enough variety, agility, and mass to deal with the challenges at hand.
Pursuing and fostering cooperation then is no longer merely a residual activity; it
becomes a core competence at the heart of the defense and security effort. In an ever
more connected and complex world, designing a more diversified portfolio of
cooperation partners and cooperation forms becomes a strategic imperative for NDOs.

Throughout the ages, actors that succeeded more

quickly than others in seizing the opportunities embedded Consider full-spectrum
in emerging new physical and social technologies derived  cooperability as a key NDO
enormous — economic, but also defense and security — capability to be treated on
advantages over relative laggards. In the last major par with fighters, frigates
transition from the pre-industrial to the industrial age, and tanks
Europe found itself in the lead of this process.



Today, Europe is no longer the undisputed leader on the leading edge of the new
technological revolutions. But HCSS still feels that when it comes to the defense
domain, Europe — and especially the smaller European NDOs — may still stand a better
chance than many others to discover the optimal social technologies that befit these
revolutions. We see current trends, especially (but not exclusively) in The Netherlands,
of starting to think of “defense” as a “defense and security ecosystem’, of which new
style NDOs may be the best suited custodians. This might be seen as the present-day
equivalent of how armies and militias gradually morphed into NDOs during the
industrial age.

NDOs can no longer go it alone. Not today and certainly not in the future. They will be
better positioned to achieve the defense and security objectives that their societies
expect from them when they pursue those together with others. Better together. But
in order to do so, they will also have to explore new and better ways of cooperating
with others. Better together. We can already discern glimpses of how to cooperate
better in some of the case studies we presented in this report; as well as in some
concrete initiatives within the Dutch defense organization. The challenge that remains
for all of us is to improve our ways to apply those to defense.
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1 INTRODUCTION:
COOPERATION AND
HOW IT TAKES SHAPE

This report is about cooperation, the way it is changing in the information age, and
what this means for our national defense organizations (NDOs). We all know that
cooperation helps solve challenges or achieve desired outcomes. In complex
problems, it might even be a condition sine qua non. The downside is that cooperation
also induces transaction costs. To what degree organizations seek cooperation then
becomes a cost-benefit issue. But here is the crux of the matter: the calculus
underpinning cooperation choices is fundamentally changing, mainly due to the
ongoing ICT-revolution. The cost of organizations working together has been drastically
reduced. For many organizations operating in an increasingly connected and therefore
more complex world, both the pressure and the opportunities to cooperate have
drastically increased. This different calculus has given rise to much more open, smaller
scale — to the extent that individuals next to organizations have become part of the
equation — and vibrant forms of cooperation, in many instances rapidly displacing
traditional forms of stove-piped and closed cooperation models.

Our focus is on cooperation in the defense and security domain. In the analysis below,
however, we will take concepts and examples from the business world and explore
whether successes and lessons learned in the private sector can also be applied to
our NDOs, even in operational processes for which the ‘business logic’ of commercial
markets has limited applicability. Driven by competition and the process of ‘creative
destruction’, the innovative drive in finding new forms of cooperation is conquering
new heights every year. Some of these seem remarkably efficient. Let us take a look
at an example that we are all familiar with. Encyclopedias used to be the result of one
particular type of cooperation in which a for-profit commercial company paid a number
of contributors a fee to write high-quality entries in a printed multi-volume edition that
was sold (at a relatively high price) to as wide a group of paying customers as possible.
Encyclopedia Britannica, for instance, employed a relatively small number of in-house
editors who contracted some 4500 contributors — typically eminent credentialed



experts in their fields who were paid for their contributions — to write their entries.
Customers paid thousands of dollars to acquire these lavishly produced tomes that
they kept in their libraries for longer periods of time. Wikipedia, on the other hand, is
the result of the mass cooperation of millions' of unpaid volunteer contributors who
operate based on self-imposed but fairly strict rules under a non-profit organization. It
is constantly updated and freely accessible to anybody with internet access. One of
the fascinating aspects of this cooperation is how multiple editors cooperate (and
fight?) transparently (on the talkpage) on individual entries to produce high-quality
entries. Many of us have come to rely on them.

This report has the following structure. This Chapter sets the scene by placing
cooperation options and choices in a strategic context, and by describing in general
terms the new strategic possibilities for cooperation strategies made possible by the
ICT revolution. Chapter 2 through 4 turn our attention to three concrete cases of non-
traditional cooperation forms that we consider to be of great promise for NDOs: ‘open
innovation’, "tapping into the hacker community’, and ‘Ushahidi, an open platform for
situation awareness’. Chapter 5 lists the main recommendations we have drawn from
this research effort for the ways in which NDOs might be able to widen their
cooperation portfolios. Chapter 6 closes of with some final thoughts on the matter.

1.1 Current Cooperation choices and the need to adapt

The Dutch defense organization already has a fairly broad set of cooperation forms
and cooperation partners. First and foremost, this set involves close, highly formalized
and long-standing relationships with other NDOs of, often like-minded, allies within
NATO or the EU. These relationships represent strategic choices, in which serious
(political, financial, diplomatic, etc.) investments are made. Other relationship options
can be more ad hoc, as in the case of the countries alongside which The Netherlands
might find itself in various operations around the world. One could call these, to use
the military levels of war (or echelon) analogy, ‘operational’ alliance choices instead of
strategic ones — but they too represent a strategic choice at any given moment in
time. However, the Dutch and other NDOs cooperate with far more than only with
their military partners: with other government departments or agencies at home and
increasingly abroad; with NGOs; with local communities in their home countries or
abroad; with defense industry partners or suppliers; with knowledge institutes, etc.

But while their portfolio of partners is broad, it also tends to be somewhat lopsided.

The recent joint Clingendael and HCSS report Internationale Materieelsamenwerking
(International Materiel Cooperation) contains two tables describing existing and

20 BETTER TOGETHER



potential international cooperation projects in which the Dutch defense organization
participates.® These tables clearly exhibit a preference for long-term, formalized, closed
cooperation setups with mostly like-sized, like-minded, and likewise organizations.
These traditional kinds of cooperation clearly remain important. But this report set out to
explore other forms of cooperation that NDOs have thus far not had much experience
with — with unfamiliar partners and in more open and more loosely coupled ways,
facilitated by new technological developments. In the information age, ‘connect and
being connected’ is more and more a prerequisite for being able to achieve strategic
effects in many different domains. It this new age, defense and security challenges once
again have become very much part of society and societal processes at large. Defense
and security ecosystems that try to cope with these challenges are emerging. Consider
the words of the Commander of the Dutch Armed Forces General Tom Middendorp
from his opening speech at the 2015 Future Force Conference.

From the opening speech of CDS General Tom Middendorp at the 2015 Future
Force Conference

“| think it's of vital importance that we come to realize that we are all actors in a
defensive ecosystem. A system that constantly reshapes itself... Parts of this
ecosystem can be —and have to be — actively arranged and managed in conventional
structures... However, as the custodians of our societies’ security, we also have to
explore other parts of this ecosystem... Take Google or Apple for example with
their mobile ‘app’ stores. They provide a free and open platform, that all sorts of
‘ecosystem partners’ can hitch a ride on. Both ‘planned’ and ‘unplanned’, while in
the meantime allowing Google and Apple to benefit from the ideas, creativity,
capabilities and actions of others. | wonder whether that is something that our
defense organizations might learn from.”

Outside of the defense world, a number of actors have stumbled onto new forms of
cooperation that — at least in some areas — seem remarkably successful. Are there any
lessons in this for NDOs and successes to be replicated? Can and should the current
partnership portfolio of our NDOs become more diversified to leverage all the possible
cooperation options that are out there?

1.2 Towards Defense PORTFOLIO thinking

Our NDOs are confronting a turbulent environment. Fundamental changes seem to
emerge with increasing speed, vehemence, and impact. There is a growing recognition
that the resulting new risks and opportunities require not just new strategies but also



a new approach to strategy itself. Most of us have become accustomed to defining
strategy purposefully by identifying a strategic goal and then pursuing it. Increasingly,
a number of fields are also emphasizing the need for a more adaptive and/or
experiential approaches to strategy. Instead of (or: alongside) defining an end goal and
then sticking to it, prudent planning recommends a more permanent orientation effort,
whereby planning assumptions are constantly challenged and — wherever necessary
— adjusted based on the changes that are occurring or anticipated in the environment.
Building upon this permanent monitoring process, the concept of navigation should
be adopted, in which actors (can) constantly adjust their course to keep their ship
afloat in turbulent waters and keep heading in the right direction. Over the past couple
of years, the Dutch defense organization has put emphasis on the strategic function
Anticipation, which underlines the importance of a permanent orientation and
navigation processes.

In recent years, HCSS has emphasized the need for an additional analytical element that
allows actors to straddle the gap between orientation and navigation. WWe have called
that strategic element “strategic portfolio design” Portfolio thinking is widely recognized
as one of the robust stratagems for hedging risk and uncertainty.* Financial experts, for
instance, have elevated portfolio thinking to the standard approach to risk and
uncertainty. But this fundamental and widely acknowledged stratagem for dealing with
risk and uncertainty in investment choices could — and we suggest: should — also be
applied to strategy itself. HCSS proposes thinking of strategy in terms of a broader
‘strategy space’: a multi-dimensional space with many plausible and desirable strategies
that could be pursued. The main intuition here is to put a rich strategic portfolio at the
heart of the strategic planning process and not a singular strategic choice.

Currently, NDO planners allocated to the planning of our capability portfolio are mainly
focused on long-term acquisition of materiel. In our own view, three main ‘“forward"
defense planning questions are crucially important for any NDO: what can we do
(policy options), with what (capability options) and with whom (ecosystem partner
options). We regard all of these portfolio choices and the analysis behind the choices
as being equally important. And yet right now, it is mainly the second question (with
what?) that is receiving — albeit in our view often too limited® — attention through the
defense acquisition process. The first (what?) and third (with whom?) questions are
typically dismissed as ones that defense planners should not concern themselves
with but that should be left to the political side of the house. We submit that they are
not of a different (political) nature, but do require equal prior (pre-political, pre-
ideological, etc.) analysis that is as dispassionate, rigorous, and transparent as the

22 BETTER TOGETHER



analyses that should go into acquisition choices. Any such portfolio analysis, when
properly done, is highly unlikely to yield unique answers. Instead, it is likely to highlight
some key strategic trade-offs that (politically legitimate) decision-makers will have —
and, we would hope, want — to be informed about when deliberating and finalizing
their decisions. In previous and ongoing work, HCSS has and is already experimenting
with a portfolio of policy options.” In this paper, we focus on the portfolio choices
NDOs can make with respect to the ‘with whom' question.

1.3 dimensions in cooperation space

What do we actually know about cooperation and the different forms it can take?
Cooperation is an important topic of inquiry in many different academic disciplines.
Biological lifeforms cooperate. Economic agents cooperate. Political movements and
parties cooperate. States cooperate. Defense organizations cooperate. It is therefore
quite surprising that we do not have a working classification scheme for the many
different types of cooperation that exist in and across all of these different disciplines.
The labels that are given to the various elements of cooperation differ from discipline
to discipline. But in all of them we find back the entities that cooperate (who?), the
purpose of their cooperation (why?), the nature of their cooperation (what?), the
interfaces between them (how/through what?), and the broader system within which
they cooperate (where?).

In preparing for this report, HCSS has started building a more general taxonomy of
cooperation. This initial effort, contained in Annex A, is far from definitive — if such a
condition exists at all for such a complex phenomenon as ‘cooperation’. The main idea
behind this try-out was to demonstrate that cooperation is indeed multi-faceted and is
best thought of as a multi-dimensional option space rather than as a binary choice. To
make this abstract idea of a ‘cooperation space’ somewhat more tangible, we have
selected three key dimensions from that multi-dimensional space to further elaborate
here, based on two considerations. One, they point to areas that appear new in the
sense that NDOs are currently not investing much in this part of the cooperation
space. And two, these new forms of cooperation are already successful outside of the
defense and security realm and might be promising within that realm as well. In the
Chapters 2 through 4 we will explore these new and promising areas in more detail
through three case studies.

The first dimension differentiates between cooperation that deals with physical things
and/or interactions and cooperation based on digital information exchange and sharing.
The digital age is starting to enable radically different cooperation opportunities. In the



past decade, cooperation in the digital sphere has seen a lot more change than
cooperation in the physical sphere. Examples of such forms of cooperation are Linux
open source software, Wikipedia, purely digital cooperation between a client and her
bank through online bank accounts, or github, where people build online software
together.® Additionally, the digital and physical spheres are increasingly converging.
Examples of such converging are 3D Manufacturing and the growing role that
Computer Aided Design (CAD) is playing in the physical world.®

A second dimension is whether cooperation is tightly or loosely structured. Researcher
Karl Weick developed the concepts of tight and loose coupling to describe
organizational structures in educational institutions, but the same concept can be
applied to businesses and governments. According to Weick, a tightly coupled
organization has a set of mutually understood rules enforced by an inspection and
feedback system, while in a loosely coupled organization, these are not in effect.’® This
means that in loose form of cooperation, there is less interdependency and entirely
different forms of coordination and information flow. An example of a loose form of
cooperation is the hacker community, where each hacker is an individual, even though
certain hackers might cooperate in an attack. In a tight form of cooperation, however,
there is much more interdependency, coordination, and information flow. An example
of a tight form of cooperation would be the contracts the Dutch Defense organization
has with other Defense organizations, or with companies such as Thales or TNO.™ In
these modes of cooperation, fixed contracts are set up with regular coordination and
information flows.

The third dimension is the difference between open and closed innovation. In closed
innovation, each company works on a service or product separately, keeping the
manufacturing process secret (e.g. closed) to outside parties or companies. In open
innovation, the manufacturing process is opened up so that people and organizations
from outside the company can join in. An example of open innovation is General
Electric’s 3D printing contest. When General Electric found that it lacked knowledge to
3D print a light-weight jet-engine-bracket, the company organized a contest inviting
people to engineer one for them. This became a huge success, after which the
company started more initiatives.™
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2 CASE-STUDY 1T - OPEN
INNOVATION

In this and the next two Chapters we explore new and promising areas for cooperation
in the defense and security domain in more detail through three case studies. In these
case studies we explain how a few non-defense and security actors are taking
advantage of new forms of cooperation to pursue their objective(s); describe to what
extent our NDOs are already investing in these areas; and explore the advantages and
disadvantages for NDOs to invest more in these areas.

These case studies constitute examples that might be helpful in systematic thinking
about various models of cooperation for the type of large organizations that NDOs
constitute. The examples were selected based primarily on their relevance for NDOs
and the availability of information. Another factor was the genuine novelty of these
forms of collaboration that did not exist until widespread adoption of the internet.
NDOs can borrow some successful innovation practices from private companies and
learn important lessons with regard to challenges and barriers in implementing open
innovation.

2.1 WHAT IS OPEN INNOVATION

Despite the fact that there is no common definition of “innovation’ it can generically
be described as the process of creating value through idea development. In one of the
earlier definitions, innovation was defined as “the generation, acceptance and
implementation of new ideas, processes, products or services."™ Baragheh et al.
(2009) have pointed out that the definition of innovation has until now remained a
discipline-specific process.™

Whatever its precise definition, innovation is crucial in today’s quickly changing world.
In order to stay competitive in the global marketplace, companies have to constantly
develop better products, services, business models, or processes. Previously,
companies relied predominantly on their internal resources, such as research and
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FIGURE 2: OPEN INNOVATION. SOURCE: EIDON LAB, 2011.

development (R&D) facilities and staff, to develop new ideas into viable products and
services (“closed innovation’| see Figure 1)."® However, in the last two decades many
companies have been actively pursuing increased involvement of external parties in
their innovation processes. The concept that firms should look “outwards” for ideas and
knowledge from a broad range of outside sources instead of just “inwards” is known as
“open innovation” The term open innovation was introduced and popularized by Henry
Chesbrough, professor at the University of California, in particular in his book Open
Innovation: The New Imperative for Creating and Profiting from Technology (2003).

The idea behind open innovation is not particularly new. The academic science has
always been an example of open (albeit traditionally fairly slow) innovation:
collaboration between various researchers has been a norm and the results of research
have been broadly shared via seminars, academic journals, the internet, etc. In the
corporate world, customers, competitors, and suppliers have been an important but,
most often, informal source of new ideas for a long time. R&D collaboration between
the private sector and universities and applied science institutes (such as the
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Netherlands Organisation for Applied Scientific Research, TNO) has been growing
since the end of World War Two (WW2). However, most companies still see innovation
to a great extent as a proprietary, closely guarded process, collaborating only with a
small number of carefully selected organizations.

In contrast, open innovation relies on collaboration with a much larger pool of actors
than was previously the case, including small companies, ad hoc informal groups, or
individuals (see Figure 2 and Table 1)." It often involves ceding important decisions
about the content of products to these networks of external participants. For this
reason, some authors see open innovation as “democratized” innovation."”

“"CLOSED" INNOVATION VIEWPOINT "OPEN" INNOVATION VIEWPOINT

Nobody can know what we are innovating Nobody can know the confidential ideas that we are working on
Spending more on internal R&D will improve our market position "Smart" innovators engage with the global innovation community
and help us to grow and reap the highest returns

First-to-patent = highest profit First-to-market = highest profit

We need more R&D staff to close our knowledge gaps We need our R&D staff focused on our core competencies, allowing

outside solution providers to provide the rest

TABLE1: CLOSED VS. OPEN INNOVATION. SOURCE: EIDON LAB, 2011."®

Open innovation is a relatively new term and its exact characteristics are still debated.
[t may, at least, partially overlap with other similar terms such as user innovation, mass
innovation, distributed innovation, crowdsourcing, etc. There are no clear boundaries
between these terms.

2.2 WHY OPEN INNOVATION?

“No matter who you are, most of the smartest people work for someone else” — this
phrase is attributed to Bill Joy, co-founder of Sun Microsystems, and it became known
as Joy's law in the high-tech industry.” It describes the basic fact that for all
organizations, relevant information and expertise residing outside an organization’s
boundaries significantly exceed those inside the organization.

Private companies have always been interested in accessing external sources of
knowledge by using various forms of cooperation such as alliances, joint ventures,
licensing agreements, and other means. Typically, these forms of cooperation focused
on a careful selection of the limited number of organizations (or experts) that would



have the necessary resources or expertise, and included extensive negotiations
between the parties involved and detailed legal contracts. The development of
information and communication technology in recent decades and, in particular, the
widespread availability of the internet have drastically reduced the costs of
communication and created opportunities for radically disruptive forms of collaborative
knowledge production. For instance, people with interesting ideas residing outside
professional networks can now easily share them through blogs and other simple web
tools. Wiki-style web sites, cloud-based platforms, social networks and similar tools
enable large numbers of participants located in various parts of the world to work
simultaneously on the same subject. The decline of long-term (for life) employment
and the growing mobility of labor, in particular of highly-educated people, was another
factor contributing to a wider distribution of knowledge.?

Technological and societal changes made open innovation possible and facilitated its
adoption. But large organizations, especially business firms, have to see significant
practical benefits in order to use this radically different approach to innovation. The
potential benefits are numerous and might differ depending on a particular form of
collaboration. In general, the major advantages of open innovation can be listed as
follows:

e |t provides an opportunity to access new sources of ideas and expertise. It
stimulates the reuse of knowledge developed (and paid for) elsewhere, in what is
called “knowledge circulation” within and across between different knowledge
and application areas.?'

* |t might increase the speed with which an innovation track can be initiated and
completed.

e |t offers higher flexibility and responsiveness. Drawing on a much large source of
potential collaborators, both quantitative (more experts) and qualitative (different
experts) scaling can be achieved on a case-by-case basis.

e |t might be less expensive. Outsiders might be cheaper than the full cost of
insiders — similar to the cost benefits of outsourcing. Furthermore, payment might
be contingent on meeting a set of requirements.

e |t might increase the quality of a product. Involving a large number of people at
much earlier stages in its development helps to remove errors and improve weak
points, e.g. open source software, beta testing of software by companies such as
Microsoft, crowdfunding, etc.).

e By involving users in its development, a product can be better tailored to users’
need and requirements.
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2.3 FORMS OF COOPERATION

In order to understand open innovation better, it is helpful to use a framework to
organize various forms of collaboration taking place in this area. One framework that is
simple and practical is provided by Pisano and Verganti (2008).2%2 It lists four
collaboration modes based on two parameters: the type of governance — hierarchical
or flat (who makes decisions), and participation openness — whether anyone can
participate or if there is a selection mechanism (see Table 2).

INNOVATION MALL INNOVATION COMMUNITY Participation
A place where a company can post a problem, A network where anybody can post Open
anyone can propose a solution, and the problems, offer solutions, and decide

company chooses the solution it likes the best which solutions to use

ELITE CIRCLE CONSORTIUM
A select group of participants chosen by a A private group of participants that Closed
company that also defines the problem and jointly select problems, decides how to
picks the solution conduct work, and choose solutions
Governance Hierarchical Flat

TABLE 2: FOUR COLLABORATION MODELS. SOURCE: PISANO AND VERGANTI, 2008.%

Traditional forms of cooperation in the private sector in the science and technology
field have used the closed mode of cooperation. Companies would carefully select
potential partners based on a variety of factors: possession of a particular technology
or capability, strategic fit, preemption of competition, and other factors. Most often,
cooperation was also characterized by the hierarchical type of governance. One
partner (such as a system integrator, e.g. Boeing in aircraft development) would be in
charge and take key decisions.

The opposite of this traditional mode of cooperation are communities with open
participation and flat governance. The most well-known examples of such a mode of
cooperation are loose communities of programmers working on the development and
improvement of open source software (OSS) such as Linux, Apache, Mozilla, and others.
Between these two extremes there are two mixed models combining flat governance
with closed participation (“Consortium” mode) and hierarchical governance with open
participation (“Innovation Mall” mode). Examples of the former are consortiums that are
often created for the promotion of a particular standard or technology (such as The DVD
Forum, the Wi-Fi Alliance, or the Grand Alliance for the HDTV standard). The “Innovation
Mall” mode is probably the most popular among companies engaging in open innovation
and we consider a few examples in detail below.



Before considering specific examples we should note the important role that web-
based tools play in enabling and facilitating open innovation involving a large number
of participants that are spread out geographically. They take many different forms and
are often called “open innovation platforms” Stoetzel et al.? classify open innovation
platforms into four main clusters using two dimensions: platform purpose and platform
operator (see Table 3).

PLATFORM Understand Dell Ideastorm Getsatisfaction Identify customers ideas
PURPOSE Customers and needs

Starbucks Idea Suggestionbox Customers can discuss and
vote for ideas

|deas.nagios.org Pleasefixtheiphone No monetary incentive

Preideas.com Foursquare on
Getsatisfaction

Easyjet on Getsatisfaction

Find Solutions Cisco |-Prize InnoCentive Specific problem or
challenge to be solved

YTL myprize NineSigma Typically expert knowledge
required
Daritos crash the superbow! Booth Monetary incentive for

best solutions
|dea-Bounty

Crowdspirit

PLATFORM OPERATOR

TABLE 3: OPEN INNOVATION PLATFORMS. SOURCE: STOETZEL ET AL., 2011.%

Their classification lists platform examples for each cluster (it should be remembered
that the study did not aim at the whole spectrum of open innovation platforms
excluding, for example, business-to-business platforms or platforms with closed
participation).

2.4 INNOCENTIVE

We here analyze a particular open innovation platform, InnoCentive, in greater detail.
InnoCentive is an online platform for crowdsourcing innovative ideas and solutions to
various challenges facing businesses, nonprofit organizations, or government
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agencies. Challenges posted on the InnoCentive website deal with a broad range of
issues such as computer science, chemistry, physical sciences, agriculture, and
entrepreneurship. The company was founded in 2001 and is headquartered in
Waltham, Massachusetts in the United States (US). It is home to a community of over
365,000 from nearly 200 countries that stand ready to help organizations devise
innovative solutions to the challenges they face.?®

This section of the report analyzes the InnoCentive platform in greater detail, listing
the advantages and disadvantages of pursuing open innovation through this platform,
and assessing its potential applicability to NDOs.

2.4.1 HISTORY

InnoCentive is the brainchild of a senior executive of Eli Lilly, a major American
pharmaceutical company with over 40,000 employees all over the world and almost
$20 billion in yearly net sales. Eli Lilly is one of only 3 US companies that consistently
outperformed its industry competitors for more than 50 years.?” In 2000, Eli Lilly's
vice-president for R&D, Alph Bingham, had an idea that would radically innovate and
transform the R&D process. Bingham's idea evolved around the notion that internal
R&D processes are not able to capture the full potential of innovation. External
innovators, even when working in unrelated fields, have the ability to provide
innovative solutions that are not immediately considered by a firm. He emphasized
the importance of being close enough to the field to understand the technical
requirements but not so close that you are biased by the way those immersed in the
problem tend to think.?® Bingham thus decided to launch what is now known as
InnoCentive: an online platform that matches organizations that are “solution seekers”
with a wide array of potential “problem solvers” Firms facing specific R&D challenges
can publish these on the InnoCentive website along with a prize award for those who
are successful in solving the particular issue.

2.4.2 HOW DOES INNOCENTIVE WORK?

By connecting “seekers” and “solvers’ InnoCentive tries to foster an environment of
innovation in order to improve problem solving productivity.?® By partnering with
InnoCentive, organizations get access to InnoCentive's diverse solver community. The
InnoCentive platform as such serves as an innovation hub that connects organizations
that face a particular challenge and are searching for an innovative solution with
individuals or organizations that have registered on the InnoCentive website and are
attempting to find a solution to these challenges.®® Today, the InnoCentive solver
community has grown to more than 365,000 registered solvers from over 200



countries. Challenges are posted by corporations, governmental, and non-
governmental organizations as well as a variety of other actors. For example,
InnoCentive has partnered up with pharmaceutical companies such as AstraZeneca,
governmental organizations such as NASA, and even with the US Department of
Defense. Through dedicated innovation pavilions, partners can post their challenges to
the public or they can decide to post challenges anonymously.

Depending on the challenge, InnoCentive and the seeker sign a terms of use
agreement that defines the legal obligations of both parties to each other as well as
those of the seeker organization to the solvers. Through this agreement, the solver’s
rights are protected. In addition, solvers are obliged to sign a specific terms of use
agreement depending on the challenge.®" In addition, both InnoCentive and the seeker
organization work together in developing the challenges and formulating the problem
statements. This is done through the InnoCentive Client Services Team (CST), which
works not only with the Seeker organization but also with the solvers who might have
questions related to the challenge. The CST is also able to work with organizations in
case they need to post anonymous challenges in a way that would disguise the type
of industry as well as the real nature of the posted challenge.*

InnoCentive offers a variety of products and services to its seeker organizations. The
main products are the InnoCentive Challenge Programs, the InnoCentive@work
software, and the InnoCentive Idea Management (IC IM) software. Depending on the
specific innovation needs of the organization, it chooses to cooperate with InnoCentive
on using one or more of the InnoCentive platforms. Through the InnoCentive Challenge
programs, seeker organizations post their challenges on the InnoCentive website.
There are several types of Challenges, such as the ldeation Challenge, Brainstorm
Challenge, Reduction to Practice (RTP) Challenge, or the Theoretical Challenge and
Electronic Request for Proposal (eRFP) Challenge. Organizations choose a certain
challenge type based on their specific needs and requirements.

Organizations that are in need of a novel and creative idea and are still in the first
stages of product development can opt for an Ideation or a Brainstorm Challenge.
Both seek to provide a breakthrough idea or a creative solution to a problem; whereas
the former is closed in format, the latter represents an open version of the former
where solvers can interact with each other. In RTP Challenges, solvers have to present
a successful prototype and prove that it works within the parameters and needs set
by the organization. Theoretical Challenges constitute the same as RTP challenges,
only they fall short of actually coming up with a prototype. They bring the idea closer
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to an actual product or solution by giving a detailed theoretical explanation on why
their solution will serve the organization best. In case a seeker organization is looking
for a partner who has already developed a certain technology or has enough expertise
to help develop it, then eRFP Challenges would be best suited for the organization.

The relation between the Seeker, Solver, and InnoCentive is determined on the basis
of the Challenge type through the Terms of Use, the Challenge Specific Agreement
(CSA), and other related documents. Through the CSA, which InnoCentive devises in
collaboration with the Seeker organization, each challenge has different mechanisms
regarding payment, dispute resolution, Intellectual Property (IP) transfer rights, etc. In
most challenges, for instance, only InnoCentive and the Seeker are allowed to view
the proposed solutions. However, in Brainstorm Challenges, solutions can be viewed
by all participants.®®

The CSA also decides the process of solution acceptance. In most cases, however,
CSAs mention that the acceptance of a particular solution is the absolute and sole
discretion of the Seeker and that merely meeting the predetermined minimum
challenge requirements does not guarantee acceptance by the seeker.® The
Brainstorm Challenge Terms of Use also mention that in cases where the seeker fails
to notify InnoCentive with the selection of a winner, the latter is automatically chosen
by the most votes in the Project Room community.® Depending on the challenge type
and the CSA, the number of possible winners is determined. While some challenge
types such as Theoretical Challenges only involve an award when challenge criteria are
met, Brainstorm Challenges are guaranteed at least one winner. Conversely, eRFP
Challenges do not involve cash awards but rather let winners negotiate the terms of
the contract directly with the Seeker.3®

Some CSAs specify dispute resolution mechanisms to be followed in case conflicts
arise between a solver and InnoCentive. The arbitration procedure is subsequently
administered by the American Arbitration Association in accordance with the
Commercial Arbitration Rules.®” In addition, CSAs can include exclusivity periods
whereby solvers agree that their solution submission grants the Seeker the exclusive
right to acquire the solution.®® Other CSAs entitle Seekers to use material that has not
been chosen as award winning solutions in case the material provided is similar to
what a seeker already possesses.®*To date there has never been an instance in which
Seekers were found to have been in breach of IP law. According to InnoCentive, this
also has to do with the fact that Solvers have to specifically identify the Seeker that
stole their IP The ability for Seeker organizations to remain anonymous prevents such



a case from occurring.*°This effectively means that solvers will have less of a chance
to know whether their solution has ultimately been used by the organization despite
its official rejection. Solvers have little choice but to rely on the goodwill of the seeker
organization and on InnoCentive and its technical capabilities to differentiate between
successful and unsuccessful solutions.

Besides Challenges, InnoCentive also developed other products through which it
could develop its partnerships with seeker organizations. A notable example thereof is
the InnoCentive@work platform. The Innocentive@work platform offers partners the
ability to incorporate the InnoCentive platform in a secure and cloud-based platform
where challenges would only be available to a chosen private set of participants such
as the company's employees, partners, or even customers. Organizations such as
NASA and Eli Lilly have developed such a platform for their employees in collaboration
with InnoCentive.

The InnoCentive Idea Management (IC IM) software is a social platform for idea
management that InnoCentive developed in cooperation with NOSCO. It allows
organizations to run idea campaigns, collect and share knowledge from employees
and selected audiences in a structured way. Employees and invited audiences are
then allowed to share their ideas, post comments, photos, and videos in a way that
would allow the company to engage its employees and make full use of its idea
generation potential.*’ By offering a customized innovation experience to seeker
organizations through the InnoCentive@work or IC IM platforms, organizations can
maximize the full potential of their employees without risking any of the adverse risks
such as knowledge diffusion traditionally related to pursuing an open innovation policy.

In addition to the abovementioned products, InnoCentive also provides consulting and
training services to organizations that are looking to invest in open innovation.
InnoCentive's ONRAMP (Open iNnovation Rapid Adoption Methods and Practices)
program provides training sessions for managers and employees in order to show
how to effectively use the full potential offered by open innovation and ensure the
success of its implementation.

2.4.3 WHO USES INNOCENTIVE AND WHY?

InnoCentive's platform ‘InnoCentive@work’ could be a valuable tool to organizations
that prefer to operate through a platform that is not entirely open to outsiders. As a
case in point, NASA has developed its own internal open innovation platform in
collaboration with InnoCentive called NASA@work. NASA@work allowed NASASs
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challenge seekers to post challenges that would only be available to NASA employees
across its 10 field centers without the risk of knowledge leakage. It also helped in
fostering a collaborative environment across NASAs field centers (for more information
on how NASA engages in open innovation see 2.5.3).

How the Challenge Process Works
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FIGURE 3: THE INNOCENTIVE@WORK TOOL. SOURCE: FRANKLIN, 2013.4

Figure 3 shows a schematic overview of how the InnoCentive@work functions and
how NASA uses it within the organization. It demonstrates a best-practice approach
where NASA challenge seekers initially opt for an internal challenge through NASA@
work in order to either find a solution, or at least fine-tune a challenge topic, and then
follow it with an open challenge through one of the external open innovation platforms.

2.4.4 BENEFITS OF USING INNOCENTIVE

The InnoCentive platform can offer substantial returns to corporations looking to invest
in open innovation. The costs associated with partnering up with InnoCentive, posting
a challenge, and receiving a solution are much lower than the costs associated with
traditional modes of R&D. InnoCentive’'s awards normally range between $5,000 and
$1 million, which is a fraction of what is generally spent on a traditional R&D process.*®

Another reason why organizations would choose to work through InnoCentive is that
it broadens the solutions space, including those solutions that would be considered to
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be too unorthodox within the organization itself. The speed by which new innovative
solutions can be found also serves as a pull factor. By being able to tap into a much
larger pool of potential problem solvers, challenges that a company normally spends
years on solving through its traditional R&D process can be solved in a matter of
months.

Furthermore, making use of InnoCentive fosters an innovative culture, opening up the
organization to accepting new ideas and working with external partners. It benefits
the employees of the seeker organization by advancing their ability to frame research
challenges. Employees are then able to use these new skills in other areas of their
work. The organization benefits from a smoother IP transfer process by having
InnoCentive deal with any legal issues. This means the organization has more time to
work on research and spend less on IP lawyers.*

2.4.5 RISKS OF USING INNOCENTIVE

An organization might face a backlash from experimenting with open innovation owing
to cultural resistance. Most in-house R&D professionals are used to spending time on
challenges and have pride in coming up with their own solutions. This drive is an
invaluable asset to an organization. Open innovation as the main innovation mode in
an organization would fundamentally change the role of R&D professionals: from
problem solvers to problem formulators in search of solution seekers.*

Another important issue that has to be dealt with when introducing open innovation
practices is knowledge diffusion. Although open innovation allows you to tap into a
vast pool of resources, it also exposes the organization in the sense that competitors
may know what you are planning and tailo-made solutions can become available to
opponents.

2.4.6 RISK MITIGATION

As mentioned in the previous section, InnoCentive limits the risks of knowledge
outflow by offering the option of anonymity to the Seeker organization and letting the
company decide whether it wishes to reveal its name. InnoCentive also cooperates
with the Seeker during the problem formulation process in order to hide the true
nature of the problem, as well as the organization’s industry. This assures InnoCentive's
partners that their competitors, or otherwise unwanted actors, do not get their hands
on information that the organization prefers to have under its control.

38 BETTER TOGETHER



The development of the InnoCentive@work platform further mitigates the risk of
knowledge outflow. Organizations that are hesitant in acquainting the public, and their
competitors, with their current problems and knowledge gaps would be able to open
up the process as they deem appropriate. By using an invite-only platform, companies
can choose who to share their challenges with (employees, customers, or partners),
thus minimizing the risk of knowledge outflow.

InnoCentive's partnership with the Seeker organization could also help with the
mitigation of internal organizational risks such as cultural resistance. The ONRAMP
service and the open innovation workshops provided by InnoCentive to the Seeker
organization are available to anyone in the organization, from executives to challenge
owners. These workshops aim to ingrain a culture of open innovation into the
organization and align the views of stakeholders regarding the importance and
benefits of open innovation. This ultimately facilitates a smoother adoption of open
innovation practices.

Seeker organizations can also pursue risk mitigation practices. To mitigate the problem
of open innovation resistance, NASAs Human Health and Performance Center
established the Solution Mechanism Guide (SMG), an online tool developed through
another open innovation challenge. The SMG helps employees in selecting a project
management approach which would work best given the resources and needs of this
specific project.*® It gives employees the opportunity to use both traditional as well as
open innovation tools so that the most efficient mechanism would be recommended.
Employees can use the SMG in two main ways. First, the SMG acts as a filtering
mechanism. By entering the parameters of a certain problem, the SMG filters the
solution mechanisms to meet the criteria. Thus, the employee is better informed about
which external or internal platform to use for his challenge. Second, the SMG also acts
as an educational and training tool for employees. Through the SMG, employees can
view past case studies and user experiences and learn new tips and tricks on using a
particular solution mechanism.’

The use of a platform such as SMG has several benefits: it improves communication
within an organization by speeding up the process of information dissemination; it
increases employee awareness regarding the utilization of different solution
mechanism tools; it reduces the time needed to solve problems; and it empowers
employees. SMG thus contributes to the creation of an organizational culture that is
collaborative and amenable to open innovation platforms.



2.5 NEW FORMS OF OPEN(ISH) COOPERATION IN DEFENSE

The processes whereby NDOs define their capability needs and then ensure access
to those capabilities remain one of the most difficult — and controversial — aspects of
what some call the “defense enterprise” In the past decade — and especially since the
advent of austerity — value for money has become one of the foremost battlefronts of
defense transformation. “Big A" (the main weapon platforms for sea, land, and air)
acquisition has been at the heart of this battle. Many of the problems in this area are
fairly well understood.*® But even the most advanced NDOs (e.g. the United Kingdom
and the US) keep struggling to come up with effective solutions.

One of the fundamental problems with the Big A acquisition process in many NDOs
lies in the earliest stages when defense requirements are defined. For most of the
Cold War, the main drivers of the requirements-setting process were the services
NDOs provided: they were responsible for training and equipping the troops. Because
of the many fragile political compromises this entailed — both within as well as across
the services — nobody really had any incentive to rock the boat. This also meant that
the interaction with the outside world (including the private sector) was preferably as
closed as possible, with a small number of preferred, strategic partners that could be
trusted to stay in the box. The actual permeability of this process to outside influences
varied with the particular “political economy” of defense in various countries,®” but
most countries found it extremely difficult to avoid collusion effects.

The past few decades brought three main changes to this situation. The first one was
that most NATO countries moved towards a more joint process of defining
requirements. This already led to more internal openness. These countries, secondly,
also strengthened the walls between the requirement setting stage and the
subsequent procurement stages in which tenders are issued, competing offers are
assessed and adjudicated, and the actual procurement process is set in motion. The
hope was that by sheltering the requirements setting process from untoward
influences, the "defense enterprise” would better be able to decide for itself what it
really needs, unencumbered by external pressures and/or conflicts of interest. The
third major change was that, under pressure of ever more demanding publics and
parliaments, the NDOs gradually also became somewhat more transparent in what
they divulged about all of these choices.5° Here, too, the hope was that this increased
openness would lead to sounder balance-of-investment choices.?

Reality, alas, proved more recalcitrant. The dynamics between the services did not
really disappear and the early stages of the requirement setting process became in

40 BETTER TOGETHER



some ways even more bureaucratic and (because of its isolation) inward-looking.
Rather than going for ‘better together (with others)’, the process arguably became
‘worse alone (amongst ourselves)’. This more insulated approach had two negative
consequences. First, outside inputs (and — often — reality checks®) were weak or
absent. And second, the main players (the services) engaged in even more “logrolling”
(trading favors: “I'll give you your pet toy, if you let me have mine”). So whereas the
taxpayer was supposed to benefit from these changes, it is far from clear that she did.

A few countries have been trying quite diligently to remedy this unsatisfactory
situation. And one of these interesting innovations in this area lies in the very early
stages of the Big A acquisition process that we already alluded to as being critically
important. The main idea here is to combine some of the strong points of the old
system with some of the strong points of a less insular and more open system. Rather
than drawing rigid lines between defense and non-defense, these new forms of
somewhat more open cooperation between the private and the public sector try to
come to a new equilibrium that may stand a better chance of providing the taxpayer
with a better value for money proposition. In the very early stages of the process, the
—in InnoCentive terms — seekers (in this case Defense) and the solvers (in this case
the defense solution providers) jointly try to specify how a certain need could
theoretically (pre-competitively) be met. This changes the decision-making dynamics
by opening the process up to the outside. It gives Defense the advantage of being
able to benefit from the often superior knowledge in the private sector about how
problems can be solved in the process of defining the requirement. Based on this pre-
competitive, pre-political, pre-bureaucratic stage, Defense can then decide on its own
what it wants to do in the next (still sheltered) stage. But it will now, such is the logic,
be able to do so on a more informed basis. All of this is not based on backroom deals
or old boys networks but rather on a (relatively) level playing field and at least some
dispassionate analysis.

To the best of our knowledge, there are three countries that have experimented with
this model. The UK, really a trailblazer in acquisition reform,® was an early adapter
through its “NITEworks"” facility, which dates back to 2003 and is still going strong.
The distinguishing feature of this new form of cooperation between the private sector
and the public defense sector is that it is spearheaded by a national champion (BAe
SYSTEMS). In 2005, the Australian NDO stood up RPDE, an Australian facility in
Canberra that was inspired by NITEworks. The basic philosophy is the same but the
kind of work undertaken is somewhat different as is the way it is set up. With
NITEworks, the MOD uses BAe SYSTEMS as a prime to provide the physical



infrastructure and to engage the other organizations through subcontracts. In the case
of RPDE, the Australian government provides the infrastructure, seconds an industry
executive as the head, and has a contract directly with every member company. RPDE
has many more members than NITEworks, including some one-man bands who only
work for/at RPDE. In 2007-2010, Canada experimented with a similar model; however,
it ultimately failed.

2.5.1 NITEworks (UK)

In 2003, the UK Ministry of Defense launched NITEworks, a partnership initiative that
spans the UK defense sector to help improve decision making on requirements
setting. As outlined in the 2005 Defense Industrial Strategy, NITEworks “was
established to provide an integration and experimental environment to assess the
benefits of Network Enabled Capability (NEC) and the options for its effective and
timely delivery’® However, NITEworks' remit was not strictly limited to NEC since
work focused on both the network and information flows. NITEworks received an
initial b-year £47 million Assessment Phase contract, which was renewed in 2008 for
another 5 years. In this second contract, the area of interest was widened. MOD
specified the following priorities: support to frontline operations, capability
improvements, and enhancements and acquisitions decisions. The MOD also had the
organization adopt a more competitive business model, attracting funds from across
the MOD rather than reliance on a single MOD funding line. Considerable weight was
given to achieving value for money.

In addition to the MOD itself, NITEworks consists of twelve UK defense industry
companies, as well as more than 130 Associate Organizations. Companies that have
capabilities that could be of use to the defense sector can apply for membership.
Once accepted, they have access to all partnership communication, workshops, and
activities.® NITEworks has a core staff of 37 drawn from the military, MOD civil
service, the Defense Science and Technology Laboratory (Dstl) and industry.

Working together with defense industry and academia to analyze problems and look
for solutions, the MOD claims to be better informed about what the solution space
may actually look like and to select solutions that offer excellent value for money. The
partnership also allows the MOD to “de-risk and accelerate the provision of military
capability.”%®

How does NITEworks actually work? MOD staff can post particular challenges on the

NITEworks platform after internal communication with NITEworks’ Stakeholder
Management Team (SMT). Only challenges where “benefit is gained from the use of a
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pan-industry/MOD partnership”%” can be posted on NITEworks. The SMT then works
together with the MOD sponsor®®to formulate the problem question. This is followed
by the development of a business case to finally determine whether the NITEworks
platform will be chosen. Subsequently, a role request is issued to NITEworks partners
and associates who subsequently apply to join this specific challenge. At the end of
the selection process, a small and focused team consisting of defense and industry
experts is selected. The team then starts refining and defining the scope of the
problem question. The overall process takes on average six to eight months to finalize
and deliver the final product.®® When it comes to IP provisions, the British Crown
retains all IP rights and only issues licenses for partners to use the knowledge for the
Crown, not for commercial use. Associates can only access an executive summary of
the output, not the output itself. However, they can still access work in which they
directly participated.®®

To date, NITEworks projects have dealt with a wide array of fields including logistics
and sustainability, increasing open source intelligence capabilities, improving aviation
simulation, as well as cybersecurity. In 2010, as part of the Strategic Defense and
Security Review, the MOD sought to plan for the future of equipment priority in order
to ensure “resources are directed to the most urgent areas.”®” A small NITEworks
team was assembled and joined the MOD team tasked with developing the plan. The
team suggested novel ways of campaign planning based on a colorcoded bullseye
chart (see Figure 4) that basically enables employees to “indicate the level of capability
available at different points in time."%?

FIGURE 4: COLOR-CODED BULLSEYE CHART. SOURCE: NITEWORKS, ‘ARMY EQUIPMENT DEVELOPMENT PLAN (AEDP), 2011.
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One of the largest projects ever undertaken by NITEworks is Talon Strike, a project
aimed at enhancing battlefield interoperability between UK and US forces. After
operations in Afghanistan, both countries realized the necessity of seeking more
efficient information sharing and shared situational awareness capabilities. Thus, in
2008 a NITEworks team led by the MOD was assembled. In addition to the MOD and
Dstl, the team also included NITEworks members such as BMT Hi-Q Sigma,
Finmeccanica UK, Fujitsu Services, General Dynamics UK, Northrop Grumman UK,
QinetiQ, SyntheSys Systems Engineers, Systematic Software Engineering, Systems
Consultants Services, and Thales UK.

NITEworks organized a conference in Farnborough, which was attended by UK and US
war fighters. In addition to deciding on the command and control systems to be used
during the exercise, the conference narrowed down the focus of the project and
specified it to a “shared situational awareness, a common operational picture and a
dynamic collaborative planning environment.”%*

NITEworks" task was then to work with the Command and Control Development
Centre to develop a set of systems that enable information sharing including positional
information, orders, and other information vital for battlefield operations. Based on
these results, a two week joint exercise took place between US and UK forces where
the latter were accompanied by the NITEworks team in order to aid in operational
analysis and other complex technological tasks.®®

The Talon Strike project ultimately led to a reduction in the risk of friendly fire incidents,
helped in de-risking future requirements, and proved to the MOD the importance of
understanding challenges emanating from interoperability and integration of Commmand
and Control.®

The UK MOD's commitment to NITEworks was reconfirmed on July 30th, 2013 with
the award of a £17 million, three-year MOD contract,%” and on September 17 2015,
when the contract was extended until March 31, 20188 with the following statement:
“the NITEworks approach enables the MOD to rapidly assemble expertise in an
impartial environment, with access to prior knowledge and industry Intellectual
Property from across the defense community. It brings together knowledge of the
problem and solution space which both enables a better understanding of the
feasibility of recommendations and allows them to be rigorously tested and challenged
from a range of perspectives — blending incumbent knowledge with the fresh thinking
of new suppliers — be they generated by SMEs or a global company.”
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2.5.2 RAPID PROTOTYPING, DEVELOPMENT AND EVALUATION PROGRAM
(AUSTRALIA)

Similar to NITEworks, the Rapid Prototyping, Development and Evaluation Program
(RPDE) is a partnership program between defense, industry, and academia, developed
by the Australian MOD. It specifically deals with complex, high-risk capability problems
that have a significant integration component. The solutions sought by RPDE are
focused on accelerating the delivery of the Australian Defense Force's (ADF) war
fighting capability through collaborating with defense industry and academia to
support innovative solutions.

RPDE basically performs two types of activities; Quicklooks and Tasks. As a first step, a
Quicklook is done by rapidly assembling a team through RPDE partners who submit a
report on a certain defense capability issue usually within a three month timeframe with
the aim of providing advice and guidance. Secondly, Tasks aims to deliver a prototyped
solution in 12 to 18 months. These solutions could range from reports to proofs of
concept or even physical prototypes.®® Figure 5 shows the lifecycle of RPDE tasks.

Steering Gate Sequence

Discovery Solution Implemeantation
Development Phase Devedopment Devedopment Support

> SG1 * Sa2 5G3 > 5G4 > SG5

FIGURE 5: LIFECYCLE OF RPDE TASKS. SOURCE: RPDE, 2013.7

Usually, RPDE Tasks finish at the Solution Development phase. However, in some
cases RPDE can provide assistance in the implementation of the solution. As one
example, an RPDE team was assembled to develop options for the provision of a
digital hydrographic system. During the Solution development phase, the sponsor
faced an urgent operational need to develop a Maritime Classified Geospatial Data
Management System (MCGDMS). To deal with such an urgent need, the team
developed a de-risking proof of concept and subsequently moved to the solution
development phase in March 2013. Finally, in December 2014 the required outcome
was delivered to the challenge sponsor.”

Another successful example was the development of a personnel-borne Improvised
Explosive Device (IED) detection device. The Counter Improvised Explosive Device



Task Force (CIEDTF), who the sponsored this Task, was looking for a device that would
be able to enhance ADF personal protection in combat zones by detecting whether an
individual might be wearing an IED device. In 19 months’ time, a successful solution
was prototyped and developed. Starting with the Question development phase, the
CIEDTF proposed the following problem question: “Can standoff IED detection
technology be miniaturized and a concept demonstrator be developed to enhance
personal force protection for soldiers from IEDs?” During the Discovery Phase, the
task team analyzed worldwide technology related to IED detection capabilities and
identified options that could be pursued based on several technological, size, and
financial criteria. Subsequently, RPDE issued an Invitation to Register (ITR) to all RPDE
participants. Shortlisted candidates were then asked to present their proposals. The
proposal provided by Tactical Research Pty Ltd. was accepted, and upon authorization
from the One-Star steering group, RPDE entered into a contract with the chosen
organization. Through collaboration between RPDE and Tactical Research, a handheld
|IED detection system was developed and successfully tested in July 2014.7

2.5.3 NASA (US]

Open innovation within NASA falls under the Open Government Initiative, which aims
to create “a new level of openness and accountability in [NASAS] policies, technology,
and overall culture.””*The latest open government plan emphasizes the encouragement
of collaboration and innovation both within the agency itself as well as externally by
enabling citizen participation and encouraging partnerships that have economic
opportunity potential.”*

In 2005, NASA launched the Centennial challenge program seeking to offer prizes to
individuals and small businesses that successfully solved NASA challenges. A year
later, however, NASA faced far-reaching budget reductions. This effectively meant that
several ongoing projects were either delayed or scrapped altogether.”> R&D units
inside NASA had to find new innovative and cost-effective practices to mitigate the
negative effects of budget cuts. Several reports and strategies were published to that
effect including the May 2007 strategy,”® the Augustine Committee report,”” and a
2009 benchmark study,”® all of which emphasized the importance of finding new ways
to advance NASAs mission with the limited resources at hand. Historically, NASA
relied on internal research and development. The new 2007 strategy, however,
emphasized collaboration by developing strategic partnerships both internally with
other US government agencies, as well as externally with international partners,
academia, and commercial entities. The strategy also aimed to address traditional
perceptions inside the organization that did not align with proposed strategic change,
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such as risk aversion, civil servant superiority, or the perception that everything can be
done by NASA itself.”®

The outcome of these strategies was the awareness that a new open innovation
model had to be introduced within NASA. The Space Life Science Directorate (SLSD)
took the lead role and decided to tryout three open innovation platforms, namely
InnoCentive, Yet2.com, and TopCoder. Workshops were then designed and given to
SLSD members by the three organizations. From 2009 to 2010, 11 R&D units put
forward 14 problems on the open innovation platforms. Seven challenges were run on
InnoCentive six on yet2.com, and one on TopCoder. The results were beyond
expectations as all seven InnoCentive challenges proved either solved or partially
solved. Out of the six challenges run through Yet2.com, one provided a novel solution,
while the others had either generated ideas that could be incorporated for further
development or had helped identify partners with whom NASA could work on
solutions. The result of the TopCoder challenge was incorporated into an existing
NASA medical database.®

In one particular challenge posted on InnoCentive, NASA sought an algorithm that
would solve a 30 year old problem concerning data-driven forecasting of solar events.
The solution required was supposed to forecast solar events four to 24 hours in
advance with a 50% accuracy and a two-sigma confidence interval. Bruce Cragin, a
retired radio frequency engineer, was able to find an algorithm that exceeded NASAs
expectations. His algorithm was able to predict solar events eight hours in advance
with 85% accuracy and a three-sigma confidence interval.®'

Following the success of the pilot program with the external innovation platforms,
NASA decided to build a new internal open innovation platform in collaboration with
InnoCentive. This platform, called NASA@work, was similar to InnoCentive but open
only to NASA employees. The idea behind it was to capture the full innovation potential
of NASA. For NASA, as a large organization with thousands of employees, this meant
that a challenge faced by an individual employee in one field center could now be
accessed and solved by anyone in the agency without resorting to InnoCentive public
Challenges. At the same time this would foster collaboration within the organization,
help in team-seeking, and make use of employee diversity.®2

Through Yet2.com, another online open innovation platform that acts as a technology
scout, NASA has been able to find future collaborators that are not immediately on its
radar. After NASA posts its technological needs, Yet2.com looks into its worldwide



network of specialists, runs competitions, and finds the most suitable partners from
which NASA can subsequently choose who to collaborate with.

This means that NASA has adopted a flexible open innovation strategy. It moves
between a closed participation platform such as NASA@work and an open one through
InnoCentive and from an open platform — albeit more limited in scope — such as Yet2.
com back to a closed one with its chosen collaborators, depending on the stage of the
innovation process it finds itself in.

Still, NASAs adoption of open innovation was not without problems. In some cases,
NASAs efforts at involving the public through different open innovation platforms
found little success. Some Centennial challenges had to be closed without finding a
clear winner. This was the case for the Strong Tether Challenge, which sought the
development of components related to building a Space Elevator, yet ended up
without declaring a winner.8 The fact that the tether is made out of expensive carbon-
nanotube material complicated the task of even finding competitors to enter the
challenge; something that was hard to change no matter how high the prize money
was.®* The MoonROx Challenge suffered a similar fate in 2009 after no competitors
even registered for the challenge due to its difficulty as well as the absence of any
commercial potential. After seeking a way to produce breathable Oxygen from
materials commonly found on the moon, the Challenge had to close and the prize of
$1 million went unclaimed.®®

Furthermore, the space agency found that not everyone within the organization
viewed the adoption of open innovation positively. Some R&D professionals feared
that their identity was threatened by open innovation. They believed that looking for
solutions externally meant that they are no longer valued within the organization.
There were also those who showed acceptance of open innovation practices, yet
were in fact against it. To satisfy their managers, they simply opted for open innovation
in strategically unimportant challenges and kept the more important ones for internal
consideration. Sometimes, they withheld valuable information gained through open
innovation platforms. The traditional identity of a smart problem-solver was thus
threatened with the advent of open innovation and the accompanying new identity of
a solution seeker. This meant that the perception of NASA as a place that allows its
engineers to access, plan, and solve a problem was shattered. In fact, some even saw
the idea of looking for external challenge solvers as cheating. This kind of cultural
resistance can indeed pose a risk to organizations that view open innovation as a
strategic objective.®® Looking back, Lifschitz-Assaf (2015) found that the external
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experts and managers who introduced the concept of open innovation to NASA
focused primarily on the time and cost efficiency of the model and overlooked the
organizational aspects and the adverse effects on R&D professionals. This in turn
exacerbated the perception of identity threat to the employees.

2.6 APPLICABILITY FOR NDOs

Many of the advantages that have brought private companies to embrace the open
innovation paradigm also hold for NDOs. Tapping into a (vastly) wider pool of experts
than those within immediate reach is essential to maintain a technological edge in a
world where ideas and solutions easily spread and western military superiority is no
longer a given. Cost efficiency and better value for money are as important for military
organizations as for private companies in light of budget constraints and scrutiny over
the spending of taxpayers’ money. Time efficiency, i.e. faster delivery of innovative
solutions to particular problems, is also an issue in the military realm. This holds true
in particular for actual missions confronted with an emergent challenge (such as the
challenge of detecting improvised explosive devices posed in the Iraq and Afghanistan
campaigns). Finally, the fact that embracing open innovation practices contributes to
creating and stimulating a culture of innovation — as part of a more general culture of
agility — probably also holds true for NDOs.

NDOs traditionally put a high premium on secrecy and have therefore tended to prefer
closed modes of innovation. To some, the very notion of open innovation even
contradicts the fundamental principles by which NDOs function. It is important to bear
in mind, however, that secrecy is not a goal in and of itself. The real goal is to forge an
attractive (security) value for money proposition that reliably safeguards the
stakeholders’ (countries’ taxpayers) security at an affordable price. In this sense,
NDOs do not differ all that dramatically from their public or private sector counterparts.
Protecting one’s crown jewels is vitally important to many private companies that may
have billions of investments at stake. This is, for instance, the case in the
pharmaceutical industry, which nevertheless is increasingly broadening its cooperation
portfolio with elements of open innovation.

In this case study, we have particularly looked at InnoCentive as an example of an
open innovation platform. The available evidence on InnoCentive illustrates both the
first-order potential of such innovation malls and the risk mitigation strategies that
both solution seekers and InnoCentive as an organization have resorted to in their
interaction. The InnoCentive platform is developed in a way that allows the seeker
company not only to post challenges anonymously but also to work with InnoCentive



in order to hide the true nature of the challenge and the industry involved, thus
benefiting from open innovation while minimizing the risk of unwanted knowledge
outflow.

In addition, there are ways to capture the value of open innovation without risking
knowledge outflow, for example by investing in the InnoCentive@work or the IC IM
platforms. In big organizations such as NDOs, the number of employees involved is
often huge and they are most probably geographically spread out in different branches.
The experience of NASA suggests that in such cases, an internal open innovation
platform such as NASA@work captures the full potential of innovativeness inside an
organization before an external challenge is required. In the case of NDOs, investing in
such a platform could prove useful even if it is decided that internal challenges shall
not be succeeded by external ones.

Although it is fruitful to mirror NDOs with the corporate world and their respective
processes and value chains up to a point, a defense organization is not a business. /n
ultimo, the failure of NDOs to perform in the face of “competitors” may put vital
national interests and even the very existence of the state in jeopardy. This is quite
different from the workings in the commercial market place, in which the rise and fall
of individual companies is part and parcel of a continuous process of creative
destruction. Maintaining a competitive edge vis-a-vis (potential) adversaries,
particularly for western NDOs that have technological superiority engrained in their
modus operandi, is a far cry beyond achieving a temporarily “first market entry”
advantage. MODs therefore strive to keep the exact specifications and even
performance range of their core capabilities hidden (”“mil specs”), both to deny
possible opponents the same possibilities and to make it more difficult for them to
design adequate countermeasures.

In addition, in particular for IT-heavy systems, information security is a crucial issue.®’
Defense organizations need to be fully aware of liabilities and vulnerabilities in their
systems. At the same time, this information must be kept secret from potential
adversaries as much as possible.

Furthermore, the (existing) military capability portfolio of NDOs is to a large extent
built around a limited number of main weapon platforms, such as frigates, tanks, or
fighter jets. Such large platforms remain in service for decades without major changes
to the platform itself (hull / frame / chassis). This is in contrast to many of the
components, which are not only carried as components of the platform but also
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increasingly derive their functionality from software. It becomes meaningful to look
upon some, possibly many, of these modules as applications that adhere to the much
faster pace of IT-innovation. One of the big challenges for NDOs is to combine these
dynamics into system integration processes that harness fast innovation at the
component level in continuous performance improvement while retaining the
structural integrity at the systems or systems-level.® Typically, effective system
integration requires close corporation between a NDO and a handful of corporate
system integrators.

A critical factor for NDOs to be able to unleash open innovation’s full potential is to
simultaneously organize and promote a process of functional decomposition and
functional integration. On the one hand, the functionality of defense systems and
processes must be split into clearly distinct modules that have maximal internal
consistency and minimal external coupling. The interfaces between these modules,
describing their functional interaction, should be standardized and open. Such a
decomposition renders it possible to distinguish between core mil spec modules and
modules that may be developed and acquired on the open market; furthermore, this
allows for describing the latter in terms of their external behavior rather than their
internal workings. This is the basis for being able to use the kind of open innovation
platforms that InnoCentive exemplifies.

On the other hand, individual modules must also be easily clustered into an integral
capability. This system integration is a dynamic process: according to momentary
needs, it should be possible to add or withdraw modules in a plug-and-play fashion to
generate a custom-made capability best fit to perform the mission at hand. The way in
which mobile device owners create their own unique functional environment through
the Apple iStore and Google Play platforms gives a vivid image of how functional
decomposition (myriads of apps) and integration (clustering apps on a single mobile
device, with some apps working closely together with some other apps) can meet.®°

Finally, there is the issue of cultural resistance to open innovation in general. Defense
organizations are known for having a comparatively high degree of resistance to
change. Small, relatively inexpensive pilot projects using platforms such as InnoCentive
may serve as eye-openers and track record cases to promote open innovation. Again,
NASA can serve as an example. To mitigate the problem of open innovation resistance,
NASA established the Solution Mechanism Guide (SMG), an online tool developed
through another open innovation challenge. SMG helps employees in selecting a
project management approach that would work best given the resources and needs of



this specific project.® It gives employees the opportunity to use both traditional as
well as open innovation tools so that the most efficient mechanism will be
recommended.

2.7 PRACTICAL EXAMPLES

US security and defense organizations have been especially interested in pursuing
partnerships with InnoCentive. Since InnoCentive started, US governmental agencies
have signed a total of nine contracts with InnoCentive worth $6.34 million,®" with the
Department of Defense being the most invested partner. Other NDO partners in the
US include the Department of Interior and the Department of Homeland Security.*?
Even the Department of State has launched several Challenges using the InnoCentive
website, most notably one relating to innovation in arms control.%

In 2013, the Defense Threat Reduction Agency and the US STRATCOM Center for
Combating Weapons of Mass Destruction posted a challenge seeking an algorithm to
analyze a sample of DNA in a rapid manner to help protect US personnel from bio
threats. The winning team of three scientists from Germany and Singapore were able
to find an algorithm that reduced this time from weeks to tens of minutes, thus
enabling the treatment of personnel in the field.%*

In addition, the Combating Terrorism Technical Support Office (CTTSO) has its own
innovation pavilion on InnoCentive and has given awards to several challenge solvers.
In one challenge, the CTTSO sought to address the ineffectiveness of screening out
individuals predisposed to violence through a non-invasive method to predict violent
behavior within society.®®

Currently, the use of open innovation malls such as InnoCentive for NDOs seems to
be limited to the sub-system level and non-mission critical components. (Better) use
of open innovation platforms at this level could well be organized as an integral part of
the supply chain of defense system integrators. As NDOs and system integrators gain
experience in specifying functionality in a modular fashion, the use of open innovation
platforms may multifold and possibly move up from the component level to the
system and even system-of-systems level.

For more sensitive components, NASAs experience suggests that semi-open
innovation mall mechanisms within a more controlled environment of trusted
innovation partners is possible and potentially useful. An important lesson is that open
innovation does not necessarily take place in a static form but could be dynamic,
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moving between open and closed forms of cooperation. Companies that adopt
dynamic open innovation have the ability to maneuver from open to closed forms and
vice versa. Some developments in the InnoCentive case also point toward minimizing
the risk of unwanted knowledge outflow while retaining the benefits from open
innovation. The platform has developed mechanisms to allow the seeker company not
only to post challenges anonymously but also to work with InnoCentive in order to
hide the true nature of the challenge and the industry involved. An important lesson is
that companies that adopt dynamic open innovation have the ability to maneuver from
open to closed forms and vice versa. In particular, the closed-open-closed approach
that NASA has tested — starting from a closed form of cooperation, followed by an
open one, and then back to a closed form — might prove a valid template also for
NDOs.

NDOs could also benefit from cooperation with InnoCentive in crisis situations and
natural disasters. “Fast track innovation and procurement” processes may serve to fill
an immediate operational gap or requirement in the context of ongoing missions. In
many instances, an early response is paramount over secrecy, rendering innovation
malls a possible instrument of choice. As an example, after the 2010 oil spill in the Gulf
of Mexico, InnoCentive ran an emergency response challenge to assist British
Petroleum (BP) in the remote sensing of oil and skimming technology. Although BP
ultimately decided not to look into InnoCentive's proposals,® the ability of the
InnoCentive community to address complex technical challenges in the event of
natural disasters could potentially be of use to government agencies tasked to deal
with their aftermath.
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3 CASE-STUDY 2 - THE
HACKER COMMUNITY

3.1 WHITE AND BLACK HAT HACKERS

The 2007 distributed denial-of-service (DDoS) attack against Estonia, the 2008 cyber
attacks against Georgia in the run-up to the Russian invasion, and the use of the
Stuxnet worm against Iranian nuclear facilities in 2010 are just a few examples of high-
impact cyberattacks where state support is strongly suspected. The Sony hack and
WikiLeaks' NSA-spying revelations are other examples of high impact internet-related
crimes that could be interpreted as acts of war in disguise. Despite the fact that these
were criminal offenses, some of these actions, notably the Wikileaks revelations, have
received some respect from the general public. Hackers are sometimes viewed as
“online freedom fighters” exposing injustice and wrongdoing.®” Stories of hackers
who get hired after a successful hack are plentiful.®® Hacking is hot. More importantly
from the point of view of this report, the use of hacker communities represents in
many ways novel ways of cooperation that can prove to be successful for state actors.

A hacker can be defined as someone who seeks and exploits weaknesses in computer
systems and networks. Some hackers are looking for vulnerabilities to help companies
or governments, so called “white hat” hackers.®® Most hackers, however, use their skills
for their own benefit (or just amusement) and no-one else's: so-called "“black hat”
hackers or, in short, black hats. A black hat hacker who finds a new security vulnerability
may sell software exploiting it (an “exploit”) to criminal organizations on the black market
or use it to compromise computer systems. Black hat hacking occurs in varying degrees
of severity: whereas some hackers might be motivated mainly by solving technical
challenges or by political or social goals (i.e. “hacktivists”) and only involved in relatively
minor crimes, others perpetrate serious criminal activities, such as hacking banks to
steal money or by paralyzing critical infrastructure. The divide between black and white
hats is not always strict: there is also a group of “gray hat” hackers located somewhere
between the two. Gray hats do not necessarily work for personal gain, but they might
technically commit crimes or perform unethical activities as well.



Whereas white hat hackers are usually employed by computer security companies, '
black hat hackers will often go to great lengths to remain hidden. They form secret
communities and shadow markets. Thus, two forms of cooperation with hackers can
be distinguished. First, cooperation within the hacker community itself, or “horizontal
cooperation” (see Section 3.1). And second, cooperation between NDOs on the one
hand and hackers on the other, or “vertical cooperation” (see Section 3.2). For our
purpose, the latter is obviously interesting. But this also applies for the former:
knowledge of how hackers cooperate among themselves, how they establish trust,
and why they act in the way they do could help NDOs in their own quest for more
effective forms of cooperation with more diverse groups of partners.

3.2 COOPERATION BETWEEN HACKERS

In Hollywood, hacking is often portrayed as the activity of a lone individual who attacks
major companies from his/her home."”" In reality, committing serious cybercrimes
typically requires cooperation between numerous individuals who often do not know
each other and have never met each other in person. This makes searching for potential
partners and establishing cooperation in cyberspace a challenging task. Since
anonymity is a central part of the online environment, it is difficult to determine who
you can trust: putting your trust in the wrong person may lead to being exposed to the
authorities.®?

3.2.1 INCENTIVES FOR HACKERS TO COOPERATE

Incentives to cooperate in cyberspace (versus operating alone) are essentially the
same as in other fields of human activity. However, there are some peculiarities that
are related to the specific features of the Internet and the illegal nature of, at least, a
large part of such cooperation. First of all, working together can increase the benefits
(and lower the costs) of a cyberattack. In some cases, involving more people can
increase the direct effect of the attack. This is especially true for DDoS attacks, where
scale is essential for success. An example is the 2007 attack on Estonia, which
paralyzed the country for three full weeks. Here, a group of Russian activists was
furious with the Estonian decision to move a Soviet World War [l memorial in Tallinn.™3
Such a large-scale attack is difficult to conduct for a single hacker.’®*

Another strong reason to cooperate is provided by the benefits of specialization.
Participants in the underground cyber economy play different roles. Some provide
tools for cyberattacks (exploits, malware, botnets, etc.) or even provide cybercrime as
a service. Others offer auxiliary and intermediary services. These include administrators
of black markets and mules (who move money or illegal goods from one place to
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another).'® Specialization and the existence of sophisticated black cyber markets
lowered the technical barriers to commit cybercrime and as a result expanded the
number of people and groups engaged in criminal cyber activity. The same factors also
reduce the risk of the final beneficiaries of the crimes being caught because identifying
them requires tracing the numerous steps that were involved in a cyber-attack. Easy
availability of cybercrime-related tools and services enable a much higher sophistication
and complexity of attacks, thus greatly increasing their rewards.

Finally, in case of hacktivism (e.g. Anonymous and some other groups), next to the
obvious advantage of scale, hacking together might give the sense of a being part of a
group with a mission, or a reassuring feeling of justification.’® An example is the
recent hack on the Ashley Madison website, an online dating site that helps people to
cheat on their partner. A group of hackers referring to themselves as ‘The Impact
Team' hacked the website, stating that the site should go offline or the data of all the
customers would be made public. A few days later, when Ashley Madison refused,
their data was indeed posted on the Dark Web: 36 million accounts, including names,
heights, weights, genders, addresses, email addresses, GPS co-ordinates, credit card
transaction details, and sexual preferences were made public. The hackers accused
the users of “fraud, deceit and stupidity,” telling those affected to “learn your lesson
and make amends”’

3.2.2 ENSURING QUALITY AND TRUST

The success of the above attacks notwithstanding, it is difficult for hackers to trust
each other completely due to the anonymous character of the online environment.
Most hacking communities reside in what is often referred to as “The Deep Web”
where hackers exchange knowledge, skills, and resources through forums and market,
and use various tools to remain anonymous. There you can never be sure that the
person you are talking to is not simultaneously working for the authorities or will hand
you over to the authorities if sufficient proof of illegal activity is collected.'®

The hacker community takes several steps to ensure a reasonable level of trust and
quality of services offered on the black market. One particular system called the
“escrow system” was set up in the early 2000s at the CarderPlanet black market. A
third party officer was installed, who would mediate between the vendor and
purchaser. The vendor, for instance, would offer stolen credit card details that the
purchaser was interested in buying. The purchaser would then send the administrative
officer a sum of digital money, after which the vendor would sell the stolen credit card
details. The officer would then verify whether the stolen credit card worked, and, if so,



would pass the money to the vendor and the credit card details to the purchaser.
Through this practice cybercrime in the Dark Web was revolutionized.'® Fifteen years
later, the third-party system is still commonly used in black markets."®

Another way is to limit the access to online hacking forums. It is through these forums
that hacker groups are usually founded. Most forums can only be entered after a
hacker has proven his or her skills, or has been invited by another member — thus
limiting the chance of spying by the authorities. Forums often sort their activities on
specific topics and practices, such as social media hacking, data theft, malware,
exploits, hit-and-run attacks, etc.™ Examples of hacking forums are EvilZone,
HackHound, Bitshacking, DarkOde, and TheRealDeal.

Regular visitors who are active in a certain part of a forum are likely to get acquainted
and slowly form a group. This group of friends then might expand by inviting other
familiar hackers. Before starting an operation, the group will generally go underground,
meeting up in private conversations and closed invite-only channels.” This method
makes sense, since writing a forum-wide message might compromise the hackers’
operation (spies could inform the target or the authorities, which could solve the
security vulnerability, or the actor who posted the message could be arrested). To
minimize this risk hackers first organize themselves in a kind of inner circle, looking
around forums, checking out who has which skills and who is considered trustworthy,
and then inviting those they deem valuable (and reliable) for the new group.

However, sometimes a group that is (still) active in an “open forum’ can become a
major movement, containing hidden subgroups. An example thereof is Anonymous,
which was originally formed in the 4Chan forum where “trolling” activities took
place.” In 2008, the Anonymous movement started trolling actions against the
Church of Scientology.™ Anonymous launched a DDoS attack on the Scientology
websites, combined with real-life actions such as ordering unpaid pizza's and escorts
to Scientology churches, faxing images of nude body parts, etc. A short video made
by a small group of participants ignited a serious debate within the rank and file of
Anonymous. The video declared war on the Church with the result that individuals
were spurred into debate and then catapulted onto the streets. Soon, over 7000
people in 127 cities protested the Church of Scientology’s human rights abuses and
censorships. With this, Anonymous shifted from coordinated trolling to being a political
activist group. Over the next two years many joined the Anonymous movement
setting up (unrelated) activist subgroups. Participants came to identify themselves as
bona fide activists, often performing actions themselves.'®
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The mode of cooperation here is clear. Although Anonymous can be seen as
representing a single movement, the structure of the organization is a constantly
changing maze where multiple groups organize (and sometimes become quite
powerful). Through private conversations and invite-only channels, the overall
organization becomes highly complex and confusing. There is no central leadership.
No single group or individual can claim legal ownership of the name Anonymous, as it
is a classic anti-brand brand, assuming various configurations and meanings.
Anonymous is composed of multiple competing groups. This structure makes short-
term power achievable for brief durations, but long-term dominance by any single
group or person virtually impossible. The sociology of Anonymous is thus a constantly
changing labyrinth.®

This fluid and opaque organizational structure of many hacking communities also
affects the nature of potential cooperation between hackers and NDOs. This kind of
vertical cooperation between NDOs and hackers is the focus of the next Section.

3.3 COOPERATION BETWEEN NDOs AND HACKERS

Society's dependence on the smooth functioning of information systems has
increased steadily. Cybercrime acts as an uncomfortable disruptor of this reliance.
When disruptions to the critical infrastructure caused by a cyberattack become so
severe that they threaten the functioning of the state or, the act may be seen to
transcend from the realm of crime into the realm of acts of war. Safeguarding the
critical (information) infrastructure then becomes a matter of (national) defense. In
trying to prevent or deter — e.g. through the ability to retaliate — these disruptive
cybercriminal activities, can NDOs establish cooperation with hackers?

Before elaborating on the possibilities and (potential) benefits and risks of such
cooperation, let us first look at some examples of the teaming up of NDOs and hackers
in what, depending on the perspective, could be classified as either cybercrime or
offensive cyber (as a military act). In its cyber strategy, the Dutch NDO has expressed
the requirement for an offensive cyber capability, if anything as a means to retaliate
and therefore to deter. In the context of “hybrid” threats and an integrated — equally
hybrid — counter strategy, these examples may offer some interesting insights into
how NDOs may leverage hacker communities for state purposes.

It should be noted that information on cooperation between NDOs and hackers is
limited and, in many cases, classified. This lack of reliable information makes a
comprehensive analysis virtually impossible. Yet, research done by computer security



firms, media organizations, and others provide many interesting details about recent
high-profile cyber accidents, identifying a number of examples of recent cyber
activities where cooperation between various NDOs and hackers is strongly
suspected. These examples provide illustrations for a more general discussion of the
benefits that NDOs can get by cooperating with hackers, as well as the challenges and
risks that they are likely to encounter in the process of such cooperation.

3.3.1 CYBER ATTACK ON GEORGIA

In 2008, shortly before Russia’s armed intervention in the Georgian province of South
Ossetia, Georgian state computer servers were targeted by a series of cyberattacks.
The attacks against Georgia's Internet infrastructure started nearly a month before the
conventional war, with a coordinated major DDoS attack that overloaded and effectively
shut down Georgian servers."” Although there is no conclusive evidence that the
attackers were Russian or acting on state orders, strong suspicions have come up.
First of all, security researchers found that the HTTP-based botnet used on the
command-and-control server was a MachBot controller, which is a tool that is
frequently used by Russian bot herders. Second, the domain involved with the
command-and-control server had false registration information but did tie back to
Russia because the redirection of Internet traffic went through Russian
telecommunications firms."® The software programs that controlled the attacks were
located in hosting centers controlled by these firms. Some Russian-language
websites, such as stopgeorgia.ru, also continued to operate and offer software for
download used for DDoS attacks.™®

However, even if Russian hackers were involved, this does not prove that the attack
was also state sponsored. The attacks could be the result of Russia’s IT-underground
self-mobilization: hacktivists feeling obliged to send out a signal that they were actively
participating in the political life and were monitoring events closely. Nationalistic
articles in Russian newspapers could fuel tensions further and literally seek
involvement of Russian hackers. This could ultimately become a self-fulfilling prophecy:
by speculating about non-existent hacker discussions on coordinated attacks against a
particular country, such discussions could actually start taking place.°

In the example of the cyberattack against Georgia, it becomes clear that hackers can
be an effective tool for instigating DDoS attacks. By mobilizing hackers and hacktivists,
one can gain advantages in conventional warfare as DDoS attacks paralyze the
opponents’ country.
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3.3.2 CHINA

In China, the People’s Liberation Army (PLA) has also been connected to cyber-attacks
on foreign countries. An example here is PLA Unit 61398, a group also known as
Advanced Persistent Threat 1 (APT1), Byzantine Candor, or The Comment Group. This
last name was derived from the group’s trademark of infiltrating computers using
hidden webpage computer code known as “comments '

From 2010 until 2012, the group worked each day from nine to five Beijing time,
transferring the crown jewels of US corporations’ proprietary data out of their
networks — and into computers in China.'? Although Google already reported a hack
into their network back in 2010, the group only became publicly known in 2012 after
hacking into the e-mails of the president of the European Union Council, Herman van
Rompuy.’?® The breach likely enabled the intruders to obtain an insider view into the
financial crisis gripping Europe.

However, the hackers themselves were also being hacked. \Working together in secret,
30 North American private security researchers (under the leadership of internet
security firm Mandiant) exploited a hole in the hackers' security. The researchers
created a digital diary, logging the intruders’ every move as they crept into networks,
shut off anti-virus systems, camouflaged themselves as system administrators, and
covered their tracks, making them almost immune to detection by their victims.'?*
These minute-by-minute accounts showed a highly organized effort from a group with
fixed routines and high success rates. Soon thereafter, the group was linked to the
Chinese military, since many of the organizations targeted lost information that could
help China in its attempts to become the world’s largest economy. The targets included
lawyers pursuing trade claims against the country’s exporters and an energy company
preparing to drill in waters China claims as its own.'?®

The Chinese government denied official involvement, stating that the activity was the
work of rogues'™ and that the research would rely only on linking tracked
|P-addresses.™ However, certain parts of the evidence cited by experts suggest that
the hacking was in fact state-sponsored. Most convincing was the fact that none of
the work was done in the weekend but coincided with Beijing standard working hours.
This does not match with the idea of mere hobbyists or hacktivists. Also, the
persistence of the attacks was typical for Chinese hackers and the information stolen
was mostly about pricing, manufacturing, corporate acquisitions, and contract
negotiations.'?®



In this example, another form of cooperation between NDOs and hackers is evident:
using hackers through fixed employment. The benefit of this form of cooperation is
that it ensures control over hackers' activities and significantly increases coordination
of their actions (which in turn increases the success rate). At the same time, the
NDOs ability to plausibly deny its involvement, although diminished, remains.

3.3.3 STUXNET

In 2010, a computer worm known as “Stuxnet” targeted industrial and factory
systems. Stuxnet was extraordinary — not only because it was, as Alan Bentley, senior
international vice president at security firm Lumension has stated, “the most refined
piece of malware ever discovered,” but also because “mischief or financial reward was
not its purpose — it was instead aimed at the heart of critical infrastructure.”® The
Stuxnet worm became famous after it sabotaged the centrifuges used to enrich
uranium gas in the Natanz uranium enrichment plant in Iran. Stuxnet was unlike
anything ever seen before: it did not hijack computers or steal information from them,
but instead destructed the equipment of the controlled computers by placing malicious
files on one of the systems. Soon the worm became known as the world’s first digital
weapon. ™0

Naturally, the question of who was behind the Stuxnet attacks was quickly posed.
Security experts who investigated the worm stated that it was almost certainly the
work of a national government agency but also warned that it would be near-impossible
to identify the culprit.’™ However, strong suspicions have come up that the US and
Israeli governments were involved, as they would have had much to gain from a
slowdown of Iran's apparent progress towards building an atomic bomb without
launching a traditional military attack.'®? According to anonymous US officials speaking
to the Washington Post, the worm was indeed developed in cooperation with the
Israelis during the administration of George W. Bush. The aim was to sabotage Iran’s
nuclear program with what would seem to be a long series of unfortunate accidents.
The malware was supposed to make the Iranians think that their engineers were
incapable of running an enrichment facility.”™ The cyber weapon in this case served
clear political motives, namely preventing Iran from acquiring the ability to make
nuclear weapons.

The examples described above show the difficulties in determining who was
responsible for an attack and whether it was implicitly or explicitly state-backed.
Cyberspace is essentially a borderless space where the physical location of an
individual does not significantly affect his or her capacity to carry out a cyberattack.
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The internet provides numerous options to hide or to conceal its user's true identity.
This makes attribution of a cyberattack a difficult, and, in some cases, nearly
impossible task. Uncertainty and plausible deniability regarding cyber activities make
them well suitable for covert operations.

3.4 BENEFITS OF COOPERATION

The examples described in the previous Sections all required at least some degree of
either white hat or black hat hacker participation. Cooperation between NDOs and
white hat hackers is not a new phenomenon. The Dutch NDO has since late 2013 been
actively working on recruiting white hat hackers as so-called “cyber reservists” These
hackers are requested to take part in basic military training a few times per year and
accompany missions as a cyber security expert, when so required.”™ On top of the
reservists program, the Dutch MOD’s Cyber Command has, in collaboration with IT
security firm FoxIT, jointly trained defense employees to become cyber security
specialists. The first 14 graduates finished their education in May 2015 and were
subsequently stationed with the Dutch Cyber Command, the Military Intelligence
Service, the Defense Computer Emergency Response Team (DefCERT), and with the
Royal Netherlands’ Marechaussee.'s®

The novelty factor lies in cooperation with black hat hackers. But why would NDOs
consider cooperating with black hat hackers in the first place? One reason could be a
superior skillset. Compared to white hat hackers, black hat hackers tend to be more
skilled, better trained, and more up to date with the latest security exploits and
countermeasures. Black hat hackers will focus only on security penetration and will
thus have more security knowledge than other IT professionals.’™® As a result, they are
likely better placed to counter other black hat hackers. Therefore, hiring black hatters
to test defenses of an organization against cyberattacks is possibly an attractive idea.
Their real world hacking experience is a distinct advantage for security penetration
testing.’™ Furthermore, black hat hackers are better equipped to act on the verge, and
possibly over the edge, of legality compared to white hat hackers. However, at this
stage Western MODs are not, at least not openly, willing to pursue this route.

As Brien Posey, a former gray hat and now white hat hacker and co-owner of a security
research firm points out: “There are some things that you just can’t learn from a book.
(...) Every hack is different because every network is different. (...) Often hackers have
to combine multiple techniques or apply techniques in a different way than normal to
compensate for various network defenses. Only someone with plenty of real world
hacking experience can efficiently go from using one technique to another as required
by the present situation’s®



3.5 RISKS AND CHALLENGES

Successful cooperation between NDOs and hackers is hindered by significant barriers.
First, hackers must be identified. Second, they must be convinced to cooperate with a
NDO. Third, their work must be coordinated and monitored. Resolving all these
problems successfully is not easy. Liberal democracies face additional legal, ethical,
and other constraints and barriers in their dealing with hackers. Below we consider
these issues in more detail.

3.5.1 IDENTIFICATION

The first problem is to identify hackers with whom a NDO might be interested in
cooperating with. As almost any sizeable organization knows, this is not a simple
problem even when all conventional recruiting tools (job advertisements, job fairs,
recruiting presentations, etc.) are available. These conventional tools can be used in
identifying and attracting some hackers, in particular white and gray hats. Hackathons
and hacker conferences offer one attractive option for such a recruiting effort. The US
government has made notable efforts recruit hackers in this way. In 2011, the US
government launched a massive recruiting effort to hire experienced computer
employees, who can help defend the nation in cyberspace. To do so, officials from the
Department of Defense, the Department of Homeland Security, and the National
Security Agency mingled with the 10,000 visitors of DefCon, the world's largest
hacker conference.”™ The recruitment effort has been called this generation’s
“Manhattan Project”: the government has set up camps and held cyber competitions
for teenagers and has offered scholarships, internships, and jobs in cybersecurity to
young adults. With this, the severe shortage of cybersecurity experts working for the
federal government should be eased.™® As the Netherlands also has a shortage of
cybersecurity experts, the Dutch NDOs' efforts to recruit cyber reservists and actively
train defense employees to become cyber security officials is a logical development.™
These kinds of efforts are likely to have only limited success in identifying and
recruiting skillful black hat hackers. These individuals have strong reasons to hide their
real identities and use anonymity that the Deep Web can still provide. So what more
can NDOs do to identify black hat hackers? They could choose to infiltrate a hacker
community. To do so, a NDO would have to hire an identified hacker and place him or
her as a mole in the community. Hiring this one hacker could lead to a snowball effect,
as he or she will give away others, who are subsequently incentivized to rat out more
hackers to avoid criminal charges. This in turn weakens the entire community structure:
it will be difficult for individuals to find each other and forming groups will be
particularly cumbersome as there is an increased likelihood that someone in the group
is an informer.
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Kevin Poulsen, senior editor at Wired magazine underlines this view by pointing to the
hacker collective's classical vulnerability to infiltration and disruption: “[w]e have
already begun to see Anonymous members attack each other and out each other’s IP
addresses. That's the first step towards being susceptible to the FBI""#2 Conversely,
hackers are increasingly aware of this tactic. Barrett Brown, who has acted as a
spokesman for the otherwise secretive Anonymous says: “[tlhe FBI are always there.
They are always watching, always in the chatrooms. You don't know who is an
informant and who isn't, and to that extent you are vulnerable.”*®

3.5.2 COOPERATION

After a NDO has identified individuals that it would want to involve in its activities,
whether on a regular basis or in an on-call manner, its next step is to persuade those
individuals to cooperate. According to Alexander Klimburg, author of “Mobilising Cyber
Power’ governments have three ways of ensuring a hackers cooperation: coercion,
cooption, or convincing.

Coercion assumes involuntary cooperation via the use of negative incentives (sticks),
such as pressure, intimidation and force — or threats to use these techniques. Coercion
can be used to compel hackers to cooperate who have been caught by offering them
reduced sentences or dropping criminal charges against them in exchange for
cooperation. This kind of cooperation probably more often takes place as on-call
engagements rather than as full time employment. An example here is the case of
Hector Xavier Monsegur, or “Sabu’
Monsegur is one of the hacker world’'s most hated figures, as he turned from being

4

as this celebrated hacker was known online.

the leading figure in the Anonymous and LulzSec collectives into what was (in effect)
an undercover FBI agent. The skilled hacker was facing a maximum sentence of 26
years according to official guidelines but as a reward for having spent much of three
years working as a federal informant, was eventually sentenced to time served
(equivalent to the seven months he already spent in prison plus one year’s supervised
release).™*

According to Eric Corley, a well-known hacker and publisher of the hacker quarterly
2600, Monsegur is not the only US-agent in the hacker community. In an article by the
Guardian, he states that one in four US hackers is an FBI-informer, making the US
hacker community thoroughly infiltrated. Cyber policing units have successfully forced
online criminals to cooperate with investigations by threatening them with long prison
sentences. “Owing to the harsh penalties involved and the relative inexperience with
the law that many hackers have, they are rather susceptible to intimidation,” says
Corley.™®



Russia and China are also likely to use coercion to force cooperation from hackers, but
information about such cases does not become public often. In one example from
Russia, a suspected cybercriminal appeared in government advisory positions and
worked closely with Russian security agencies. ¢

Cooption is another way to promote cooperation with hackers. Cooption is about
implied rewards provided through political structures designed to support the political
elite. Russia supposedly uses cooption in its cybersecurity strategy. An example here
was the Putin-aligned youth group “Nashi’’ which was implicated in the 2007 cyber
attacks that paralyzed Estonia.’™ Another example is the ATP28 group, which was
recently investigated by the cybersecurity company FireEye. According to their report,
ATP28's work is sponsored by the Russian government. Not only has the group
targeted inside information from governments, militaries, and security organizations
that would benefit the Russian government, but the group has also used malware that
is developed using Russian language settings during working hours consistent with
the time zone of Russia’s major cities, including Moscow and St. Petersburg.'®

In China, cooption is also used by the Chinese government to induce cooperation from
hackers. This is, first of all, done through a system called the “National Defense
Reserve Forces” program. Through this system, each student enrolled in a technical
study automatically becomes part of the Chinese Defense Organization. Furthermore,
China’s People's Liberation Army (PLA) organizes hacker competitions, through which
they identify talented hackers — and subsequently keep them safely occupied. Though
the official statement of the Chinese Government is that this cyberwarfare strategy is
purely defensive, suspicions have risen that China is operating offensively as well.
Governments, companies, and internet security experts around the world have blamed
China for many of the past year's global hacking attacks.™®

The result of China's policy is clear: the country has acquired a strong cyber force,
which can - even though China denies it — be deployed both defensively and
offensively. However, as Klimburg points out, the bulk of Chinese cyber activity seems
to be directed at internal control, either directly (through propaganda, censorship, and
collusion) or indirectly (through schemes designed to bind and coopt potentially
dangerous individuals, particularly patriot hackers). As with traditional informer
systems found in most authoritarian states, the real targets of this system are not the
people being spied upon (or, in cyberspace, being attacked). The targets are rather the
spies themselves, who are thus coopted by the state and become less likely to turn
against the regime.™°
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Convincing is probably the preferred method for a NDO. This means that hackers will
voluntarily engage in activities that a NDO would want them to do. In the case of the
massive DDoS attacks on Estonia in 2007 and Georgia in 2008 there are reasonable
grounds to believe that some participants were motivated by broader national interest
(as they saw them) rather than by coercion or cooption. The problem with this
particular way of working is that it is fluid and uncertain, and therefore hard to manage.
It is difficult to be sure that it can be mobilized at a particular moment in time and at a
desired scale.

3.5.3 COORDINATION

Finally, once hackers are identified and convinced, through one way or another, to
cooperate, there is the challenge of coordinating and monitoring their cooperation.
One particular problem in employing hackers within a NDO is the issue of trust. By
definition, black and grey hat hackers would not pass a conventional background
check. Can a black hat hacker actually be trusted? How can one be sure that a hacker
is not selling a vulnerability he uncovered on the black market, or even worse, inserts
a new vulnerability? In other words, how do you make sure that the hired hacker will
not become a Trojan Horse? Related to this is the issue that hackers could turn out to
be double agents. When the hired hacker finds a vulnerability in a system, he or she
could first sell this knowledge on the black market, and only report the leak afterwards.
That way, the hacker will receive money twice: once from the seller on the black
market and once from the NDO who hired them. Also, in a broader sense, as the
hacker will receive knowledge of the systems security, he or she could leak (classified)
NDO documents.

In general, taking hackers into your organization is a risky business. Nevertheless, some
companies have had successful experiences in hiring black hat hackers. For instance, in
2011 Facebook hired George Hotz, online known as “GeoHot” Hotz unlocked both
Apple’s iPhone and Sony'’s PlayStation game consoles and posted details of how to alter
software on the devices. This way, crafty tech users could use them for unauthorized
games and other applications. Sony, furious with this, publicly sued Hotz on eight
claims, including violation of the Digital Millennium Copyright Act, computer fraud, and
copyright infringement. After a nasty legal battle of three months, Sony and Hotz
reached a settlement. As part of this settlement, Hotz agreed to wipe all PS3 hacking
resources from the web. Only a few days after the settlement was made public, Hotz
was employed by Facebook, where he was reported to be working on building an anti-
hacker defense program.’™' In 2014, Hotz left Facebook to start working for Google,
where he joined Google's vulnerability research team Project Zero.'s?



Another example is the case of Nicolas Allegra, pseudonym “Comex’ who was hired
by Apple in 2011 — only two months after creating the JailoreakMe hacking tools for
iPhone and iPad. After one year, Allegra left Apple to start an internship at Google.'®
Allegra was not the first hacker to be hired after successfully hacking iPhones and
iPads. In 2009, then 21-year old Australian Ashley Towns created the first known
iPhone worm, which set a photo of singer Rick Astley as a mobile wallpaper. Towns
was quickly hired by Mogeneration, an iPhone app developer based in Sydney,
Australia.*

A final example is Michael “Mikeyy"” Mooney, who in 2009 (at the age of 17) coded a
Twitter worm sending tweets from hundreds of accounts. In an interview with ABC
News, Mikeyy said he received several job offers after the attack. The one he accepted
was as a developer for Oregon-based web application developer exgSoft Solutions.'s

In hiring hackers, NDOs should keep in mind that they are not your average employee.
Hackers conform to a distinctive subculture, which could result in substantial cultural
differences between them and the existing NDO culture. Limiting a hacker’s freedom
is a general no-go: as soon as a hacker feels restricted, he or she will probably walk
away.'%®

Security clearance requirements are likely to be another barrier for hiring hackers.
Weed smoking longhairs or hackers with a criminal record cannot possibly obtain the
necessary clearances, which limits NDOs in hiring the best hackers out there. To
employ truly talented hackers, NDOs will therefore have to broaden the scope of their
hiring criteria and focus more precisely on an individual’s hacker skills.™’

3.6 MODELS OF COOPERATION

The problem of how NDOs in liberal democracies could cooperate with hackers is a
complex one and involves many legal, ethical, technical, societal, and management
issues, which differ from country to country. There are many different ways of
organizing and coordinating such cooperation. Applegate proposes four models for
incorporating “patriotic hackers” and civilian technicians into militia-like structures and
integrating these types of organizations into a state’s cyber operations (see Table 4).'%8
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TABLE 4: FOUR MODELS FOR DEFENSE-HACKER COOPERATION. SOURCE: APPLEGATE, 2012.

P= PROFESSIONAL. A= AMATEUR.'®?

The first of Applegate’'s models — the forum — uses formalized forums for limited cyber
operations. The membership is primarily composed of security professionals, security
researchers, and technicians. States could use these forums for open source research,
code review, and as a recruiting pool for selected projects. While inexpensiveness and
no requirements of military standards on appearance or physical fitness make this
model lucrative, it is also difficult to enforce ethical constraints or control actions of
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individual forum members. More importantly, there is a risk of information leakage: it
would be easy for a competitor state to infiltrate this type of organization.’® An
example of a forum model is the network of Warning, Advice and Reporting Points
(WARPs) in the UK. A WARP is a forum of 20 to 100 members created to provide
warnings about possible cyber incidents to its members — either local governments,
legal organizations, or businesses. At the head of a WARP there is an operator who
distributes the information among the members.®

The public/private cell model puts together a small group of hackers who most likely
know each other in a group or cell. This composition is more secure, more difficult to
infiltrate and would also make use of members’ specific skill sets. On the other hand,
traditional contracting practices would probably be required, and members’ background
would also need to be examined.'® Two examples of hacker cells are “Team Evil” and
“Team Hell” even though these are not known to have cooperated with defense.'®
Team Evil, an anti-Israeli hacker group, was predominantly active in 2006 when it
attacked over 8,000 websites of Israel and other countries, such as Saudi Arabia,
China, and Indonesia. Team Hell is a secular Saudi hacker group which has shown
aversion to the Israeli and Syrian regimes and al-Nusra, for instance.’®*

Applegate proposes two other models for cooperation between NDOs and civil
technicians or ICT experts — the regular reserves model and the cyber ready reserves
model. The former encompasses employing active duty military personnel in cyber
operations and the latter recruits “cyber soldiers” — professional soldiers that have
finished their military service obligation.’®® These models essentially focus on building
cyber security capabilities within NDOs through education and training. Neither model,
however, directly touches upon the nature of the cooperation between the defense
forces and hackers and as such are not discussed in more detail here.

3.7 APPLICABILITY FOR NDOs

It is evident that cyber space is becoming more and more important for NDOs. Both
defensive and offensive cyber capabilities need to be strengthened. The use of skilled
hackers might well form part of this capability build-up. Hackers have better knowledge
and skills of how to gain entry into a system then classically educated and operating IT
professionals, since they have real world hacking experience. On the downside, we
see two principal disadvantages or risks in employing hackers as part of the cyber
capabilities of NDOs:
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e Trust it remains difficult to know whether a hacker is truly working for you. Because
of their unique skills and the difficulty to monitor their work, hackers might become
double agents, revealing critical vulnerabilities to criminal organizations or other
countries.

e Culture: there are fundamental differences between the hacker culture and the
typical military culture that may create severe tensions.

In working with hackers, there is a crucial difference between so-called white hats and
black hats. In many respects, employing or hiring white hat hackers seems not very
different from engaging other types of specialists. There might be an issue of whether
governments can afford to employ the capable ones, but that is no different than, say,
for other scarce categories. This is a route already taken by the Dutch MOD. It is too
early of a stage to assess whether it is a successful route, but it seems likely that any
obstacles along the way would rather point toward other solutions to negotiate the
route instead of choosing to abandon it altogether.

Engaging with black hat hackers is a completely different story. It would be a principled
choice to engage with black hats at all, considering the political, judicial, and ethical
liabilities. For manty western NDOs, the will and authorization to do so in a structural
way seems unlikely. And even then, a host of practical questions and difficulties arise.
These principal and practical issues must be set against the anticipated benefits.
Reasons for using black hats may, for instance, be that they are better skilled, more
versatile, and more up to date with the latest security exploits than white hats; have a
much wider range of options beyond what government agencies may do; and that
they are better placed to counter other black hats (it takes a thief to catch a thief). In
our (limited) analysis, apart from some anecdotal snippets, we have not been able to
come up with conclusive facts and figures to either substantiate or dismiss these
propositions.

An intermediate solution would be to employ black hats turned white. However, it
might be that many of the potential advantages of using black hat hackers quickly
disappear once they are brought within the operational and legal framework associated
with white hat hacker activities.

There is, however, another angle for taking a closer look at how hacker communities
operate from a NDOs' perspective. The hacker community operates on, and often
beyond, the brink of legality. In the twilight zone of the dark web, relationships are



forged. Because of their clandestine nature, these relationships are either very
exclusive or fleeting, often lacking a basis of trust, and therefore as a rule uneasy, if
occasionally very rewarding for the participants. In contrast, NDOs typically enter into
long-term relationships with trusted partners, based on formal agreements and well-
understood, stable mutual interests. However, there is a distinct trend for NDOs to
engage not only in long-standing, high-trust partnerships, but also in more ad hoc,
informal, and even implicit forms of cooperation with unfamiliar parties, and even with
parties considered untrustworthy or outright hostile. The complexity of the security
environment increasingly demands willy-nilly interactions with actors one would rather
not engage with, but that within a given situation may be instrumental in achieving
certain desired political or strategic effects. Some of these interactions may indeed
resemble the way in which hackers engage one another. It is this realization that
makes this case interesting: what may NDOs learn from methods the hacker
community employs to create goal-oriented working relationships between agents
that do not really know each other, do not trust each other (or even actively distrust
one another), and might even have contradicting values and interests outside the
scope of a limited and temporary alignment?

Within the scope of this study, we did not elaborate much on this particular angle. But
it certainly seems an interesting notion to pursue further elsewhere.

3.8 PRACTICAL EXAMPLES

China and Russia can more readily coerce, coopt, and convince hackers than most
Western democracies — although a large portion of their cyber activity is directed at
internal control rather than on external use.

One of the more recent cases where Russia's offensive cyber power became apparent
is in Ukraine. Ukraine has been faced with a separatist conflict in its east for two years
now, during which the Russian government has been suspected of instigating
numerous cyber-attacks. For instance, BlackEnergy, a Russian malware, was used in
the summer of 2014 against the Ukrainian government by a hacker group called
Quedagh.™® In October of that same year hackers, most probably Russian, attacked
several computers of international organizations, companies (for example energy
companies), and the Ukrainian government. The attacks are believed to be part of a
years-long operation of Russian hackers due to the code language and the targets
involved.' In late February and early March 2014, telecommunication company
Ukrtelecom came under attack. The vast majority of regional services provided in
Crimea were soon out of order.'® The attack also influenced the mobile phones of
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Ukrainian politicians, which were blocked by malicious software.’®® While it is not
confirmed who was behind the attack, it is believed that the unknown hacker or group
of hackers were affiliated with the Russian government, with the aim of isolating
Crimea from Ukraine. It is suspected that the Russian vessels that arrived in
Sevastopol contained jamming tools and hence were placed there in order to hinder
radio transmission.”® Around the same time, other Ukrainian actors faced cyber-
attacks, such as the UNIAN news agency and the journals Glavnoe and Gordon. The
Ukrainian government, Verkhovna Rada, and the Ukrainian Security Service also faced
DDoS attacks.™

China’s use of offensive cyber capabilities is illustrated by the example of one man,
Tan Dalin, which is described in a document posted by the Obama Administration.'?
As a student, Dalin was invited to participate in a People's Liberation Army (PLA)-
sponsored hacking contest. When he won, he formed the group “Network Crack
Program Hacker” (NCPH) and recruited other talented hackers from his school. He
managed to find a funding source (unknown benefactor) and started attacking US
sites. After an initial round of successful attacks, his funding was tripled. Throughout
2006, NCPH built sophisticated rootkits and launched a barrage of attacks against
multiple US government agencies. By late July 2006, NCPH had created around 35
different attack variants for one MS Office vulnerability. During the testing phase,
NCPH used Word document vulnerabilities. Later, they switched to Excel and
PowerPoint vulnerabilities. The result of all of this activity is that the NCPH group
siphoned thousands, if not millions, of unclassified US government documents back
to China.”?

What these groups consist of and how they work is mentioned in Kathrin Hille's work
“Chinese Military Mobilises Cybermilitias”: “[These groups comprise] 25-year-olds or
17-yearolds [who] have 40-yearold fathers who happen to be working within
institutions. Very often the opportunistic exploitation of a particular low-tech approach
is derived through that chain, completely informally, rather than through somebody
sitting in committee and deciding let’s build 500 botnets that we're going to use to

attack the Tibetan community.” "

It is not a given that Western NDOs can go down similar routes. The problem of how
NDOs in liberal democracies should cooperate with hackers is a complex one and
involves many legal, ethical, technical, societal and management issues, which differ
from country to country. Applegate proposes four models for incorporating patriotic
hackers and civilian technicians into militia-like structures and integrating these types



of organizations into a state's cyber operations (see Table b). Two of these four models
are non-traditional in nature. The forum model uses formalized forums for limited cyber
operations. The membership is primarily composed of security professionals, security
researchers, and technicians. States could use these forums for open source research,
code review, and as a recruiting pool for selected projects. While inexpensiveness and
no requirements of military standards on appearance or physical fitness make this
model lucrative, it is also difficult to enforce ethical constraints or control actions of
individual forum members. More importantly, there is a risk of information leakage: it
would be easy for a competitor state to infiltrate this type of organization.”® An
example of a forum model is the network of Warning, Advice and Reporting Points
(WARPs) in the UK. A WARP is a forum of 20 to 100 members created to provide
warning about possible cyber incidents to its members — either local governments,
legal organizations, or businesses. At the head of a WARP there is an operator who
distributes the information among the members.'®

The second non-traditional model is the public/private cell model, which puts together
a small group of hackers who most likely know each other in a group or cell. This
composition is more secure, more difficult to infiltrate and would also make use of
members” specific skill sets. On the other hand, traditional contracting practices
would probably be required, and members’ background would also need to be
examined."”” Two examples of hacker cells are Team Evil and Team Hell, even though
these are not known to have cooperated with defense.””® Team Evil, an anti-Israeli
hacker group, was predominantly active in 2006 when it attacked over 8,000 websites
of Israel and other countries, such as Saudi Arabia, China, and Indonesia. Team Hell is
a secular Saudi hacker group which has shown aversion to the Israeli and Syrian
regimes and al-Nusra, for instance."®
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4 CASE STUDY 3 - 'USHAHIDI,
AN OPEN PLATFORM FOR
SITUATION AWARENESS®

By their very nature, humanitarian relief operations (HROs) involve a wide range of
actors who need to obtain and process large amounts of information in a short period
of time and in a coordinated fashion. They then also need to make this information
actionable and actioned. This makes HROs a worthwhile area to investigate new forms
of cooperation. Since every single operation is in a way unique, there is not only the
issue of cooperation but also the need for actors to be adaptable and to be able to
reconfigure cooperation mechanisms as the needs and circumstances change. We
submit that this, too, makes them interesting cases studies for NDOs who are
grappling with new ways to cooperate with new partners.

Rapid advances in communications technology have enabled responders to global
disasters to operate in much more effective ways. This is not only the case for small
and nimble organizations, but also for larger, more traditional actors, such as
government agencies. The need for better means to coordinate and monitor operations
arose in particular in the wake of the 2004 Tsunami in East Asia. Since then, new
platforms have been developed, some of which have proven quite successful and
have been replicated elsewhere. One such example is Ushahidi.

Ushahidi is both a website and non-profit company that developed an open source
crisis map out of the need to provide alternative information about incidents of
violence in the post-electoral period in 2007 in Kenya. At the time, the Kenyan
government established a ban on free media coverage and reserved the right to
review all articles and reports that were broadcasted and published. As a result, there
was a scarcity of reliable information. This prompted Ory Okolloh, a blogger and
activist, to use her blog to collect information about eruptions of violence. As she
received a vast amount of reports and realized that a blog alone is an inadequate tool,
she decided to create a website where people could share information that was
banned by the government. With the help of several developers, Ushahidi was up and



running the same week.™ It was an online map that showed instances of violence in
Kenya. Moreover, as a truly open platform, Ushahidi enabled anyone who wished to
share information to report and contribute to the map. Since then, Ushahidi has been
deployed in a number of humanitarian crises, including the 2013 Japanese tsunami
and the 2010 Haiti earthquake, and is also used for other purposes in Congo, Mexico,
and the US."®" |t has been used to support various humanitarian responders such as
the US military, the United Nations, and a number of non-governmental organizations.'®2
Ushahidi's chief contribution to HROs is to make geospatial data available by consulting
sources that the relief community had not exploited — ranging from digitized data to
weather forecasts. For this process, geospatial technologies combining geographical
data (such as GPS location) and spatial software (such as Google Earth) are required.
Geospatial data, however, is not new to traditional humanitarian actors. And while
geospatial technologies have high potential for crisis management, many countries or
whole regions run into the difficulty of either not possessing the means of geospatial
data collection or of the inability to establish proper geospatial services despite the
data being available.”™® In such cases, Ushahidi or other crisis mapping platforms can
fill the gap. These platforms use data available from local communities —through
gathering text messages, online reports, or social media posts — and convert this raw
data into a readily available crisis map constructed by a body of international
volunteers.

4.1 USHAHIDI HAITI PROJECT

When Haiti was struck by an earthquake in 2010, the traditional humanitarian relief
system was not functioning effectively. Humanitarian relief operations relied on the
closed and rigorously structured network of relief workers and organizations. They
heavily depended on the UN cluster in performing their duties. This was partly due to
the belief among the organizations involved that experts with years of experience and
the required skills could provide more accurate data of the situation on the ground and
were thus more effective in providing disaster relief. In the wake of the Haitian
earthquake, it became clear that this traditional approach fell short as a result of the
inability to use new technological inventions and to explore new sources of
information. '8

In the past decades, the online environment has evolved to such an extent that an
approach that does not respond and adapt to a changing social environment will have
problems surviving. Making use of new technologies and opportunities, Ushahidi was
a revolutionary and a paradigm-shifting development in the field of humanitarian aid.’®®
However, the revolutionary approach of Ushahidi was not determined only by new
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technologies; the technology that was used, such as text messages or the internet,
had been there for some time already. The difference is made by the involvement of
local residents and by using their knowledge in operational decisions.’ This can be
seen as the primary lesson learned from responding to the Haiti earthquake.'’

There were other, Haiti-specific reasons for the need to engage Ushahidi and like-
minded platforms after the earthquake. First, relief workers in Haiti were occasionally
kidnapped, which resulted in the deterioration of communication between local
leaders and the relief community.'® Second, a proper backup of Haitian geodata did
not exist, which proved to be an issue after the crisis and after the collapse of Haitian
infrastructure. A freely available online map of Haiti was also not fully developed, and
as a result it was a challenge and a task for international volunteers to help map the
island’s geography and infrastructure. Third, although the island asked for help from
international volunteers — and indeed received help from various countries, foreign
ministries, militaries, and (relief) organizations — local knowledge of the Haitian
community stayed underexplored.’™ At the time, the relief community did not
sufficiently recognize the opportunity of using open source maps to respond to crises,
due to the rather novel nature of the application.’™ The widespread use of mobile
phones, which boomed after 2006 when Digicel was introduced to the Haitian
telecommunication market, acted as a key-enabler of the use of this type of
technology.™"

The open nature of Ushahidi is, according to David Kobia, a co-founder of Ushahidi,
the main distinguishing characteristic of the new approach. He explains that the
traditional approach uses a “one-to-many relation” with unidirectional flows of
information. For instance, the Red Cross, an organization with many field presences,
would be the source of information for stakeholders involved. Now Ushahidi collects
data from numerous sources and establishes a relation where many (volunteers) help
many (members of the affected community).’®? Therefore the idea behind the initiative
is that the potential of a dataset of many sources outweighs that of information
coming from a single source of information. The Ushahidi Haiti project collected
thousands of text messages sent to an emergency reporting system that were first
translated and subsequently categorized and geotagged by a team of volunteers. The
information was then sent to humanitarian responders. Through this crowdsourced
initiative Ushahidi was able to provide nearlive and dynamic maps with information
such as food requests and affected locations, which in turn facilitated relief efforts
(see Figure 6).
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FIGURE 6: FOOD REQUESTS PUBLISHED ON USHAHIDI HAITI WEBSITE. SOURCE: GAO, BARBIER, AND GOOLSBY, 2011.""

Figure 6 illustrates food requests on Ushahidi Haiti based on the number of reports
mapped on Ushahidi's crisis map. Using these maps, relief organizations could
coordinate resource distribution and make better decisions based on their analysis of
crowdsourced data.*

Booker calls the strategy employed by Ushahidi a “wiki approach”: it makes use of the
internet’s collaborative environment and creates a database of shared knowledge. He
emphasizes the idea of a collective — actions are undertaken collectively and
knowledge, too, is produced collectively. Ushahidi’s wiki lies in the assembly of
volunteers who not only come together as a joint force and perform a “collective
action’, but they are also involved in creating and developing the product itself, hence
"peer production.” %

An early Ushahidi Haiti version was up and running within an hour after the earthquake
had struck through a joint effort of Patrick Meier, Ushahidi’s core team member, and
David Kobia, Ushahidi's tech development director. Meier, pursuing his doctorate at
the Tufts University, convinced several students at Tufts to join the effort and this team
later became the core of the whole project. At the same time, another initiative had
come together to secure a free text messaging service. Individuals from
FrontlineSMS:Medic, Digicel, and the US State Department got in touch through
social media and email and managed to secure an already existing number, 4636, that
previously collected information about the weather. The team got permission from the
owners to use it for humanitarian purposes.'® Ushahidi was one of the initiatives that
had access to the messages sent to the 4636 shortcode.
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Ushahidi Haiti was a truly cooperative and open initiative, both internally and externally.
It relied on a body of volunteers who took care of the mapping, giving an equal chance
to anyone with the basic skills and tools needed to perform the job. Many of these
volunteers came from the Haitian diaspora'™ in the US, especially from Boston, where
Ushahidi Haiti set up its headquarters.' \When it comes to the external environment,
the cooperative nature of Ushahidi Haiti was reflected in the very function of the
whole project; it simply could not have been successful without cooperating with
other partners. Despite the amount of work done by volunteers and the core team,
the bulk of the essential tasks (e.g., translation, analysis, and tracking) were not
provided by Ushahidi itself.

As a project that relied substantially on the work of volunteers, Ushahidi Haiti's internal
structure was open to anyone. Any individual could join the project and contribute
their skills and enthusiasm without having to sign a contract or otherwise commit
themselves for a particular time period. They could, therefore, end their involvement in
the project at any time. The open structure translates into a low systematic
coordination of volunteers and is characteristic of open source platforms in general.
This contrasts markedly with traditional crisis management systems which focus
heavily on promoting standardized procedures and protocols that would effectively
coordinate all efforts by governments, non-governmental organizations, and other
relief workers.'®

There was some effort to coordinate Ushahidi Haiti's volunteers, albeit small. As
Ushahidi Haiti was a new platform and many of the recruited volunteers were
unfamiliar with how it worked, it was difficult for some of those involved to contribute
without proper instructions and support. Ushahidi thus served as an online support
platform where its volunteers, the people involved in other initiatives, and the Haitian
population could interact.?® Ushahidi Haiti's volunteers also served as an intermediary
between the Haitians and the relief community at large. Gao et al. introduced the idea
of a crowdsourcing platform as an “interagency map"” (see Figure 7), which connects
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The Haitians provided information by sending aid requests through messaging service
or the internet. The data was then crowdsourced by volunteers of Ushahidi and other
projects and provided to relief organizations who could then respond to specific
requests. The interagency map also serves as a tool for the organizations to
“collaborate, plan, and execute shared missions,” based on the information provided.?%?

However, after the Haitian earthquake, there were numerous crowdsourcing initiatives
that served as an interagency map. In such cases, coordination of these projects
would be beneficial to the whole humanitarian operation. But beyond the exchange of
information with other projects, there was little integration of Ushahidi with other
crowdsourcing initiatives, also owing to some disagreements between these
platforms.?® That said, the benefits of crowdsourcing in complex theaters that suffer
from unrest as a result of (natural) disasters is increasingly recognized for use in
different operational settings (see Figure 8).

GAMING AS A STRATEGY DEVELOPMENT TOOL

The benefits of crowdsourcing in coming to grips with zones that experience high levels of turmoil, whether as a result
of disasters or conflict has also been recognized in an initiative of the US Navy called the Massive Multiplayer Online
Wargame Leveraging the Internet. This is an online game that analyzes the moves of players. The information this game
yields serves as a tool to explore possible warfare scenarios and new strategies and has been used for instance against
piracy in Somalia.

FIGURE 8: GAMING AS A STRATEGY DEVELOPMENT TOOL. SOURCE: ABOUT MMOWGLI, 2015.%%

Another issue was that the government was unable to provide adequate coordination
of all relief efforts. Jan Voordouw, Haiti-based coordinator for Cordaid, explains that in
the wake of a crisis, coordination should normally be provided by the local government.
However, in the case of Haiti, the government was “hard hit and could not do much."2%
A lack of accountability on the part of Ushahidi towards the government was the
result. Nevertheless, Ushahidi Haiti did try to establish partnerships with the
government. While the government was interested in closer cooperation, it cited
structural problems that would stand in the way of new cooperation — chief among
them being the lack of “a building or offices to set this up.”?% Despite this failure,
Ushahidi still intended to hand over administration of the project to Haitians as soon
as possible. An Ushahidi Field Representative was sent to Haiti for this specific
purpose.??’ In November 2010, the coordination of Ushahidi Haiti was fully transferred
to a Haitian software company called Solutions. The reconstruction mapping tool later
started functioning under the label “Noula"?%®
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4.2 BENEFITS OF USING USHAHIDI

Despite the absence of extensive quality assurance measures during the Ushahidi Haiti
deployment and the resultant risk of errors, some sources claim that Ushahidi Haiti had
a tremendous impact on the outcome of the relief operation.?®® Fast mobilization is one
of the most frequently cited advantages of initiatives that involve local communities and
international volunteers in HROs.2'° Ushahidi Haiti was set up a mere two hours after
the earthquake struck and helped the relief community move into action swiftly.2™ It
could become fully operational quickly given that the most important source of labor —
the volunteers — was readily available. Traditional relief organizations that rely on verified
official sources of information risk “running miles behind” since “the info is already
available to the public [through crowdsourcing initiatives].”?'

Additionally, in the first phases of the project, Ushahidi Haiti hardly required any
financial support for its initiative. The web platform was taken care of by the software
company Ushahidi, and the volunteers initially operated out of the apartment of one of
the participants in Boston and only later moved into a place that was donated to the
team.?’® Volunteers worked for free and, given that many of them were strongly
motivated to contribute to the effort, there was no need for an extensive and costly
media campaign to recruit people. As other actors realized the potential of the
campaign, financial donations began to pour into the Ushahidi Haiti project. In total,
around $97,000 was provided to Ushahidi. The majority share of this sum was invested
into the actual operation in order to improve output and help ongoing efforts.?™

Low operating costs are one of Ushahidi's strongest assets. Some financial resources
are needed to employ staff, yet these are provided by the company itself and by
means of donations. The relief organization, or any other cooperating partner who
wishes to maintain this cooperation in the future, does not have to spend too much
time or financial resources on the platform itself. Volunteers stop cooperating as soon
as a particular operation is completed and new volunteers are recruited when a
situation worsens in a particular area of the world. Ushahidi is therefore self-
perpetuating; the basic motivation of volunteers to help the affected community will
drive human willingness to help crowdsource the data. In the end, the volunteer,
located far away from the disaster area, has oftentimes no alternative other than
helping through a computer and the internet.

Another advantage of cooperating through a platform such as Ushahidi are the low
entry barriers. First, any individual can choose to join the volunteer community and
contribute to making a crisis map. Volunteers were recruited from all over the world



and the type of cooperation that is established between the “mapper” and the
platform is truly open in nature; anyone can join irrespective of his or her level of
knowledge. And second, due to the fact that the final product is a freely available map,
any relief organization or worker can easily use it or start a new collaboration initiative.
Ushahidi's impact is ultimately evaluated according to the number and importance of
relief actors that decided to use the platform.

The reason why this initiative managed to recruit so many volunteers was the feeling
of helplessness that many individuals experienced. Especially for those who had an
attachment to the Haitian community, it was painful to watch the island suffer from
the comfort of one’s own house. This desperate feeling was overcome by creating a
real-time map of events.?® Volunteers could quickly see the effects of their work, and
even though they were not materially incentivized a word of gratitude served as a
more than sufficient reward. Also the fact that internet and basic hardware are
abundantly available in many places of the world made the volunteers eager to
contribute. It also required little effort to join the initiative as the only sacrifice from
their side was time.

The map of Haiti that the volunteer community developed in the course of a couple of
weeks is of remarkable quality. The effort was successful to such a point that Craig
Fugate, a member of the FEMA Task Force, tweeted that “[tlhe crisis map of Haiti
represents the most comprehensive and up-to-date map available to the humanitarian
community.”?'® The main difference between this map and the maps that were
available to the relief community from other sources was that the crisis map contained
data about actionable reports — a map that had not been developed prior to this
disaster.?’” Figure 9 provides a comparison of how the OpenStreetMap of Haiti looked
before the earthquake and after the volunteer initiatives were concluded.
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FIGURE 9: A MAP OF HAITI BEFORE AND AFTER THE 2010 EARTHQUAKE. SOURCE: OPEN KNOWLEDGE BLOG, 2010.%'®
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The combination of a live crisis map and the generation of a new knowledge base that
could be built quickly and at a low cost makes Ushahidi a very promising new platform.
Among the organizations and entities that made significant use of the Ushahidi Haiti
data were the US Marine Corps, numerous other US governmental bodies (US
Department of State, the US Coast Guard, the Office of US Foreign Disaster
Assistance and the Federal Emergency Management Agency), non-profit organizations
such as NYC Medics, the UN World Food Program and American, and Canadian
citizens engaged in relief operations.?’®* The US Marine Corps used the geodata for the
identification of centers of gravity where marines should consequently be sent to (see
Figure 10 on how the US Department of Defense uses big data in ensuring a more
effective on-the-ground operation).??°

PREDICTING THE FUTURE WITH CROWDSOURCING

The fact that involving large numbers can make a difference in producing more precise input for policy-making or on-
the-ground operations, in particular in combination with other data sources, is seen in the US Department of Defense’s
Intelligence Advanced Research Projects Activity (IARPA). It has been established for the purpose of collecting big data
and proved relevant in responding to epidemics, the Arab Spring, or the Islamic State.! But IARPA also announced a
competition whose winning project, Aggregative Contingent Estimation System (ACES), asks the public about intelligence
strategies and produces more accurate forecasts. Should the number of predictors increase in the future, ACES would be
apt at developing strategies of advanced analytics of big data that has been directly crowdsourced from the broad public.

FIGURE 10: PREDICTING THE FUTURE WITH CROWDSOURCING. SOURCE: CORRIN, 2015; PARSONS, 2011.

The importance of Ushahidi Haiti for the relief operation is perhaps best illustrated
through personal testimonies of relief workers directly involved. Clark Craig, a former
JAG attorney in the US Marine Corps, has expressed his gratitude for the project in
these words:

‘I cannot overemphasize what the work of the Ushahidi-Haiti has provided. It is saving lives
every day. [...] | say with confidence that there are hundreds of these kinds of [success]
stories. The Marine Corps is using your project every second of the day to get aid and
assistance to the people that need it most. [...] Keep up the good work! You are making the
biggest difference of anything | have seen out there in the open source world.”

Hillary Clinton stated that with the help of “interactive maps, [...], a seven-year-old girl
and two women were pulled from the rubble of a collapsed supermarket by an
American search-and-rescue team after they sent a text message calling for help.” 2!



4.3 DRAWBACKS OF USING USHAHIDI

Despite all the benefits of using Ushahidi Haiti, a conclusive judgement on the success
of the project proves hard to make. There were a number of issues that stood in the
way of a more effective cooperation between the relief community on the one hand
and Ushahidi Haiti on the other. These concerns included issues of coordination, data,
technology, accuracy and credibility, exposure, and privacy.???

Coordination can be a challenge when it comes to open and informal types of
cooperation. Volunteers operate in a largely uncoordinated manner and crowdsourcing
initiatives lack an overarching authority to steer individual actions. When a report is
posted on the Ushahidi website, any relief organization has access to it. However, to
decide which organization should take action is more difficult. There are no formal
mechanisms for dividing the work among organizations, causing situations wherein
more than one actor responds to a concrete report.?? This also means that it is difficult
to evaluate the impact of a project as there is no proper way of providing feedback or
testifying whether help was provided or not. Finally, because the eventual map blends
together all the info provided by all the different organizations, the contribution of each
to the map is hard to establish — and thus so is the value of their real contribution.??*

Rather than coping with a lack of information during a humanitarian crisis,
crowdsourced initiatives such as Ushahidi tended to be faced with an information
overload.??> Some stakeholders felt that the data analysis skills of volunteers might be
insufficient to process and categorize all reports that were available and therefore only
contribute to a more chaotic database. Specifically, stakeholders felt Ushahidi Haiti
provided insufficient coverage on security and logistics. For instance, many reports
contained a lack of detail to allow them to be considered actionable and were
eventually not used. Out of the estimated 40,000 to 60,000 reports, only 3,584 were
put on the crisis map??¢; only fifty-four of these were categorized as pertaining to
security threats.

In terms of accuracy and credibility, concerns about the accuracy of crowdsourced
information existed well before Ushahidi's inception. Ory Okolloh, Ushahidi's
co-founder, was aware of the fact that there would be instances where reports would
be found to be incorrect or contain duplications, but she argued that having access to
at least some — admittedly not 100% correct — information is better than having no
access at all. David Kobia, another one of Ushahidi's co-founders, expressed his belief
that whereas sometimes a greater accuracy of data is required, there are many other
circumstances where an accumulation of more data is in fact preferred over absolute
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precision. He gives an example of the UN, which also realized that achieving perfect
data accuracy is an unattainable goal. Data precision according to Kobia is that “the
crowd validates itself and says what did or did not happen.'??’

Back in 2007 the first Ushahidi reports had to be checked manually and could only be
marked as verified when the source was proven to be reliable.??® The Haitian
earthquake, however, represented a disaster where people were in need of immediate
help and where people’s lives were directly threatened. This may have been one of the
reasons why the Ushahidi Haiti team decided not to employ extensive quality controls
at this stage. However, inadvertently this led to higher instances of data inaccuracy, in
particular the occurrence of duplicate reports and those whose categorization
contained errors.??® However, according to the US Coast Guard, the part of the dataset
that was processed correctly provided geographic coordinates that were accurate up
to 5 decimal points.?®® That said, the impossibility of verifying the quality of the
information during the Haiti deployment was a primary concern among many
organizations and stakeholders in considering the use of crowdsourced data.Z'

Ushahidi relies on volunteers who are oftentimes inexperienced and therefore prone
to making mistakes. Volunteers sometimes struggled with the categorization of
reports that did not fit in a specific category but were nonetheless urgent. In those
cases, volunteers would intentionally wrongly categorize these reports only to make
sure that they would be recognized and deemed actionable. This kind of data
manipulation has been cited as a concern by some members of the relief community.
Ushahidi Haiti also struggled with double reporting. More than a hundred reports were
identified as duplicates.??

Also, the medium itself may have an influence on the way information is received and
treated. A study by Schultz, Utz, and Goritz shows that social media is viewed as a
credible source (especially in the context of a humanitarian crisis) due to its agile and
responsive nature.?® However, despite the amount of information available, there is
often insufficient detail provided by those who report on the issue at hand. Many
messages and reports received by Ushahidi were incomplete or indecipherable.?3
There is the additional risk that reports can be fake or that people from the community
have manipulated the information that is inserted into the map.%®

As a result, the relief community is reluctant to use useraccumulated data. Generally
speaking, the relief community relies on “standard procedures using structured
indicator data” and “long-standing protocols.” Unless the data has been organized



through the United Nations system, relief workers simply do not have time to consider
unverified sources of information in their response to disasters.?®® This translates into
strict expectations about the data received in terms of the format and time needed for
processing. These expectations are perhaps impossible to meet by the volunteer
community. This discrepancy between open source output and the relief community’s
norms and standards often means that organizations simply choose to “stay in [their]
comfort zone," as stated by an American official. %%’

These shortcomings notwithstanding, crowdsourcing initiatives are increasingly
recognized as possessing value and organizations such as the US Joint Chiefs of Staff,
the Clinton Foundation, UNDP and the UN Interagency Standing Committee are
looking into ways to incorporate “crowd wisdom” into their operations.?3®

Online platforms such as Ushahidi inevitably raise privacy and security concerns.
Volunteers, in processing the data, also gain access to sensitive information. Moreover,
reports are freely accessible on the internet, and this became a point of disagreement
between Ushahidi Haiti and other volunteer initiatives, such as Mission 4636. While the
latter decided to protect the senders, Ushahidi Haiti was initially publishing reports
online that included the names of the authors.?®® It soon became clear that this practice
exposed vulnerable groups and individuals, thus compromising their privacy and
safety.?40

What is more, Ushahidi Haiti was one of the 50 websites monitored by the US
Department of Homeland Security in order to gain material about potentially
threatening persons.?*' What this essentially means is that Ushahidi Haiti was, instead
of connecting the affected community with the relief workers on the ground, also
inadvertently providing information to an American intelligence body. Some people
who sent a message to the shortcode were at times not provided the aid they
requested, yet were still scanned by the Department for intelligence information.?#
This issue can also endanger relief workers.?*® But it also raised questions among
Haitians about involvement with crowdsourcing initiatives and whether this could
compromise their own safety and security. Aashika Damodar, the co-founder of an
alternative text messaging service Ayiti SMS SOS, said that when people do not feel
safe, they will have concerns when considering whether to report or not.2**

Crowdsourcing was also used by the UNDP in Latin America, Kenya, Sudan, and

Kyrgyzstan. The way the public was engaged ranged from reporting security threats to
providing opinions and perceptions of the current security situation.?*® While the UNDP
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deployments were similar to Ushahidi in the limitations that they faced, there are some
differences, notably with respect to privacy concerns. In Kenya, only the crowdsourced
information was made freely available to the responders, while public access to
information was restricted. Even though this would partly mitigate the privacy issues
outlined above, it was identified as a limitation in the UNDP report.?*¢ Similarly to
Ushahidi, in Latin America, citizens' concerns about privacy were one of the reasons for
the unwillingness to report; crowdsourcing initiatives would likely have been more
successful had there been a greater trust in the legal authorities.?*” The UNDP report
states that “[plrivacy should remain the number one concern when developing Big Data
for development and [...] conflict prevention”?® and that the development of “privacy-
preserving data analysis” would benefit future crowdsourcing missions.?*°

4.4 IMPROVEMENTS

Ushahidi is a work in progress and each new deployment produces numerous lessons
(to be) learned. It can be said that with Ushahidi, “innovation has happened basically
in the midst of disasters, with time constraints, minimal resources and in the shadow
of the more traditional roles of relief agencies and geographic professionals.”?*® During
the project in Haiti, many things changed over the course of the initiative. Many
improvements were made, such as in the publication of sensitive reports. When it had
become clear that vulnerable groups and persons were exposed, Ushahidi Haiti
recognized the mistake and stopped publishing full reports online. The nature of
Ushahidi is to be fully transparent, open, and participatory, and this was the driver
behind the decision to publish messages online. However, compromising the
protection of senders was identified as a gravely negative byproduct of the open
policies and eliminated from the project. While Ushahidi was open to criticism and
changed the previous behavior, unveiling too much private and sensitive information
remains an issue of concern.?®!

The lack of accuracy has been quoted many times as a problem. The overall low
percentage of verified reports is a discouraging element for new actors to cooperate
with Ushahidi in the future. However, there are instruments that can ameliorate the
overall trustworthiness. Especially when monitoring post-electoral situations, Ushahidi
is employing a tactic of building a network of “trusted reporters” — people whose
contribution is considered reliable. Hence when building a map, reports from this
network do not need to be checked before entering the database, while other,
unverified reports are pending approval.?®? Furthermore, the plugin “SwiftRiver” was
developed to filter the large amounts of data and ensure their accuracy. However, the
Ushahidi team decided to stop developing this plugin as of January 5, 2015.2%%



The new version of Ushahidi, V3, also features more comprehensive quality assurance
measures. Ushahidi introduces “modular quality assurance’ which focuses on
individual parts of the website — the patterns — rather than on the website as a whole.
Ensuring that the pattern is correct would also contribute to the quality of Ushahidi
websites.?® However, the developers are aware of the potential errors in any open
source tool and are constantly asking for feedback and support with ensuring the
accuracy of Ushahidi’s reporting.?®® The website even has a group called “"SWAT" that
was specifically created to recruit skilled developers and other volunteers who believe
they have the eye to spot and fix the bugs in Ushahidi's reporting system.?¢

As stated above, the category “security” was underrepresented in the Ushahidi Haiti
project. Ushahidi realized that the category itself must have been underreported to a
certain degree. An explanation could be that people who are in an immediate life
threat do not have the time or tools to send a report.?®” Ushahidi’s field representatives
were sent to Haiti to find solutions in cooperation with the local and international relief
workers. The impersonality and scarcity of rich reports have been resolved through the
establishment of call centers as a part of another crisis mapping initiative in Haiti,
Noula. This is, however, not applicable only to Haiti. The talks between Ushahidi and
the relief community have been useful in bringing the two sides together and brought
a framework of how the cooperation could move forward in the future crises. This
could have contributed to an institutionalization of the way Ushahidi can be used in
crisis management. 258

A new feature of Ushahidi, which was not present during the Haiti deployment, is a
function that enables relief workers to get alerts through their preferred channel
(either SMS or email). These alerts can be based on the category of the reports or on
geography. This function will contribute to matching the reports with the responders in
a more efficient and effective way and will enhance the overall impact of Ushahidi in
future deployments.?°

Categorization of reports is one of the most important features of Ushahidi's maps
and even though categorization did occur during the Haitian earthquake, this process
was rather arbitrary. It would undoubtedly contribute to the overall quality of Ushahidi's
maps if flagging and labeling the reports according to their urgency and nature would
be determined by a more sophisticated way than the mere judgement of a volunteer.
Triaging these reports with an algorithm or in another automated way could eradicate
errors and speed up the process.?®
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Perhaps most importantly, the Ushahidi blog reveals that, “The unprecedented
response of online volunteers during the 2010 Earthquake in Haiti introduced new
processes, tools, and actors to the humanitarian landscape but also brought new
challenges: chiefly among them being coordination of information and efforts.”?6' In
other words, Ushahidi realized that the best way to help might be not to contribute to
the number of already existing volunteer efforts but to support those who are trying to
organize and coordinate these projects. This is the reason why Ushahidi did not
actively involve its platform in the Nepal 2015 earthquake. Instead, Ushahidi initiated
partnerships with colleagues from the crisis mapping community and decided to
support their efforts, calling on their own volunteers to do the same. What has been
done since the Haitian earthquake in this matter is the establishment of the Digital
Humanitarian Network to serve as a bridge between the two sides: traditional relief
organizations and new volunteer platforms. This network has already published two
documents that aim to ameliorate the coordination of efforts: Guidance for
Collaborating with Volunteer & Technical Communities and Guidance for Collaborating
with Formal Humanitarian Organizations.?5?

4.5 APPLICABILITY FOR NDOs

The importance of situational awareness for NDOs is a given that requires no elaboration.
To create and maintain situational awareness, NDOs invest heavily in advanced sensor
and information systems (including humans-in-the-loop). There are, however, many
situations in which these systems are not or may not be deployed. Furthermore,
advanced as these systems may be, in many scenarios they are insufficient for gathering
all relevant information. That is where the idea kicks in of using people already on the
ground to provide and augment the information available through one’s own channels:
people that know the local situation and generate real-time information. People that not
only see but also can give context to what they see, thereby contributing to situational
understanding on top of situational awareness. With ubiguitous commmunication means
— mobile devices with GSM or internet connectivity — available, reaching out to reporters
on the ground is increasingly feasible. Modern geospatial and data processing tooling
facilitate better combination, visualization, and correlation of the data so obtained,
allowing for easy quality enhancing feedback loops.



An open, on-line crisis situation map that is generated or augmented by continuous
input from volunteers on the ground offers the following advantages for a military
crisis response task force:

e By using the local community as a source of information the map is more
comprehensive and up-to-date than anything the military can generate on their
own;

e Fast mobilization: volunteers are ready to help as soon as possible (when
sufficiently motivated);

e There are little to no entry barriers. Anybody can choose to join the volunteer
community and any relief organization or worker can easily use it or start a form of
collaboration;

e \olunteers need no extrinsic incentives and little or no financial support. There are
also low maintenance costs: volunteers stop cooperating as soon as a particular
operation is completed, and new volunteers are only recruited when needed.

Ushahidi Haiti is a case in point. Its aim was to create a crisis map that could help
relief workers in their rescue operations. While the impact of the map is difficult to
determine, a comprehensive map of the island was certainly created. Platforms such
as Ushahidi carry a high potential when it comes to monitoring security situations.
Above all, an online platform adds a source of relevant information above and beyond
what NDOs already have access to. They address time and resource constraints as a
basis for action-oriented decision making. Furthermore, it is a source that can be
mobilized quickly and generates (near) real-time reporting. In some cases, it offers a
way to circumvent government censorship and propaganda. And all of this against
very limited costs.

The Ushahidi example shows that life-saving information-gathering operations based
on crowdsourcing can be set up and operational within hours after disaster has struck.
Related to this is that the resources needed to set up these operations may not be
available immediately, or even at all. The fact that Ushahidi relies on volunteers
drastically reduces the costs involved. Finally, Ushahidi has already demonstrated that
it can be a useful monitoring tool for security purposes over the course of the
2007/2008 post-electoral violence episode in Kenya. In such circumstances, local
knowledge can be helpful, especially when censorship and propaganda are imposed
on independent sources of information.?%®
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The potential and actual disadvantages to the use of platforms such as Ushahidi to

create online crisis situation maps are:

e (Coordination is difficult, in particular when many parties — such as individual
citizens, government agencies, local NGQO's, and the relief community — are
required to generate a comprehensive map;

e Both information overload and/or insufficient coverage may arise from too much or
too little reporting;

e Human errors, a lack of actionable reports, double reporting, or a lack of verification
possibilities etc. may lead to a map / database of questionable quality. Gross
inaccuracies inadvertently give rise to trust issues and people feeling disinclined to
use the platform — a vicious circle that is difficult to stop;

e [nsufficient technological equipment — such as web browsers, internet connection
of the relief community — may lead to underdeveloped or underused maps;

e Resistance and lack of exposure: the entry barriers for joining the platform might
be high for the traditional relief community. If insufficiently known or accepted,
resources must be invested in promoting the platform;

e [nformation is processed by volunteers and reports can be freely accessed through
the internet. This raises issues of security and privacy.

Many of these limited factors can be successfully addressed or mitigated. Our
example case, Ushahidi, is a work in progress platform and each new deployment
produces new lessons learned. The Ushahidi blog states that “[tlhe unprecedented
response of online volunteers during the 2010 Earthquake in Haiti introduced new
processes, tools, and actors to the humanitarian landscape but also brought new
challenges: chief among them being the coordination of information and [ongoing]
efforts.”?84 In other words, Ushahidi realized that the best way to help might be not to
contribute to the number of already existing volunteer efforts, but to support those
who are trying to organize and coordinate these projects. This is the reason why
Ushahidi did not actively involve its platform in the Nepal 2015 earthquake. Instead,
Ushahidi initiated partnerships with colleagues from the crisis mapping community
and decided to support their efforts, calling on their own volunteers to do the same.
What has been done since the Haitian earthquake in this fashion is the establishment
of the Digital Humanitarian Network to bridge the gaps between traditional relief
organizations on the one hand, and new volunteer platforms on the other. This network
has already published two documents that aim to ameliorate the coordination of
efforts: Guidance for Collaborating with Volunteer & Technical Communities and
Guidance for Collaborating with Formal Humanitarian Organizations.?5®



4.6 PRACTICAL EXAMPLES

Ushahidi Haiti inspired a variety of organizations to make use of the digital environment
in crisis management and disaster response. The US Department of State was actively
involved in the Haitian relief operation and cooperated with the Ushahidi Haiti project.
In doing so the Department recognized that the use of online technologies had a
positive impact on the outcome of the relief operations and decided to implement
these in their future humanitarian efforts. “TechCamps” were established around the
world to connect NGOs and experts in the field of technology in order to find creative
solutions to humanitarian problems. According to the director of the US State
Department'’s eDiplomacy, the TechCamps are “a way to identify the next Ushahidi or
FrontlineSMS and help them scale quickly.”?%® This represents a shift from a more
closed view on resolving humanitarian issues to involving the community at large.
USAID has also welcomed the initiative and its Chief Innovation Officer expressed his
belief that through “mashing up local insights and tech tools,” the new project will
“save lives, create stable and open governments, and greater prosperity for all"?¢

The Ushahidi platform has been successfully used in various countries and operations
after the earthquake.?®® Ushahidi has learned from its past deployments and aspires to
respond to the changing environment and constantly improve itself. The platform
undoubtedly has many shortcomings, and a NDO wishing to cooperate with and use
Ushahidi must be aware of all its (potential) benefits and risks. However, it cannot be
denied that Ushahidi provides an excellent opportunity for true innovative partnerships.
Ushahidi and similar platforms thus deserve a place in the field of defense and
security.

The applicability for NDOs is obvious when it comes to missions that have clear
popular support in the area of operations, as in the case of (military support to)
humanitarian relief operations. One can also envisage the use of this mechanism in
scenarios other than a clear and present emergency situation. An example could be to
augment situational awareness about potential hotspots where a security risk might
develop into an actual security threat or conflict. Possibly the lack of an intrinsic sense
of urgency requires the establishment of an incentive structure to motivate possible
contributors.
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o SO WHAT FOR DEFENSE?

In this age of deep uncertainty and exponential technological change nobody can ‘go at
it alone’. NDOs should think strategically about their portfolio of partners. As we stated
in the Introduction, although the Dutch defense organization already has a quite broad
cooperation portfolio, it also tends to be somewhat lopsided. Historic and current
cooperation choices exhibit a preference for long-term, formalized, closed cooperation
setups with mostly like-sized, like-minded, and likewise organizations. These traditional
kinds of cooperation clearly remain important. At the same time, the realization emerges
that NDOs can gain a lot by also exploring other forms of cooperation — with unfamiliar
partners and in more open and more loosely coupled ways, facilitated by new
technological developments. In the words of CDS General Tom Middendorp: “I think it's
of vital importance that we come to realize that we are all actors in a defensive
ecosystem...Take Google or Apple for example with their mobile ‘app’ stores. They
provide a free and open platform, that all sorts of ‘ecosystem partners’ can hitch a ride
on. Both ‘planned’ and ‘unplanned’, while in the meantime allowing Google and Apple to
benefit from the ideas, creativity, capabilities and actions of others. | wonder whether
that is something that our defense organizations might learn from.”

We fully concur with the CDS. For NDOs, the importance of ‘with whom?'-decisions
will only to increase. It is our sincere belief that the ability of NDOs to cooperate with
a wide range of different partners, including ones that may differ dramatically from the
defense organization itself, should be expanded. Moreover, this expanded ability to
cooperate should be considered a key ‘capability’. Such a capability has to be
mainstreamed throughout the entire organization and cannot just be relegated to any
one part of the organization or to an overriding ‘cooperation department’. Doing so
represents a number of great challenges. But its potential benefits are also outsized:
we can think of no single force multiplier, both in terms of ‘sensors’ or in terms of
‘effectors’, that comes even close to this capability.



Below, we list three broad policy recommendations for NDOs to take advantage of the
rapidly expanding range of ecosystem partners and cooperation forms that can be
explored and exploited. In the final section of this Chapter, we then look at the three
cases elaborated in this report, and draw some lessons at the more detailed and
practical level of those particular cases. At this point, it is only fair to add that the
Dutch defense organization already has taken steps along the route proposed below.
To that extent, the recommendations serve as an encouragement to further implement
the vision of CDS Middendorp of a defense organization fully and consciously
embedded in true defense and security ecosystems, able to both strengthen and
draw strength from those ecosystems.

5.1 COOPERABILITY IS BECOMING THE KEY SOURCE OF COMPETITIVE
ADVANTAGE

The Westphalian and industrial age mindset has accustomed our NDOs to think of
themselves first and foremost as “prime defenders” of our national sovereignty,
analogous to the “first responders” in homeland security. In the heyday of the
industrial age, this thinking was quite unequivocal. Today, the ethos, mindset and
capability choices of NDOs are still very much influenced by it. In this frame of mind,
NDOs see it as their responsibility to be able to do as much as possible on their own.
Cooperation represents a residual activity, that is called upon when the own resources
prove to be insufficient (as often is the case for small to medium-sized NDOs).

After WW2, this primary defender assumption was mutualized much in the way that
insurance policies work: within broader and, still in the spirit of the industrial age,
formalized alliances. Just as in the case of insurance policies, the policy holder was
covered by the collective; in this case through the mutual assistance clauses Article V
of the Brussels Treaty, Article V of the Washington Treaty and Art 42.7 of the TEU.
Equally, just as insurance companies are worried that policy holders will take
advantage of the coverage that they enjoy by behaving irresponsibly (“moral hazard
the equivalent of which is “free-riding” within NATO), so too did NATO try to develop
equivalents for things such as policy premiums and deductibles — e.g. through the
various capability targets of the NATO Defense Planning Process. The relative
discipline that insurance companies, and the re-insurance companies behind them,
were able to instill in the average private insurance policy holder has, unfortunately,
not fully taken root in the broader “defense risk market” What we have seen in that
market has been an increasingly reluctant but in many ways still indispensable public
re-insurer in the form of the US.
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In the transition to a new information age, however, it seems likely that NDOs will
have to graduate to a different frame of mind. They may want to position themselves
more as custodians of a broader ecosystem of a variety of actors that all contribute in
their own way to promoting security and/or countering insecurity. Clearly “security”
has become a complex concept, linking internal and external threats, geopolitics and
geo-economics, state and non-state actors; the boundaries between organized crime,
terrorism, espionage, and armed conflict have faded; and hybrid threats lead to a
continuum between war and peace. (Only) a diverse and resilient ecosystem approach
may mobilize enough variety, agility and mass to deal with the challenges at hand.
Pursuing and fostering cooperation then becomes not a residual activity, but a core
competence at the heart of the defense and security effort. As in business
ecosystems, modern information technology, both physical and social, can be used to
facilitate and stimulate cooperation with ecosystem partners. This means that strategic
"cooperability” — the ability to interface effectively with very diverse partners from the
broader defense and security ecosystem — may become even more important than
operational interoperability.?6°

5.2 MONITOR AND EXPERIMENT WITH NEW FORMS OF COOPERATION
TECHNOLOGIES

The main implication we draw from this broader trend is that our NDOs would be well
advised to closely monitor and experiment with new cooperation partners and
cooperation forms. The cases presented here are early examples of the breadth and
depth of the new cooperation space that NDOs can explore and exploit. It is hard to
deny that they are quite different from what NDOs are accustomed to. NDOs have a
long track record of “technology watch” Most of that effort goes into monitoring the
physical technologies that the hard sciences keep developing. The social technologies
that humans develop and use to create (also new forms of) value are, in our opinion, at
least as important as the physical ones that many organizations invest so much time
and energy in.

An important corollary of this is the need to perform operational experiments with
possible innovative portfolio options — in this case with new forms of cooperation. This
allows for a better assessment of the relative merits. NDOs must find ways to run
relatively low-cost experiments that, when deemed successful, can be scaled up. The
Concept Development & Experimentation (CD&E) paradigm that has been introduced
in many NDOs lends itself well to this approach. Some of the caveats that we
mentioned in our case studies — as well as the remedies against them that have
emerged in these new forms of cooperation — may present some useful lessons that
can be heeded in setting up and rolling out such experiments.



5.3 SEE COOPERATION AS A PORTFOLIO CHOICE

Cooperation in defense and security is often viewed as a policy or even a political
choice. When NDOs think of partners they think primarily of other NDOs. A decision to
enter into an alliance with such partners is seen as primarily a political one.
Geographical propinquity; political, socio-economic, cultural, or ideological proximity;
historical linkages and cooperative experiences; even the personal chemistry between
key political and/or military leaders may be sufficient grounds to make a strategic
cooperation choice. It is decidedly not our intention to downplay the importance of
these political motivations, let alone the imperative that such choices should be made
by politically legitimate leaders. Every single one of these motivations represents
much deeper ligaments that still offer unique sources of orientation and/or navigation
guidance. The many linkages we currently have continue to be of unique value and
there is no real reason to assume that this value will diminish in the foreseeable
future.

What we do argue, however, is that what is — and should remain — a political choice
should increasingly be informed by a more pragmatic, dispassionate, rigorous, a-/pre-
political analytical stage. Partnership choices are in essence a portfolio choice. It is not
just a matter of whether we want to work together with country A or B or with
organization X or Y. It is a sound risk and uncertainty mitigation strategy to diversify
the portfolio of partners. Rather than putting all eggs in one basket, it is always
preferable to diversify those eggs over a few baskets. The key analytical question then
becomes how to determine which baskets to choose. In a period of exponential and
epochal change, this portfolio choice requires more premeditation than ever before.
We should not lose sight of the fact that our NDOs have de facto already made such
portfolio choices. There are excellent reasons, for instance, for the NDO to prioritize
bilateral cooperation with countries such as Belgium or Germany and to foster the
transatlantic bond. But we submit that, as we look towards the future, there are valid
reasons to augment the basket of government-to-government relationships with
closer, maybe even organic, affiliations with companies such as Google, IBM, or
Microsoft; and with at least mutual, if partly implicit,?’° understanding and alignment
of efforts with a host of NGOs.

5.4 LESSONS FROM THE CASES

Open Innovation. Innovation is crucial in order to stay competitive in today's global
marketplace. Increasingly this requires companies and organizations to look beyond
their usual methods, suppliers, and partners and tap into the full innovative power of
all agents of change present in the entire ecosystem. This also goes for NDOs, which
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can no longer solely rely on trusted partners to harness the accelerating pace of
technological — in a broad sense — developments. The InnoCentive case has shown
how innovation platforms can potentially be a cost-effective tool for broadening the
solution space, engaging with smart people with whom the organization would
otherwise have never interacted with in the first place.

The open nature of platforms such as InnoCentive poses the risk of knowledge
outflow. This is a sensitive issue not only for NDOs, but also for many companies that
do not want tailormade solutions to become available to competitors. To mitigate this
risk, organizations can switch between open and more closed forms of cooperation
depending on the sensitivity of the issue. NASA developed such an internal open
innovation platform in collaboration with InnoCentive. NASA@work allows NASAs
challenge seekers to post challenges that would only be available to NASA employees
across its ten field centers without the risk of knowledge leakage.

Perhaps one of the most important lessons from using open innovation is that it is
indeed a practice that does not necessarily take place in a static form of open
participation but instead frequently moves between open and closed forms of
cooperation. In this way, companies and organizations in the field of defense and
security are better able to control the knowledge flow, while still reaping the benefits
of open participation as much as possible. With cost-effectiveness increasingly being
the overriding adagio in the defense industry, platforms such as InnoCentive can be
beneficial in the sense that that a much larger spectrum of possible solutions can be
scanned, potentially at a lower cost than in the case of traditional R&D, and with
acceptable risks to knowledge outflow.

Tapping the hacker community. The past decade has seen a veritable rise in the
number of cyber-attacks perpetrated by individual hackers, or by hacker groups that
operate as a larger community. These acts could form part of a systematic campaign
to destabilize a country, explicitly or implicitly state-backed. NDOs that wish to guard
themselves against cyber-attacks have employed white hat hackers to test defenses
and go after possible cyberattack perpetrators. Cooperation between NDOs and white
hat hackers is not a new phenomenon. The novelty would lie in employing black hat
hackers. One reason to employ black hats could be their superior skillset compared to
white hats. Since black hats focus exclusively on security penetration they should
therefore better placed for the development of offensive cyber capabilities than white
hat hackers.



The fundamental problem in recruiting black hat hackers is trust and loyalty. Resorting
to strategies of coercion or cooption will do little to change this situation, although
black hats could be used for targeted assignments in exchange for clear benefits, such
as a reduced prison sentence or charges dropped. There are numerous examples
whereby the FBI has successfully forced online criminals to cooperate in this manner.
However, for offensive cyber capabilities, the preferred way or working with black hats
is through the application of “soft power” This means convincing hackers to voluntarily
engage in activities the NDO would want them to do. There are reasons to believe that
participants in the DDoS attacks on Estonia in 2007 and Georgia in 2008 were
motivated by broader national interest, rather than by coercion or cooption. The
problem, however, is that this particular way of working does not assure the desired
capability at a particular moment in time, at a desired scale, and with a guarantee of
success.

Training and employing a force of white hats is a relatively secure option and a process
through which a NDO would be able to exercise a significant degree of control.
However, when it comes to offensive capabilities, these white hat hackers often are
less skilled than their black hat counterparts and risk being outgunned. Compensating
for this skill gap by working with black hat hackers — however limited in scale and
scope —is likely to remain a highly uneasy partnership in the foreseeable future.

There is another angle for taking a closer look at how hacker communities operate
from a NDOs' perspective. The success of cyberattacks performed by hacker groups
critically depends on cooperation between numerous individuals who often do not
know each other and have never met in person. Such cooperation in the blind typically
only works well in a high trust environment, precisely the kind of element that the
hacker community generally lacks. Since anonymity is a central part of the online
environment, it is difficult to determine who you can trust. In expanding their
cooperation portfolio, NDOs are also bound to enter some low trust environments
NDOs will engage not only in long-standing, high-trust partnerships, but also in more
ad hoc, informal, and implicit forms of cooperation with unfamiliar parties, and even
with parties considered untrustworthy or outright hostile. Hacker communities have
found various ways around this problem, including the use of intermediaries and using
hacker forums with invite-only channels. It would be interesting to see whether these
kind of mechanisms could also be fruitfully applied in other low-trust cooperation
forms NDOs might need to embark on.
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Online platforms for building situation awareness / understanding. If anything,
the Ushahidi case shows that when the need is high, ingenuity can lead to surprising
new forms of cooperation. Before the earthquake in Haiti, Ushahidi had not been used
in a humanitarian relief context, but proved to be highly useful for several reasons: it
was a means that was quick to mobilize and furthermore helped to mobilize various
constituencies, from volunteers to humanitarian relief organizations (HROs) to
government organizations; it provided an adaptable platform; it was cheap; and it helped
parties on the ground to get access to large amounts of information processed by way
of crowdsourcing that would otherwise not be available. Specifically, it helped HROs get
a better picture of the disaster area in a fraction of the time it would have taken had this
been done by on-the-ground surveyors and helped them to better coordinate and
allocate their resources to those areas and people that were most in need.

Given the makeshift way this new form of cooperation came about, various
shortcomings also emerged. First, while crowdsourcing is a great asset in itself, there
is also the drawback that interpretation of data was left in the hands of non-
professionals. Thus, the accuracy of the information that was eventually reported left
something to be desired. Another point is that privacy issues emerged, specifically in
that information that was collected could be accessed by US intelligence agencies.
Third, coordination between the different actors and platforms remained an issue
throughout, in particular given the informal nature of the Ushahidi platform.
Subsequently, however, Ushahidi showed its adaptability by implementing various
changes that responded to the perceived shortcomings.

In all, the Ushahidi case demonstrates that in view of the big data revolution and the
way in which people are interconnected these days. NDOs cannot ignore these
developments in planning and undertaking humanitarian relief and peace support of
operations, and possibly also operations beyond those. The challenge will be finding a
way to coordinate the various platforms and actors that will likely be involved so as to
improve the quality of actionable information produced. At the same time, the informal
and nimble nature of platforms such as Ushahidi also have a virtue in themselves,
meaning that too much coordination could stifle its comparative advantages in terms
of obtaining vital information in a timely manner.
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6 FINAL OBSERVATIONS

In an ever more connected and complex world, fostering a more diversified portfolio
of cooperation partners and cooperation forms has become a strategic imperative for
NDOs. The scope of these modern cooperation networks transcends far beyond the
traditional alliances with likewise organizations.

Richard Nelson, an eminent professor of economics at Columbia University in New
York, differentiates between what he calls “physical” — e.g. steel, energy, etc. — and

|u

“social” technologies — e.g. institutions, forms of cooperation, etc. Most major
societal advances result from the evolutionary interplay between physical and social
technologies.?’’ One of Nelson’s important insights is that our societies’ “ability to
develop effective social technologies is more limited and more prone to frustration
that [their] ability to advance physical technologies.”?”? It took many decades before
the physical technological breakthroughs that irrupted into our societies and gave rise
to the industrial revolution engendered new social technologies such as factories,
private firms, the concept of 'division of labor’ etc. Early steam engines were already
pumping water out of coal mines and coking coals were already being used to melt
iron in the early 18th century — but the consolidation of these efforts into ‘factories’
only started happening in the second half of that century.?”? The emergence of the
modern firm — often in close cooperation with that other major emerging social
technology, the modern state — also occurred in this very same period. Great Britain
was the first country to stumble upon the right balance between physical and social
technologies in this case. It was able to parlay this ingenuity into global dominance for
over a century. A similar trend could also be observed in the military realm, where
those nations that were able to decipher the new social technological codes that were
embedded in industrial-age physical technological breakthroughs gained an enormous
operational and strategic advantage over those that were not.



As was the case with the transition from the agricultural to the industrial age, physical
technologies seem to once again run ahead of social technologies. The, so far still
mostly physical, ICT revolution brings dramatic change to many areas of public and
private life. Snowballing nano-, bio-, info-, and cogno- revolutions?” may very well soon
start accelerating the pace and scope of this change even more. Changes in these
physical technologies are occurring much more quickly than in any previous age, and
there are good reasons to believe that they are likely to accelerate even more —
especially if they start building on each other.?’® It is important to point out that the
information-heavy nature of these ongoing revolutions differs quite markedly from the
information-light nature of the physical technologies that engendered the industrial
revolution.?”

The industrial age ended up being very different from any of the previous ages. The
machines, capital investments, training requirements, even the mindset of the
industrial age all required mass. Every sphere of public and private activity witnessed
a sizeable expansion in scope. The mostly small pre- and proto-industrial economic
agents mushroomed into factories. Many smaller pre-Westphalian geopolitical entities
matured into nation-states. Also in the defense world, the scope of military units,
organizations, operations, etc. witnessed major increases in size. The massive NDOs
as we witness them today came into being.

It remains as of yet unclear to what extent mass will prevail in the post-industrial age.
We currently still see massive post-industrial behemoths such as Google, Apple, or
Microsoft taking advantage of their economies of scale and scope to creep into the
top-50 of the largest companies.?”” Are they the heirs of an industrial revolution based
on mass that will be able to leverage their first-mover advantages into new, dominant
(but probably still differently so) global behemoths? Or will the future be dominated by
the new types of more distributed, peerto-peer organizational forms based on
different business models that we have described in this report — such as open source
software in areas such as web servers (Apache), operating systems (Linux), etc.; such
as peer-to-peer sharing initiatives such as Airbnb, Uber, Kiva etc.; or maybe even new
manufacturing initiatives such as 3D fablabs and Etsy?

Irrespective of which type of organizational principle will end up generating most
value, it seems virtually inconceivable that all of these new physical technological
breakthroughs will not lead to dramatic new forms of social technologies — of which
some of the examples we sketched here may be early precursors. It may be useful to
emphasize that the participants in some of these new forms of cooperation are not
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just some bit-players in marginal sectors. The pharmaceutical sector, such as the
defense sector, is a massive capital-intensive industry with an extremely globalized
and sophisticated value chain in which R&D plays a critical role. The fact that it has
opened itself (selectively) to new forms of cooperation is quite telling. NDOs would
therefore be well advised to open up their organization and be prepared — and more
so, actively search — for unexpected new ways and partners for working better
together.
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ANNEX A: A FIRST DRAFT
TAXONOMY OF COOPERATION

Cooperation is an important topic of inquiry in many different academic disciplines.
Biological lifeforms cooperate. Economic agents cooperate. Political movements and
parties cooperate. States cooperate. Defense organizations cooperate. It seems that
that in all of these diverse forms of cooperation we find back the entities that
cooperate (who?), the purpose of their cooperation (why?), the nature of their
cooperation (what?), the interfaces between them (how/through what?), and the
broader system within which they cooperate (where?). Of course, the labels that are
given to these elements differ from discipline to discipline. "The who', for instance,
goes by different names in different fields:

« ‘agents’ in economics, computer science and game theory/public choice;
e ‘actors’ or ‘organizations’ in polisci;

« ‘humans’ or ‘groups’ in anthropology, psychology and sociology;

o 'parties’ in legal sciences,

« ’'nodes’ in network and related sciences, ‘components’,

« ‘elements’ in many natural sciences

All of these different labels refer to the same category of (deliberate or undeliberate)
‘agency’ which represents the active units that engage in cooperation.

For each of these broad categories, we have identified a number of ‘parameters’ along
which types of cooperation may vary. These in essence represent a number of
different ‘dimensions’ of the ‘cooperation space’. Some of these parameters have
been elaborated in terms of description, a way of operationalizing it, our assessment
of where NDOs typically stand along that operationalization, and our assessment of
what we see happening in the world in the non-defense sector.



The listing below is nothing but a try-out, an incomplete first exercise. We do not

intend or pretend to be exhaustive. But we also do not want to limit ourselves to a
few high-level abstract parameters that may still hide some meaningful difference that
may matter to DSOs. We want them to be 'discrete’ enough to allow us to select a

few where we really observe new forms of cooperation appear and thrive ‘in the wild’

— where applicable and interesting also within, still but predominantly outside of the

defense realm.

(NATURE OF THE] INTERACTORS - THE WHO?

Size: in most systems, some elements tend to be bigger, like-sized or smaller
Operationalization: big<->big ; big->small ; small -> big ; small <-> small

Defense now: since DSOs tend to be big, their current forms of interaction tend to
skew towards the left side of this spectrum. Examples of big-big include: with
other defense organizations; with other government departments; with big defense
companies. Examples of big-small include: with smaller contractors on specific
issues (catering, nice capabilities); with smaller force providers (e.g. Afghan
warlord forces).

Trend in the wild: much more diversity (main driver: lower transaction costs) — e.g.
‘'swarms’ of small ones that interact with the big ones as (near)-peers

Number of decision makers: all members of an organization may be involved in
interaction decisions. Alternatively, only some members fulfil this role

Scope: some organizations tend to have a very broad scope (e.g. in the business
world big conglomerates (keiretsu, chaebols; in networks free-scale networks;
etc.), others very narrow (niche companies,

Operationalization: broad<-> broad ; broad ->narrow ; narrow -> broad ; narrow <-
>narrow

Defense now: leaning towards the right: defense is fairly delineated in what it
thinks it should or should not do, and there aren’'t many really ‘broad’ cooperation
partners (the UN would be the one broad example that springs to mind)

Trend ‘in the wild’: again more diversity (main driver: lower transaction costs) e.g.
Google constantly scanning (globally!) smaller nice players and sometimes buying
them out, sometimes just working with them

Homo-heterogeneity: whether the interactors are homogeneous by nature or
heterogeneous

Structure: hierarchical or not?; stovepiped or not?

Nature: cohesive or not? status-quo or not?
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(PURPOSE OF THE) INTERACTION - THE WHY?

Aim: Why do agents cooperate?

Operationalization: For operational effectiveness, for efficiency gains, for ‘what-if’
scenarios [for evolutionary biology the aim is ultimately an increase in inclusive
fitness]

Equity (cui bono?): are benefits (and/or costs) of cooperation fairly distributed or
not

Operationalization: ? (e.g. in ecology — mutualism, commensalism, amensalism
and parasitism)

(NATURE OF THE] INTERACTION - THE WHAT?

Purposive or non-purposive: do they purposefully want to cooperate with others
or do they just end up cooperating de facto

Coalitional size

Operationalization: dyadic/2, mini-lateral, medi-lateral, maxi-lateral

Freedom of choice

Operationalization: voluntary or non-voluntary (coerced) or unintentional
Symmetrical or not: Does one need the interaction a lot more than the other
one?

Hierarchical or not: is there a ‘stronger’/more powerful one and a weaker/less
powerful one

Partner choice

Operationalization: inside-out (‘'we' choose), outside-in (they choose us) or mutual.
Temporal

Operationalization: acc-incidental/ad-hoc, or structural/long-term

Adaptivity

Operationalization: Rigid (fixed) or adaptive (flexible)

Substantive: what is the interaction all about?

Operationalization: value-based (Weber — gemeinschaft vs gesellschaft; e.g Karl
Deutsch’ security community); purpose-based (do they share similar or identical
objectives/purposes)?; incentives-based (do they share some — maybe transient)
incentives; purely instrumental (just about sharing resources)

Trustworthiness and trust: evaluation of actions in relation to prior stated
intentions.

Operationalization: evaluation of self by the other interactant(s) and potential
interactants (= trustworthiness), and vice versa (= trust) based on history and
current behaviour. Reputation. Distinguishing honest from deceptive signals.



(Nature of the) Interface - the how / through what?

Information exchange and decision making: is decision making preceded by
information exchange and/or discussion? Are decisions made alternately by each
side (or sequentially by all sides if more than two), simultaneously or something
more complex where there are more than two parties? How are decisions made
within a group or organization? How are negotiations between groups managed?
Formal/informal

High-cost/low cost: costs to all parties and symmetry/asymmetry of these costs
Types of cost: the nature of costs to the parties involved. We can distinguish
between ‘interaction costs’ (intrinsic to the interaction and unavoidable to a variable
degree) and ‘outcome costs’ (which depend on the outcome of the interaction)
Operationalization: Interaction costs: Cognitive (for the individual) and ‘informational
requirement’ (for the organization) costs of the interaction. Outcome costs: money,
time, energy, sharing of previously private information, loss of reputation.

Loose or tight: the term ‘loose coupling’ comes originally from the IT sector, from
whence it expanded into many other disciplines?’8,

Enforceable or not

(Nature of the) Interaction Context/Environment - where?

One- or two-way

Operationalization: one-way (the environment influences the interaction or the
outcome of the interaction influences the environment) or two-way. The (social)
environment includes other potential interactants in the environment

Stable vs dynamic/turbulent

Rules/norms/standards-based or not
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