
 

Cyberspace1 is managed by stakeholders from civil society, the private sector, and, to a lesser degree, by 

governments. The latter, however, is increasingly asserting its role in cyberspace, leading to a redistribution 

of power in which States are not only competing with other stakeholders, but also amongst each other. All 

cyberspace users thus face a power struggle between States that stands to affect the private sector and 

civil society, the multi-stakeholder approach to managing Internet resources, and therefore cyberspace 

writ large.   

 

This article appropriates a realist model in international relations– the balance of power theory (BOP) – and 

adjusts it with neoliberal concepts of power to help better understand the challenge of stability between 

States in and on cyberspace. It specifically enables the “cybered” international relations of governments to 

be analysed against the backdrop of the complex ecosystem of stakeholders. This does not presuppose 

that States are or should be the most important or influential actors in cyberspace. Instead, this article 

focuses on State interests. It identifies two conditions of the BOP theory and applies them to cyberspace in 

three different scenarios previously suggested by States, and offers one suggestion on the way forward. 

The balance of power theory is one of the most enduring and protean concepts in international relations.3 

It has also sometimes proven to be the battle line between both neorealist and neoliberal interpretations 

in international relations scholarship. This largely has been because of different interpretations of the term 

“anarchy” in international relations, and different assessments of the propensity of States to actually 

collaborate, besides a fundamentally different assessment of what constitutes “power”. This has 
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sometimes amounted to  wasted opportunity, since it is possible to apply more neoliberal views to BOP, 

both by stressing the importance of institutions as well as including a wider concept of power per se. This is 

even possible when taking many neorealist positions as a starting point.  

 

For instance, a common point of departure for BOP is the basic assumption that States act rationally to 

maximise their security or power in anarchic systems without a higher authority to regulate disputes.4 

Robert Jervis lists four realist assumptions that constitute the foundation of this premise: (i) all states must 

want to survive, (ii) they are able to form alliances with each other based on short-term interests, (iii) war 

is a legitimate instrument of statecraft, and (iv) several of the actors have relatively equal military 

capabilities.5 The system ensures that any one State’s power will be checked by a countervailing (coalition 

of) power that is alarmed by the potential hegemonic threat it poses to the system. From here on forward, 

the perspectives on the BOP theory diverge: one of them views the active goal of States as pursuing 

strategies designed to maintain the balance, while another maintains that it is an automatic consequence 

of State behaviour, a side-effect.6 As its name implies, the distribution of power, usually defined in terms of 

military capabilities, is central to the BOP theory.7 In particular, rough parity among several competing 

actors is frequently posed as a necessary feature of such a system. Even though the invisible hand of the 

balance of power regulates the system, States must be moved by explicit concerns over a potential 

hegemon and be ready to counter it with checks and balances as they struggle to curb the rise of a 

potential hegemon. As we shall see later, this becomes complicated if one departs from the realist 

definition of power as being purely military and adopts a wider understanding of what power may entail. 

 

Fundamentally, the balance of power is based on a compromise – it cannot satisfy every actor in the 

international system completely. It works best when it keeps one State from predominating and 

prescribing laws to the rest, and prevent the aggrieved parties from seeking to overthrow the international 

order. It does not purport to avoid crises or even wars. Its goal is not aimed at reaching peace, but rather 

moderation and stability.  

                                                                                 



Traditional understanding of the balance of power where States seek to survive as independent entities in 

an anarchic global system can seem particularly challenged when confronted with the concepts of cyber 

power. In a contemporary world with powerful norms against conquest, States no longer fear the same 

degree of physical extinction. The empirical evidence of limited military intervention for balancing 

purposes attests to the need to expand the traditionally military-security notion to include a wider range of 

means – including not only economic but also “soft power” factors.9 Indeed, the challenge is that in 

cyberspace many (but not all) of the traditional realist measures of State power do not seem to hold up, 

and it is therefore necessary to reconceive of what power means in cyberspace.  

 

Power, however elusive and difficult to measure, goes beyond the physical or military supremacy over 

another. Joseph S. Nye offers guidance by describing cyber power as a unique hybrid regime of physical 

properties (the infrastructures, resources, rules of sovereignty and jurisdiction) and virtual properties that 

make government control over the former difficult. Low-cost attacks from the virtual or informational 

realm can impose high impacts and costs on the physical layer. The opposite is also true; control over the 

physical layer can have territorial and extraterritorial effects on the virtual layer.10 Daniel Kuehl defines 

cyber power as “the ability to use cyberspace to create advantages and influence events in other 

operational environments and across the instruments of power.”11 In line with his distinction between hard 

and soft power, Nye conceptualises three faces of power: (i) the coercive ability to make an actor do 

something contrary to their preferences or strategies, (ii) agenda setting or framing to preclude the choices 

of another by exclusion of their strategies, and (iii) shaping another’s initial preferences so that some 

strategies are not even considered.12 This article focuses on the first face, gives a cursory glance at the 

second, and only touches upon the third. This is not a reflection of relative importance of the respective 

faces of power (indeed some scholarship might consider the opposite to be the case), but rather a focus on 

the measurability (or at least observability) of the faces of power: the third face is difficult to capture using 

traditional international relations methods.  

 

The hard power manifestation of the first face of power in cyberspace, which comes close to the realist 

interpretation of power, is the ability to infringe on the availability and integrity of data. This can be 

accomplished either through denial of services (e.g. DDoS) or by various methods designed to influence 

data integrity (e.g. destructive malware insertion by various means). To accomplish these activities, some 

capability is often equally required in the non-kinetic field of “espionage” – i.e. the ability to violate the 

confidentiality of data. This precursor, formally known as Computer Network Exploitation (CNE)13, has since 

been refined to include capabilities known as ISR (intelligence, surveillance and reconnaissance) and OPE 

(operational preparation of the environment, a.k.a. “preparing the battlefield”).14 Thus, it is logical that the 

capability of States to inflict kinetic-effect harm in cyberspace requires (to various extents) the ability to 
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conduct intelligence gathering.15 However, the exact nature of these “kinetic-equivalent” effects, formally 

simply known as “Computer Network Attack” and now known as “Offensive Cyber Effect Operations” 

(OCEO)16, is in doubt. While some cyber capabilities are reserved for the battlefield (e.g. to take out a radar 

to enable an air strike) and are at least somewhat defined and even considered as “cyber fires,”17 other 

capabilities are less clear. For instance, OCEO targeted at a power grid could of course mean “switching off 

the grid”. But it could also mean “destroying the grid” to many different degrees, including to the extent 

that it was not  easily reconstitutable. And finally, it could also mean something completely different – 

where for instance the power grid is simply repositioned to be used as an espionage tool18, or even as a 

weapon itself. This lack of clarity on what exact capabilities in cyberspace are, means that it is very difficult 

to describe comprehensively what the “means” (delivery systems or weapons) are. In some cases, this 

might seem relatively easy – Stuxnet, Flame, Duqu Shamoon, Ouroboros, and Dark Energy, come to mind 

as examples of somewhat classifiable “cyber weapons”, but in other cases this would be much more 

difficult. For the purposes of arms control or similar, the lack of transparency in presumed force 

deployment and even the method of operation or intended effects make the task extremely difficult, at 

least if an “arms control treaty” is the goal. At best, a “cyber weapon” remains a weapon system of “omni-

use” technologies that is extremely difficult for another State to verify due to a lack of transparency. 

Otherwise, however, States are only left with the ability to presume – basically to guess – the overall 

capability of another State (albeit at widely variating degrees of detail) without, in most cases, being able 

to detail the exact order of battle, table of equipment, tactics, techniques and procedures or other basic 

information – unless the intelligence assessment is very complete.  

 

Leaving the definitional hurdles aside, the equilibrium of forces or the military balance of power in 

cyberspace is further complicated by characteristics unique to these tools:   

 The success of an attack is more a reflection of the overall quality of defence rather than the 

quality of offense. An attacker will therefore always use the “cheapest” tools available, and not 

necessarily the most advanced.19 

 The vast majority of offensive cyber effects can only be deployed using civilian intermediaries 

(networks, products) that also can be part of a neutral or even friendly third nation.  

 The difference between imminent preparation for attack (e.g. OPE) and simple espionage can be 

hard to distinguish for the defender, making inadvertent escalation much more likely due to a 

failure to correctly interpret intent.   

 Offensive capabilities are much cheaper and much easier to develop and deploy than the total 

sum of necessary defensive measures.20  

 Unlike conventional weapons, “cyber weapons” can be re-used but are also perishable – an entire 

arsenal can be rendered useless without ever being used once the vulnerability is patched.21  

 These tools are specific – the outcomes are dependent on the victim’s network – and can be 

immediate or time-delayed. They upend conventional ways of response.  
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 They can also be reverse engineered, weaponised and re-used by the victim or another party that 

gets their hands on the technology.22 

 They do not only undermine the target’s security, but also compromise the security of other 

actors using systems with the same vulnerabilities.23  

 

These is just a small range of examples describing how the fundamental differences between cyber and 

conventional weapons greatly complicate the process of parsing State offensive cyber capabilities.  

 

But even in the physical world, Kissinger states that “an exact balance is impossible, and not only because 

of the difficulty of predicting the aggressor. It is chimerical, above all, because while powers may appear to 

outsiders as factors in a security arrangement, they appear domestically as expressions of a historical 

existence. No power will submit to a settlement, however well-balanced and however secure, which seems 

totally to deny its vision of itself.”24 Power is thus conceived and assessed not merely as a mathematical 

exercise (the number of weapons or military capabilities), but takes into account the perception of a 

nation’s leaders, the quality of its strategies, military doctrines, and its will to use power effectively. 

Therefore, the common perception of a State’s cyber capabilities, even if founded on incomplete 

knowledge, can function as a basis for calculating the respective balance of power.  

According to Kissinger’s theory, a balance of power is not in itself an adequate basis for order. It is 

regarded as a minimal condition, but if it becomes an end in and of itself, it becomes self-destructive: “a 

system based purely upon power will turn every decision into a contest of strength, whereas the essence of 

stability is the recognition of limits by major actors.”25  

 

If nations desire peace, they cannot seek it directly. Instead, they must focus on creating stable relations 

among nations, which, according to Kissinger, is based on two major conditions: the existence of a balance 

of power and the acceptance of an international system of mediation and legitimacy by the major powers – 

an acceptance he terms “the legitimizing principle” or “the principle of legitimacy”. These two terms should 

be conceptualised as conditions that form the basic hypotheses about the ideal conditions for the effective 

functioning of the system.26 
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This brings us to the second condition of stability – which commonly results not from a quest for peace, but 

from a generally accepted legitimacy. It means no more than an international agreement about the nature 

of workable arrangements and about the permissible aims and methods of foreign policy. It implies the 

acceptance of the framework of the international order by all major powers, at least to the extent that no 

State is so dissatisfied that it expresses its discontent in terms of a revolutionary foreign policy. The 

legitimizing principle reflects the prevailing values of the historical epoch, especially how the international 

order should be organised in a specific context, and captures a general acknowledgement or consensus 

among the major actors in a system on what is considered to be the principal form of organisation and 

order.28 This principle identifies the what – the central actors – and the how – the types of interactions – in 

the international system. The peace of Westphalia, for example, marked a change in the legitimizing 

principle from feudalism to the system of sovereign Nation-States. The legitimizing principle is often 

summarized as a “recognition of limits” by the State. It is important to understand that these limitations 

are not necessarily only legal or institutional, but also include the understanding of what the actual and 

normative reality means. 

 

In the context of cyberspace, the system for governing global cyber activities is primarily construed within 

its technical reality. The various interlocking but separate governance processes that together define 

cyberspace have been described by Joseph S. Nye as forming a “regime complex”:29  
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This regime complex is only partially influenced by State actors, and by bilateral, regional, or multilateral 

processes. The private sector and civil society both generate products, common practices, and norms of 

behaviour largely separate from government involvement, although these developments can have 

significant impacts on State-led processes and discussions on international peace and security. Despite 

States’ traditional dominance over all questions related to international peace and security, governments 

make up only one out of three actor groups in the overall cyber regime complex, and its role within it is no 

greater than that of the private sector or civil society. The State-oriented regimes do not necessarily have 

the ability to speak on behalf of other equally crucial regimes. This creates a situation unique in 

international peace and security, where governments cannot decide on all aspects of the international 

cybersecurity domain itself, as responsibility and ownership for this domain is shared with non-State 

actors.  

 

This could arguably be described as the multi-stakeholder reality of the domain. While the term does not 

have a single overriding definition, it does have an implicit definition. Its core idea is that some issues are 

too complex and have too many independent operational stakeholders to be decided on by one inevitably 

self-interested group and therefore require the participation of all stakeholders: civil society (including 

academia and technical community), the private sector, and governments. For the Internet, this is 

seemingly grounded in reality. It is the members of civil society (which includes State-funded university 

researchers, as well as corporate engineers working on their own time) who write the code of the Internet. 

It is the private sector that builds and owns most aspects of the Internet, ranging from the cables to the 

services, to products and software which runs on and in it. Government’s role is relatively limited in that 

respect. Its power is manifested through its sovereign rights and jurisdiction.  

 

Given this complex landscape, it is unlikely there can be a singularly encompassing entity successfully 

acting unilaterally across the entire regime complex. If, for instance, governments, as an overall actor 

group, were to agree to make definitive changes to the current non-State dominated Internet governance 

structures, then there would almost certainly be a strong reaction – not only from the private sector, but 

also from the engineers and hobbyists who have coded most of the backbone of the Internet. Installing an 

intergovernmental organisation instead of, for instance, the Internet Engineering Task Force, would not 

                                                                                 



simply make these volunteers stop working on Internet technology. Therefore, the most basic reality of the 

wider cyber regime complex is that it is in its own, precarious, multi-stakeholder balance. While States can 

and may expand their own arrangements amongst each other, certain basic realities of how the domain is 

managed cannot be changed. Nothing that completely goes against the diffused power structure of 

cyberspace can therefore be considered viable or “legitimate” – the multi-stakeholder approach is 

therefore, in effect, the Westphalian System of the Internet.    

Thus far, it has become apparent that an equilibrium of State forces in cyberspace remains elusive because 

of the lack of a basic understanding of each other’s capabilities and doctrines and therefore also a 

minimum amount of agreed definitions. Moving beyond power, the legitimizing principle reflects the 

recognition of the limits of States in the prevailing reality of the historical epoch. In cyberspace, this 

arguably can be expressed as the multi-stakeholder approach because of the technical reality of 

cyberspace that prevents one party from deciding universally and unilaterally.  

 

From a State perspective, there are different ways to achieve a balance of power. In the next section, the 

guiding principles will be applied to three scenarios proposed by States that roughly correspond to the first 

three Committees of the UN General Assembly to see how likely they can actually lead to a balance of 

power that upholds to the legitimizing principle. This does not mean that the UN is or should be the sole 

means through which to establish international peace and stability in cyberspace. Instead, it offers a 

starting point to identify initiatives that have been previously proposed by governments, and one 

suggestion on the way forward.  

The First Committee of the United Nations General Assembly deals with issues of disarmament and 

international security. As previously mentioned, States make up only one of the three actor groups within 

the overall cyber regime complex despite their traditional dominance over all questions related to 

international peace and security in cyberspace, meaning they cannot decide on all aspects by itself – 

ownership is shared with the private sector and civil society. Yet, the involvement of non-State 

stakeholders in the international State-led processes remains limited at best. The last UN GGE Consensus 

Report (described below) seems to acknowledge the need to involve other stakeholders in its conclusions: 

“while States have a primary responsibility to maintain a secure and peaceful ICT environment, effective 

international cooperation would benefit from identifying mechanisms for the participation, as appropriate, 

of the private sector, academia and civil society organizations.”31 

 

Using Nye’s cyber regime complex as a point of departure, one of the authors expands Joseph Nye’s regime 

complex to offer an impression of the stakeholders and respective processes affecting the political-military 

dimension of cybersecurity, a.k.a. “international cybersecurity” or “international peace and security in 

cyberspace” that could be considered UN First Committee issues.  
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In the UN context, the First Committee is most concerned with guiding responsible State behaviour in 

terms of international peace and security in cyberspace. To this end, there have been three major Sate 

efforts in the UN:33  

 

1. The United Nations Group of Governmental Experts on Developments in the Field of 

Information and Communications Technologies in the Context of International Security (GGE) 

Since its inception in 2010, the GGE has convened five times and issued three consensus reports. 

Each group had a mandate of only one year – which, until now, has been renewed on an annual 

basis. The first consensus report recommended that States consider norms, confidence building 

measures, and capacity building initiatives to “reduce the risk of misperception” in cyberspace.34 
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In the second consensus report, major powers explicitly recognised for the first time the 

application of international law, in particular the Charter of the United Nations, is essential to 

maintaining peace and stability in cyberspace.35 It also encouraged the development regional 

Confidence-Building Measures. The third consensus report outlines voluntary peacetime norms 

States are encouraged to follow. The 2016-17 iteration failed to reach a consensus report. The 

stumbling block: the application of international law to cyber operations.36   

2. Members of the SCO have circulated a draft international code of conduct for information 

security at the UN General Assembly.37 The code proposes that States voluntarily forego the “use 

of [ICTs] … to carry out activities which run counter to the task of maintaining international peace 

and security.” It predominantly focuses on interstate cooperation against the use of ICTs to incite 

the “three evil –isms”: terrorism, separatism or extremism, as well as reinforce the notion of non-

interference in the internal affairs of States through ICTs. The code has been floated at the UN 

since 2011, but has attracted criticism for its perceived incompatibility with human rights law.38  

3. Finally, the UN General Assembly adopted a resolution in 2003, calling on states to build a 

culture of cybersecurity by encouraging domestic stakeholders to be aware of cybersecurity risks 

and to take steps to mitigate them.39  

 

Other multilateral initiatives to enhance international security and stability have been agreed outside of 

the auspices of the UN, most notably, the work of the Organization for Security and Cooperation in Europe 

(OSCE), the ASEAN Regional Forum (ARF), and other regional organisations on Confidence-Building 

Measures (CBMs). In addition, previous efforts have been made towards potential control of “intrusion 

software” by the Wassenaar Arrangement that aimed at “creating a consensus approach to regulate 
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conventional arms and dual-use goods and services.”40 It has 41 signatories that regulate the export of both 

conventional weapons and dual-use goods, which includes certain categories of information systems.41 In 

2013, the Member States agreed to include certain categories of intrusion software to this list.42 Although 

this may bolster States against network intrusions, it also significantly impedes the ability of information 

security researchers to exchange findings without risking criminal proceedings.  

 

Despite these efforts, 2017 marked the shortcomings of meaningful interstate efforts to advance norms 

and legal interpretations to bring international security and stability. This is just one way to do so. Some 

experts foresee a more fruitful future for operational cooperation – e.g. in CBMs43, while others are 

exploring countering efforts to the proliferation of offensive cyber capabilities.44 

 

The most promising but also most difficult application of a balance of power framework would be through 

the traditional area of arms control. As noted before, the notion of what constitutes a “cyberweapon” is as 

open and contentious as the concept behind “cyber power” per se, and there is no definition of a 

cyberweapon or even cyber capabilities that would lend itself to negotiations. Russia and China still view 

cyber threats in fundamentally different ways as the United States (e.g. information weapons versus cyber 

tools), making it difficult to establish and enforce such a framework. There are some workarounds that 

have been suggested, such as the focus on simply regulating certain “effects” rather than trying to define 

the weapons. However, they also stumble over some basic differences in understanding of international 

law.  

 

Currently, the open questions in international law, particularly the status of data as an object45, are almost 

as difficult as technical understanding of what could comprise a “weapon” in cyberspace, mainly due to the 

dual-use or omni-use nature of many of the potential subcomponents in a “cyberweapon”, and the need 

for the technical community, researchers, or the private sector to be able to provide security tools for 

testing. However, if these hurdles can be overcome, the ability to at least agree on a counter-proliferation 

agreement (similar to the Missile Technology Control Regime or the Treaty on the Non-Proliferation of 

Nuclear Weapons)  is theoretically possible. Such an agreement would clarify both concepts and 

capabilities of signatory States, as well as limit the transfer of those capabilities to other actors (including 

non-State actors). If such a treaty neither violated the need of the technical community to have simple and 

easy access to security testing tools, nor set a dangerous precedent by trying to “outlaw” individual pieces 

of code globally, then it could arguably provide for a much needed dose of predictability among States.  

 

The Second Committee of the United Nations General Assembly focuses primarily on economic and 

financial issues, and has a strong connection to the United Nations Development Programme and the 

United Nations Economic and Social Council (ECOSOC). The Council is covered by the schedule officers from 

both the Second and Third Committees. The primary issue on the Committee’s agenda is the “digital 

economy” – an issue predominantly discussed outside of the auspices of the United Nations, by institutions 
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such as the EU, OECD, G20, G7, WEF, to name but a few. The digital economy includes specific issues such 

as digital trade, e-commerce, infrastructure development, and industry 4.0.  

 

In this context, however, a closer look will be taken at law enforcement cooperation as a potential 

approach to establish a balance of power. Admittedly, law enforcement cooperation can also be 

categorised under the First or Third Committee issues. The Budapest Convention on Cybercrime 

established by the Council of Europe and open to third party members is one of the most authoritative in 

this context, but has been criticised because it seemingly enforces a Western narrative.46 In response, 

Russia has reportedly proposed a draft convention on countering cybercrime and promoting law 

enforcement cooperation under the auspices of the United Nations, as it apparently believes previous 

conventions threaten the sovereignty of independent States.47  
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The area of law enforcement cooperation offers some possibilities for pursuing a balance of power 

approach between States. First, in this context, the power of States is at least partially framed by the 

second and the third face of power considerations – co-option and conviction of soft power, besides the 

overall perceived coercive “hard power” strength of its suspected military and intelligence cyber 

capabilities. Second, a State can relatively easily ramp up its engagement in negotiations in this space, but 

it will be a credible actor only if it has a strong reputation in general and in the “rule of law” in particular – 

not necessarily the easiest of all criteria to fulfil. Third, it allows States to address the issue of malicious 

non-state actors that impact their national security concerns, including, for instance, countering the 

terrorist use of ICTs. Finally, a law enforcement approach that concentrates on mutual legal assistance 

treaties (MLATs), rather than specifying specific crimes, does not contradict the legitimizing principle.  

 

The limitations of the benefits of the law enforcement treaty approach to achieve a balance of power are 

based upon a simple understanding of what power in cyberspace is. Such a treaty would theoretically have 

little bearing on a State’s ability to conduct offensive cyber operations and therefore would not impact its 

“hard power” capabilities, unless the government in question clandestinely leverages cybercrime actors to 

buttress its own governmental capabilities. In the latter case, such a treaty would represent a clear loss for 

the cybercrime-supporting side, and a number of governments probably do fall into this category, limiting 

decisively their actual power gains as a well.  

 

A law enforcement approach is theoretically possible and more likely to succeed than the arms control 

approach described above and the Internet governance approach that will follow below, but it falls short in 

what it delivers for the balancing of States. Although it does not necessarily address the hard powers of 

States, it deals with the contentious issue of non-State actors that governments have struggled to manage, 

and, more importantly, builds confidence among States. A final disclaimer would be that the proposed 

solutions to “double-bad” issues (illegal in both jurisdictions) can be a slippery slope for increasingly 

intrusive surveillance measures that the Western like-minded States would not condone.  

The Third Committee of the United Nations General Assembly focuses the social, humanitarian and cultural 

issues. Most notably, human rights are discussed within this Committee, and also in other UN institutions, 

such as the Human Rights Council and UNESCO, as well as outside the UN context: the Council of Europe, 

EU, OSCE, Freedom Online Coalition (FOC), IGF, WSIS, APC, Human Rights Watch, and many more. The 

application of international law (including human rights law) has already been established by the United 

Nations, and a human rights-based approach has been reiterated in many other contexts such as the 

NetMundial Declaration in 2014. It is, however, unlikely to create a balance of power among States by and 

of itself as many of the multi-lateralist countries that promote a State-governed Internet through notions 

such as “cyber sovereignty” remain critical of human rights. Moreover, human rights law governs mainly 

the relations between governments and their citizens. Instead, it needs to be incorporated into other 

approaches.  

 

Finally, there have been several attempts by States to assert power in cyberspace by pushing for a State-

led Internet governance approach through the International Telecommunications Union (ITU) of the United 

Nations. Internet governance is largely treated as a Second Committee issue (primarily through ECOSOC 

and the Internet Governance Forum) but there are options to connect it to the Third Committee as well. 

The IGF has no formal decision-making power or government policy-making impact, but instead helps to 

coordinate and facilitate among the different Internet governance constituencies. If the 3rd Committee link 

to Internet governance can be strengthened, this might also reinforce the notion of a rights-based Internet. 



 

 

The Internet governance regime complex best represents the complexity of dealing with the larger issues 

of managing resources and behaviours in cyberspace. It encompasses a wide range of different institutions, 

from established international organisations like the International Telecommunications Union (ITU)50 to the 

critical Internet Engineering Task Force (IETF)51 that is characterised by its informal structure, and the non-

profit public-benefit corporation known as the Internet Corporation for Assigned Names and Numbers 

(ICANN)52. Most importantly, the Internet governance ecosystem is resolutely representative of the multi-

stakeholder approach, with civil society, the private sector and government stakeholders each working 

more or less equally according to their strengths. As such, it is a “proof” of the legitimizing principle of 

cyberspace: nothing that is determined about resources and behaviours in cyberspace can be legitimate if 

it fully violates the basic reality of how the Internet is actually managed.  
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As such, a major question of the State’s influence on Internet governance was solved by a momentous 

decision by the Obama administration. 1 October 2016 marked a historic moment, when the US 

government officially cut the final strings to its influence over ICANN by handing over the IANA function – 

the management of the root zone file of the Internet – to ICANN in its entirety.53 The process of slowly 

moving the Internet away from government influence was arguably part of the basic US approach to the 

Internet since as far back as the 1980s. A number of steps under various administrations conformed to this 

principle – slowly moving the Internet “back into the Internet community” that gave birth to it, even if that 

community was heavily financed by the US government in its early years. The commitment of the US 

government to fully disinvest itself from the last vestiges of direct control over the Internet was given new 

urgency after the June 2013 Snowden revelations and the significant impact this had on US “soft power”, 

particularly in and through cyberspace. Although it marks an awkward bent in realist thinking that a State 

would voluntary give up power, the Obama administration made the assessment that sticking to previous 

political commitments and “releasing” the last shreds of government control over the Internet confirmed 

to three objectives, namely it reinforced the US soft power when it gave up its first “potentially coercive” 

face of power, to (i) gain a stronger position in the second face, i.e. in agenda setting or framing, (ii) it 

confirmed a self-image of the United States as a leader of a “Free Internet”, and (iii) it finally reinforced the 

basic legitimizing principle of the Internet altogether: it is run by the multi-stakeholder approach, and no 

one government can exercise a hegemonic position on it. Instead, all States enjoy the same relative power. 

Therefore, the US IANA disinvestment played a significant role in bringing a “balance of power” to the 

Internet governance domain itself.  

 

The internal balance of power within Internet governance means that it is, in effect, a poor choice for 

States to advance their power through this approach as it would disrupt the current system and the 

legitimizing principle. If a State tried to do so at the expense of the multi-stakeholder model, it would 

conflict with the basic reality of the domain, in which the key technical standard setting bodies, such as the 

IETF, are resolutely outside of governmental control and due to their voluntary nature cannot be co-opted 

by it. If a State tried to expand its power while at the same time maintaining the multi-stakeholder model, 

it would be limited to very small, incremental increases, thus limiting its attractiveness. Restructuring the 

Internet governance ecosystem to that of an intergovernmental structure is therefore a poor choice for 

States to seek a different balance of power among States as they already enjoy the same relative power 

under the current ICANN structure that respects the legitimizing principle of the multi-stakeholder model.  

This article set out to assess the application of the balance of power theory to cyberspace to establish 

international stability and order. It did so by pursuing a more neoliberal interpretation of power. Two 

conditions of the balance of power theory were applied to three approaches or scenarios that roughly 

correspond to the first three Committees of the United Nations General Assembly, to see how they could 

contribute to such a stable environment, leading to the following preliminary observations.  

 

Overall, merit can be found in the realist approach to stability and international order in cyberspace by 

describing it in terms of compromise and of relative security and relative insecurity. By adopting a 

neoliberal interpretation of the notion of cyber power, the balance of power theory can be applied to 

certain aspects of cyberspace. Establishing stability in this environment hinges upon the acceptance of the 

framework of the international order by all major powers, at least to the extent that no State is so 

dissatisfied that it expresses it in a revolutionary foreign policy. At least for now, the Internet governance 

domain enjoys a balance of power among States in accordance with the legitimizing principle. This 

principle, described as a “recognition of limits” by the State, is construed by the technical reality of the 
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domain inhibiting one party from deciding universally and unilaterally, arguably defined as the multi-

stakeholder reality in the context of cyberspace.  

 

However, the condition of an equilibrium of forces that lies at the core of the balance of power theory is 

currently impossible to establish as it requires States to have a basic understanding of each other’s 

capabilities and therefore a minimum amount of agreed definitions as to what constitutes a 

“cyberweapon”. In this context, compared to the other options, an arms control treaty has most to offer 

for the balance of power for States in cyberspace. If nearly all difficulties could be overcome, it would 

clarify those concepts of capabilities that are in much need of more transparency. This transparency can be 

delivered in the short term through Confidence Building Measures (CBMs), agreements of self-restraint or 

norms, but those fall short in terms of visibility, verification, and rigor in the long run compared to the 

former approach.  

 

Each of the other baskets has its own specific merit, but falls short in establishing a balance of power for 

States in adherence to the legitimizing principle. Instead, a holistic basket-based approach could serve as 

an alternative. In a thought piece for the Global Commission on the Stability of Cyberspace, Wolfgang 

Kleinwächter describes the need, dilemmas, and possibilities of such an approach.54 Using the context of 

the “Helsinki Process” of the 1970s as a source of inspiration, Kleinwächter identifies four baskets: (1) 

cybersecurity, (2) digital economy, (3) human rights, and (4) technology. These correspond to the 

previously discussed baskets with the addition of “technology”. Each basket includes a different 

constellation of actors and constituencies involved and therefore enjoys different levels of multi-

stakeholder and multilateral engagement, as appropriate. 

 

The baskets are not “joined” or organised in a hierarchical fashion. Instead, they are brought together 

under a decentralised Conference on Security and Cooperation in Cyberspace (CSCC) and connected 

through a system of liaisons and mechanisms of reciprocal reporting to increase information exchange, 

cross-fertilisation, and eventually, more coherence across these topics. Like its historical precedent, each 

basket is negotiated individually, but remains interconnected with the others, allowing asymmetric 

compromises in the negotiation processes – as the British Foreign Minister argued in 1972, “if we don't lay 

eggs in the third basket, there will be none in the other ones either”. Ideally, over time, the actions of 

States would balance out across all baskets, enabling not only information exchange but also a more 

concerted level of negotiation between States. The Conference would aim at drafting a “Final Act on 

Security and Cooperation in Cyberspace” (FASCC), legally non-binding commitments from governments, 

the private sector, civil society and the technical community.  

 

A basket-based model inspired by the Helsinki Process could create an environment in which all major 

players can expand their foreign policy interests in the respective baskets, while leaving room for others to 

do the same, leading to a more stable situation whereby all States are equally (dis)satisfied and at the same 

time respect the legitimizing principle of a multi-stakeholder reality in cyberspace. No matter how likely its 

success, it needs to be seen as a collaborative effort where progress towards stability can be made on 

several fronts. 

 

The basket-based approach is obviously just one approach that need not frame a “final answer” to the 

overarching problem of balancing States’ interests in cyberspace. But it may form a beginning.    
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